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1. NXLog

1.1 NXLog &%

(1) F& NXLog CE(Community Edition)

BIEA8HE https://nxlog.co/products/nxlog-community-edition/download

TEAUEF AR nxlog-ce-x.x.xxxx.msi - #ifl: nxlog-ce-3.0.2272.msi
Py
A

Windon

T BEFRZENH NXLog 32bit MRZA - FFEAFKAE

L

o

hall]3

i
.

(2) £%& NXLog

<2.1> Windows 2008 3 7 BhRAIEE LR

<2.1.1> R [Windows PowerShell]

&

Windows
PowerShell

<2.1.2> &% NXLog Eje
PS C:\>

EN 2EETE S Windows PowerShell
PS C:%» Install-Package

Snxlog—ce—3.A.2272 mei

Uersion Source

3.8.2272

C:snxlog—ce—3...

RS S EAIIE SR

=

A BXFEMUBEA NXLog B
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<2.2> Windows 2003

2HE [nxlog-ce-2.10.2150.msi] -> % [Install] 2| [Finish]

#F NXLog-CE Setup — >

Ready to install NXLog-CE @

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

e | coce

<2.3> Windows 2000

BHE [nxlog-ce-2.9.1716.msi] -> )% [l accept the terms in the License Agreement] -> 1% [Install] £ [Finish]

v1.0

1. DEFINITIONS
“License” shall mean version 1.0 of the
NXLOGPUBLIC LICENZE, 1.e. the
terms and conditions set forth in this
document;

“Software” shall mean the source code and
Ahiart cada Faven all accaciatad snadia L'

v I accept the terms in the License Agreement
i Instal  j Cancel I

A& N-Partner



1.2 NXLog &EHE &
1.2.1 Windows 2003 X ZBIhRAREXE 247

(1) FRL [ RARFTT]

(2) IKIBFKEEZE TS NXLog Windows IIS 5TEE -> &Z Windows %#t NXLog :REME °
1. ERFIEEMRERE:

TEE4 - http://www.npartner.com/download/tech/nxlog_WinllS.conf

2. R#CEE Cookie BFNEE EIE:

T &4 : http://www.npartner.com/download/tech/nxlog_WinlIS_no_cookie.conf

FLFTAEMREREERES:

C=~>ocopy “"Cownxlog WinDHCP.conf' "C:“Program Files“nxlogconf*nxlog.conf" -y
SEETTT i 'E[;f":*r“:'_ff-’ o
T::-:.--'-:. J T ===

RXHEHIZ 32 UTFERS - BIFERMAZE 64 (T - AL EXFEMUBNLA FRE "C:\Program Files

(x86)\nxlog\conf\nxlog.conf"

5 %

A [ R
Lo ~alrtner



1.2.2 Windows 2008 T ZEIRA{EE 24

(1) BRY [Windows PowerShell]

o
Windows
PowerShell

(2) IKIBFKEEZE TS NXLog Windows IIS TEE -> &Z Windows %#t NXLog :REME °
1. EHFMAEARTERE:

TEE4 ¢ http://www.npartner.com/download/tech/nxlog_WinllS.conf

2. R#CEE Cookie BFNEE EIE:

TEE4 - http://www.npartner.com/download/tech/nxlog_WinlIS_no_cookie.conf

FosFTAEMREEmS M

& Windows PowerShell

Fs C:\> Invoke-WebReguest

A#CEE Cookie BErfla& EEA< M &I =L

R AEHIZE NXLog 64bit FRZA - 2 NXLog 32bit fRA - AIB X FEMUFERIL FERE 'C:\Program Files

(x86)\nxlog\conf\nxlog.conf'

6 7/ N-Partner



1.3 NXLog F&7EHE

B ECEFTAEMRER

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define lISpath  C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0OT%\modules
CacheDir %ROOT%\data
Pidfle  %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%lISpath%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [info]: " + $raw_event ;
Exec to_syslog_bsd();
</Output>

<Route iislog>
Path in_iislog => out_islog
</Route>

EBXFEMIFEB A N-Reporter %4t IP address

define NCloud 192.168.8.4

AXHEBHIRIZS 64bit FEZRA - BIFERRIRIES 32bit BFHRBLUNRE
define ROOT C:\Program Files (x86)\nxlog

EBXFEMuBEA IS K

define [ISpath C:\inetpub\logs\LogFiles

m al Lyl




B R42§F Cookie Bl ELE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.8.4

define lISpath  C:\inetpub\logs\LogFiles

define ROOT C:\Program Files\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %RO0OT%\modules
CacheDir %ROOT%\data
Pidfle  %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%l1Spath%\u_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE
</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "IIS [no_cookie]: " + $raw_event ;
Exec to_syslog_bsd();
</Output>

<Route iislog>
Path in_iislog => out_iislog
</Route>

EBXFEMIFEB A N-Reporter %4t IP address

define NCloud 192.168.8.4

RXHEHIRIES 64bit 1FERM - BIFELRFIRIER 32bit BRXALUNRE
define ROOT C:\Program Files (x86)\nxlog

EBXFEMuBEA IS K

define [ISpath C:\inetpub\logs\LogFiles

Qi Lyl




1.4 NXLog RAENARFE
1.4.1 Windows 2003 X ZRIRAEE LR

(1) R [ RARFTT]

Chv_

(2) BIEh NXLog RRFZHMMERE NXLog 2B RS
C:\> net start nxlog
C:\> type "C:\Program Files\nxlog\data\nxlog.log"

o | R T
C:s>net start nxlog

C:srtype "CosProgram Filesanxlogsdatasnxlog.log*
20200609 18:18:88 INF0O nxlog—ce-2.10.2158 started

w2

(3) BRRL (3675 M0k

o | i B R L

C:s>Services .msc

(RN

W raliiiel



(4) BRI NXLog FRFEAR

42 [nxlog] > g B [z

WERE  BITA WA A

= | @E|FRE 20E » 8 0

Thiz service 1z responsible for monming the

WELog agent. See www axdog.oo. Ormance Logs 3

8 Plug and Play BRE..
8 Portable Medis Serial .. Retrieve .

nxlog &8 [t | dtse | meEmERY | 2A8a ||
‘8 Network DDE DSDM  SREED. =H T

EEIRTS 8 Network Location Awe.. UREENE. DO&E#E F&h TR
%Hetwu:urk Provisioning ... TEEEL. Fah FHERIR
82 N T LM Security Suppo... B & -

feti - s

Fh FAEFH

JEfe 4 BB /

(5) [—hr] BEE -> R ; RUENIREL: [BE)]

NIloz AT (FEELE) HE|
—f ||§,3k | i | e |

METsEHE: mwdog

mram: ile

Sk - Thiz service iz responsible for momning the Nilog o
2D agent. See www dog oo, j
EAITHRFRTERSTE ().

|"C:".Pr|:|g:mm Files (BEM o ginsdo g exe” -o "C Ao gram Files (B0 o s’

BEEAE): ||£EI% v||

RiiE: oD
gaw | eem | mEm | #=e |
T e SRS R R A EE R 28 -

PR S (M |

10
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(6) [IB1E] BEE -> R ; F—REMEF: F B_RKME: A BEXUNE: [EMREIRE] > & [EE]
NZloz AT (KEEE) HE|

— | = | BE ||mgﬁ-p¢|
AR ST AR + ALY EIRE -
E— R B [E¥EaRS =]
B ): B =l
BEERR L) [EFEaRs =
ESREASE O o ®mzE
EH BRI 7 T suzs
- TR,
T2
| EEE)..
AR FIE 8 (O |
I RSt T 2 R B (il 91 %) (E
EREGEEEER.. |
mE | =Rw |

1 A&/ N-Partner



1.4.2 Windows 2008 T ZEIRA{EE 24

(1) BRY [Windows PowerShell]

o
Windows
PowerShell

(2) EFRIEN NXLog AR¥% - #8E NXLog BRFEHMHEFR NXLog EAHRMNE

EN 2ZJEEE: Windows PowerShell — O >

PSS C:%» Restart—-Service nxlog
PSS GC:s> Get—Service nxlog | Select—Ohject Mame .S5tatus . StartType

nxlog Running Automatic

PSS C:x» Get—Content

2022-A3-08 16:43:19? INFO nxlog—ce—-3.08.2272 started
PS C:v>

(3) BRRL (375 M0k

EN &5 EEE: Windows PowerShell - O >

PSS GC:s> Services.msc

PS C:v>

12 A7 N-Partner



(4) FARL NXLog FRIZAR

12 [NXLog]-> %% ] [z

B — O Y
BER DEA  BENV) BEH)
$$|.§>|ﬂ| RS

o EEEm =
MXLog EHE i A EVENEEE EAED "
— EhNetwork Location Awareness ~ WERE=. ZT: 5% Metwork Service
S €1 Netwark Setup Service FE|(EEE.. Local System
EFSHEE i
SHEE) S Metwg gre Interface =El 0C3 [ylge
: EE (EEEE) Local System
Fﬁﬂ: o . H Local System
This service is responsible for ==m Local Sust
running the MXLog agent. See il pealsystem

www.nxlog.co. '-f:&Gptimize drives

\ G A B/

B&EEFEE.. FE Local System

(5)[—M] EE -> T ; EEE: [BE) (EEREF)]
Mxlog AE (ZBER) x

—&= |BA &F #Ee

EEEE nxlog
BETEE MxLog
=i This service is responsible for running the MNxLog

agent. See www.nxlog.co.

oHTEREREE
"CHProgram Files\nxloghnxlog.exe" -¢ "CA\Program Files\nxloghconfnxlog

EEEE(E) S (EEE) v

ERSE RNTH

A]

BEN(S) FLE(T) EFP) £ER

"

EELEER ST BEERESANEE -

EXEhERATIN:

i:ha i EHA)

13 A&7 N-Partner




(6) (EIR] BE -> W ; H—RKME: A S RKMET: F BEKWET: [EMREIRE] > &% [EE)]

NXlog AE (TEER)

—&  BA | EF |#fEe

ERLEEFRENERERE - BIRETEREE

E—REMEF: EREEEE v
E_REMEE): EREEEE v
sEZREL): EREEEE v
ERTFRMEERFAEHO): 1 =
SR T FREEEREEEEV: 1 S
L] s S S 2T+ LLAT IR ERRI BN - EREFHINEER
TR
B
HE(B)...
a5 RIS B
SRRMETEMINZ S FEE (Mail=%1%)(E)

b =EN

Pt

14
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2. Windows 2000

(1) R [<RARFIT]

C:\> mkdir C:\Inetpub\logs\LogFiles
C:\> dir C:\Inetpub\logs

C:s2mkdir C:sInetpubilogssLogFiles

ﬂ:ﬁ}dir ﬂ:\Inetpuh\lugs
RIRE ¢ CEHRIRE A
Fas __]EF‘F%: FCC1-AC1E

H#$: C:xInetpub~logs

20210825 11:41a <DIR>
20210825 11:41a <DIR>
2821-88-25 11:41a <DIR>

LogFi
o fi

104, 207_773 . 696

les

15
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(4) £ [Web 58] LIBEAR > EE [AWE]

Y& Internet Information Services - 10| x|
| #itw #A® ||« » BB (@] 2] = 1|
GETISES | s | Aty | EipaEs | sEaRuhE

. = : =
% Internet Informmation Servicesi Furin2000 = TCEIF

- B ¥ yin 3000

i BRI s

T FETE T mE
- TSR SMTP R pmeram

=1k
iz

g ’
FREL{RE) »

=00
HIERE

AR g

|4 | i
I EAEE S - | |

16 A&/ N-Partner



(5) [A91h] BE: 2% [RUBRCE] > EAPHHEEIIERE [W3C Extended Log File Format] -> # [R&]
THERAT Web i 5 AT

2l

SR SRR B ] (1) | o00

[v B5H HTTP BB ER IO

__ Ba#ERiw | HIPEE | SR | aESEeEs |
WebbE | #®iES | s | SAPIERESS | IBs | i
— Web L 5 RIS
Sl [FE=EEY Web Wb &
IF (b | EFIEE) x| ERED.. |
TCP 3EIELE (T): |BD Bl SR |
— i
(& 2RI
i~ ERITE B4 1000 Siss

—Ev BHiLERE I

=+

File Format

< Bxtended Log

mE |

RTiH

=R (L) £EH

(6) [—RRAR] BE: MHRBERME [8/\F > Y8 FEATHKES

C:\Inetpub\logs\LogFiles -> 1% [MXE]
i i Ak

—HAT |
¥ B

EXRmMA] > HtEBZEA

 FERD

" EE

- FEHM
AR
O EEFEEEEE:

IIEI _I:

ME

[+ sismrstasssam |
EEE L)
IC:"Inﬂtpuh"Jngs"LDgFﬂﬂs

HEE.. |

SEtEEHE:  WARVClweonmumddhhlog

e | =Aw |

S

17
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(7) [BxAA] BE : BERCEERDE [HH#(date)] ~ [FFfE(time)]

username)] *
port)] * [757%(cs-method)] *
E F AR B (sc-substatus)]
[E(time-taken)] - [:&

[Cookie(cs(Cookie))]

[AR7% 2 78 (s-sitename)] *

5N 177 E M AR (cs-version)]

[Win32 A 85 (sc-win32-status)]

[’ & (cs(Referer))] > % [EF]

[1EAR 23 % 78 (s-computername)]

[URI ZE32(cs-uri-stem)] * [URI &3(cs-uri-query)] * [

- [BEI& IP fiit(c-ip)]

s [fEBR=s 1P Ak (s-ip)]

- [EIAR=R

173 E AR B& (sc-status)]

- (A& BT (cs-
IR (s-

(&R

[B3A AT 4 (sc-bytes)] ~ [#EUAITT4E (cs-bytes)] ~ [{EERF

[F#(cs-host)] ~ [EFE LI (cs(User-Agent))]

XA B4 EF Cookie - O] A% Cookie (cs(Cookie)) - W kIBTER 1.2.1.(2) N &~ 4C#% Cookie B ERE"  WE
}Eﬁ °
RIFFTBE: RECEE Cookie Eifl:
i A Rk P A x|
—RAE | BT — D
— I InERRIE — I InEsEE
BEH (date ) - BEH (date ) &
[v] B ( time ) - ] BERE ( time )
BHEAE AT
- ] P IP fidk (e-ip ) - ] AP IP firdk (e-ip)
- [ TEFEEE {cenmmanns ) - ] EFEEE {covmmane )
- ] IBFFEHE (ositename ) - ] IRFERHE ( s-sitename )
- ] {TIREREH (scomputername ) - ] 1E1AREEE T { s-computemame )
- | {SI0ESS IF firtk (s4p ) - v 151AR 28 IF fartk (s-ip )
] (IR SRR (s-port) - ] fElfRARIELE (s port)
- ] ¥ (ce-method ) - v FA7E (ce-method )
v URT 848 {couri-stem ) - [v] URT #2448 ( covri-stem )
- v URI B2 { couri-query ) - ] URI E28 { co-uri-query )
o o] SBERRTEAREE (so-statis ) o o] SEETRTEAREE (ao-statuz )
o o] Win3Z AR so-win3Z-status ) oo o] W32 HARE (so-win32-status )
- ] SEHEHUTTEE (sc-botes) - ] FEHEHAETTAR (sc-bovtes )
- ] YT RIEOAT AR (cobotes) oo o] TEURIR AR (osbotes )
- ] TEERERRE ( time-taken ) - ] TEERRHE] ( time-taken )
] SEERRERR A ( cs-version ) - o] SEERIRATERE A (cawersion )
- ] EHE (cshost) -] E#E (cs-host)
v BB NERIE S (caTeer-A zent) ) - W IEFA IR (cslmr-Lgent) )
- ] Cookie {ce{Cookie] ) |:| Ccncnlue {csCookie) )
-~ W HEREE (cslReferer) ) ;l - ] TR ;l
mE | ma || EAw | @e | e | mw [[ =Rm || @ |

18

[

Partner




(8) T#&2 [C:\Inetpubllogs\LogFiles\W3SVC1] &E#I% IS log 1&2E: ex*.log

_ 0] x|
| piE
ol | #BRY | iRz BEA I
'-D L ex21082514 log 2KB aFECi 202178425 F4F 02:26
e
W3sVCl
%ﬁﬁ—@ﬁﬁmﬁﬁEmﬁ
S0, .
it |
1 i 1.05KE IS AR 4
19 A&/ N-Partner



3. Windows 2003

(1) R [<RARFIT]

Chv_

(2) #I8 IS LogFiles ERIZEAMERD 1IS LogFiles &3
C:\> mkdir C:\Inetpub\logs\LogFiles

C:\> dir C:\Inetpub\logs
Microsoft Windows [Rfi7F 5.2.379@1]
<C> FRiEAhE 1985-2883 Microsoft Corp °
C:sDocuments and Settings“Adminiztrator>mkdir C:sxinetpub™logs“LogFiles
C:~JDocuments a.n_d Settings™Administrator>dir C:sinetpubslogs
il ¢ FHEYEER 1R °
HIEREES2:  DBBS-879B

C:\inetpubi\logs HYE#H

2919-83-27 T~ @B2:12 <DIR> ;
2919-083-27 T~ @B2:12 <DIR> .-
2019,83,27 T 02:12 <DIR> LogFiles
0 {EiEZ B fif]
3 {EH4F 81.343.418.368 fi

C:sDocuments and Settings“Administrator’

(3) FARN [MFRMEEENRTS (I1S) EEE]

20 )
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(4) £ [IIS Server] LIZBEAE > BIFE [AE)

Yo BEE HT0 R0 #EW HA =18 x|
FRR @2E 2 =
= =
T B SERC). . EEREE
- #8ih chEFsELR D) 1

L) EERMER | s
BHHE >
FETIEL >
AR ) >
SRR )
EHwHEE
EHEEL)..

EENRERE B AT -

21
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(5) Z¥E [AULECERA UTF-8 ZRAREE] > &N [MEE]

WIN2003 (EEELE) AF |
FEREE SRR |

1 B EE Metabaze (RER QD
FLEFAEAE 115 S01TRE + 4RER 115 Metabase SHTEAS -

—UTF-3 3Li%
JLEF IR {EA UTFR R BB R AR A SLiFHE -

[ imsEERsRR UTF- AR4RHRE () |

— MIME $58U

LS PURSSEIE B MIME 18
dipemms - fereniy MMESL.
Falia s © i MIME 1830 -

RLiH ER A £HEd

(6) &K [FERE]
s £1/5

9| EEHBHR LMREESEENATEE IS SFEISTEY -
o/ EHIEEEE IS

22 &3 Partner



(7) £ [#805] EROBEAR > BIE [AF)

V) BEE ®iTW BAO #SEW SEE 18] x|
= | BHEEFRDR 2E E| rE

) ErERERS HEit R [
m-d WINZO0Z (SN | ) TRERATRES 1 T
|| EREAER

I :=--- C R 3
EFEI{EE) »
it () *
TEIE T FTIER BT (A

EWNERE
BEHEEL)..

4| | i
|§ BIEEERTE BB A SEHEE HIR - |

(8) [#915] BE: W& [RMARHE] > RANKHEINERE [W3C RALHERE] > & [AA]

b AT B
TREFE | HITRAEER | BEtem | B
s wEe | maRIERBE | xEs | e
- L RIE
SR EHE: I
I {eHE Ty [EFEw) =l EEo |
TP SERELS (T I I e A I
-iEi

S SRR B R (1) | 120

[v B5F HTTP BB ER IO

v _BRERE)|
AR RS O
|| WAC F7 DR SRS vI

e | Emw | =mw | m® |

23 A&/ N-Partner



(9) [—fR] BE: B HHERME (B > 28 BEERAMBER/ERMA] > KiFiEREEA

C:\Inetpub\logs\LogFiles -> & [E]
SSHRATE

=
IV S S
 FEHD
O EFAEO
=AM
O BHEEHAEE R
O EigE AR E:

20 = ME

]|

| SEER AR S RS E (D
SEHEEEL):

CMnetpubiogslogFiles

AEE.. |

SLERtE S WSV T esnnmmmddhh log

RTiH EH A

gr_llng

A |

24 A& N-Partner



(10) EPE] EE - BRIFEIEDE [HEA(date)]  [FR(time)] ~ [FIH 1P fillt(c-ip)] ~ [ERE B (cs-
username)] * [AR#5 & 1E(s-sitename)] - [EAR23 278 (s-computername)] * [@MREZ IP fiilk(s-ip)] * [fAARER EIHFIR(s-
port)] * [737%4(cs-method)] ~ [URI F#&(cs-uri-stem)] * [URI &E#f)(cs-uri-query)] ~ [ZBAT 1 EARBE (sc-status)] ~ B 17
TE FAREE(sc-substatus)] * [Win32 Ak B&(sc-win32-status)] ~ [BZE 1T 4H (sc-bytes)] ~ [ ITTAH (cs-bytes)] ~ [{EE RS
fE(time-taken)] - [#B&T 153 XE AR 2 (cs-version)] ~ [ (cs-host)] - [1# A& K3 (cs(User-Agent))]

[Cookie(cs(Cookie))] - [ & (cs(Referer))] -> & T [fEE]

XA B4 EF Cookie - O] A% Cookie (cs(Cookie)) - W kIBTER 1.2.1.(2) N &~ 4C#% Cookie B ERE"  WE

ﬁﬁ °
ERPIAE: A EC#E Cookie Eifl:
N || B |
o o

W LRETE D, W LEEIR

] TR T 0aT - [ R -

[v] BFFFE] ( time ) [w] BERE ( time )

BRAE BEAT
- ] FBim IP itk (c-ip) - v FAFR R IP faidk (c-ip)
- ERERE (csuemame ) ] TEFEER (censemames )
- ] IRTE-EHE (ssitename ) - BRSEE | sitename )
- v {EAREE-RHE [ s-computerame - ] TR SRS { scompuiername
- vl 2R SR IP it (+ip) - v {EHREE IF itk (=ip)
- v {EAREEHERELE (port) ----fﬂﬂﬁ%ﬁiﬁ?ﬁfﬁ { z-port )
- v F3E (cemethod ) — ¥ ik [ ee-method ) | |
o W URI 88 { co-ri-stermn ) v URI 88 ( cs-uri-stem )
- | URI TS { cs-uri-query ) - v URI EEE8 ( es-uri-query )
- v SEERERTEAREE (so-status ) - [ SEERIRTEARAE ( so-status )
- v SEERERTEFARRE ( sc-substatus ) - o] SEERIRE TARIE ( so-substatus )
v o] Win32 ARRE (se-win32-status ) - ) WindZ 4488 ( so-windZ-statos )
- o] TESERDRTTAR (so-bortes ) - (o] TERERTALTCAR (so-btes )
- o] SEURHOTEAE (eobortes) - ] BUREORITEIE (esbortes)
- o] TEERRE] ( time-taken ) - ] TEERBERE ( time-taken )
- ] SBRERPRTEREAS { co-version ) - ] SEERIRTERR A | coversion )
] FE (cs-host) ] E#E (cshost)
- ] PEFE TR (co(User-Agent) ) o TEFEIE (ce(User-Lgent) )
- o] Cookie (calCookie) ) | | -0 Ll:u:ulue TeslCooke] ] |
- ] THEE (csReferer) ) k2 ; =

m | =Aw | A | | mE | =Ew | meE |
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(1) BT (23] A [
BEEE =]

TFIFEIREEER "LozFile Truncatelize” AITHE * SEATIECRRATAEETE
ROIE = &he T oAREE DiBRTE(E H B TETERS -

e | BTiH

(12) &= [C:\Inetpub\logs\LogFiles\W3SVC1] E % 1IS log 1&2E: u_ex*.log

& C:\Inetpubilogs\LogFiles\W3S¥C1 [_ O] ]
BRE #ED WAD BHEFW TAD HHD | &
w5 0 X 9| @

1 VRS = B E
i x || BHE - [ [ 4ER | iz BEA =
@ =& 1| B u_ex19080617 log 6KE zmFarft 2019586 FF05:38 4
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= Y HETER

= s AHEREERE (C2)

Iy Documents and Settings
= 5 Inetpub

I AdminSeripts

= 3 logs
=l [ LogFiles
I W3EVC)

IS wewwroot

|5 Program Files -
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4. Windows 2008

(1) €% [IIS Advanced Logging]
5F 1 FEETE IS Advanced Logging Bi5e - FFEARFIEER -

#HE [AdvancedLogging_amd64_zh-TW.msi] -> A& [RBERENRESH] > 7 [L5] 3 [EH)

jiz IIS Advanced Logging 1.0 33 M= E3 |
Micrasoft 5% 11S Advanced Logging 1.0 B#EESE

Internet
I I S Information
Services

MICROSOFT ¥XR28 wbik L BHlE iR

IIS ADYANCED LOGGING 1.0 27 MICROSOFT
WINDDWS OPERATING SYSTEMS

Microsoft 447 (BEHARERESRE - 1R BRPE
ERTHELE) 5 SHPHEHFEEER -

%  BHFPENE Microsoft Windows Cperating
Systems ENEE GEAF B HRER 28R | [8r

B8 ) T HEE - RS EES . B

H FSF IS EraaEiEE - IS S s

= « S HERES 7 EREWEEETEEE - 10 Ll

[V BEEEnEEE A |

sEne) | k) I () EviH

(2) FRY [Internet Information Services (1IS) EIEE]
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(3) #EIZE [IIS Server] > E [FCEE]

"-E Internet Information Services {IIS) ¥ & =] E3
@!;‘_,4' ERE &~ N @ -
BEF R HeAD
T qgl WINZO0R B E e
il FE
: ! e [ ENEERE
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(4) BHE [FH]

®& Internet Information Services {IIS) ER 5 Mi[=] B3
@é_’ | €5 » wovaooa » & < e -
EEE R HEAH
. . wE
@ |28 oy =#= ) 5
ol EEHES :_ 3
G a0 (UGG | MR IS (RS LS R - b Tl
L) EREAER % F¥IFE B S e —ESEE0):
CEER 35 =] WIREE
s -
HEF ) e
[GES = L
BT
I%SystemDIive%\imtpuh\logs\LngFﬂes HEE.. |
ERTS(E):
|UTF-8 =l
SLIRTEEHA
T IIS sk R inEm s -
& HHEC):
& =]
g ERR (TTERE):
O FERIEEE
IV {EF AR AR A )
| (o [ommR] - mEen
EE: localhost applicationHost config €.
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(5) FERRRCHEFH

qE Internet Information Services (IIS) X5 _ (O] x|
@';# | €5 » wovaooa » &« @ -
EEE R HEAH
MR o s wE
@ i~ 18 o) =& ) =
- ke
- a0 (UGG | MR IS (RS LS R - )
) ERIEZRER {5 FFIE B A ey — EEEHE0) B
CEER F35 =] WIREE
HEF ) g
GES = Lt
BT
I%SystemDIive%\imtpuh\logs\LngFﬂes HEE.. |
ERTS(E):
JuTF-8 =l
SLIRTEEHA
T IIS sk R inEm s -
& HHEC):
[ETe =
O fEE A R (A
O FERIEIEE
¥ {EF A+ Rz 2 )
N [y [CommR] o mERR
EE: localhost applicationHost config €.
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(6) ¥ [Advanced Logging]
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(7) T [AREERCERRIL]

E Internet Information Services (IIS) ™ & =] B3

@,_‘ Gj »OWINZOOS »

HEFR W#HEI SHAH

_- - W Advanced Loggin
- [ |2 & qi' SE1ILE
- 5 EEAERE
e EFE TR TT L PR (R LS s R RO
=155 WINZO0S (WINZOOSE | yesp sl LR SRR s an st iE
) EREAEE
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(8) T [HrIBMENI]

SRR HE|

BEEHT IR () Ifﬁﬁﬁ}ﬁﬂ j
RRIEE | FEELE | s ri | #5R | #EEEE -
Wi 22 S tatus Win 323 tatng FE Default s-windd-status
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
Tserlame Userllame EEny Defanlt C3- TSR TIAME

et & gent User-A gent E-{E0g Defanlt call -4 genf)
URI-5tem URI-3tem iz Defanlt ca-ur-stem
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTC Time-UTC i Default Hme

Time-Local Time-Local iz Defanlt time-lacal

Time Taken Time- Taken i Defanlt Time Takenbd
Substatuz Substatnz iz Defanlt se-substatns
Statuz Statnz iz Defanlt so-statns

Bite Name SiteMame iz Defanlt s-sitename
Berver-IP Server-IP FE Defanlt sip

Server Port ServerPort FE Diefanlt sport i
J | _"|_I

SRR (A)... ) | &=meE. |

wr |

BE |

(9) B AMENIABIHE: X-Forwarded-For -> #1248 5!: [Default] -> 2KRFEE: [Request Header(Z>K1Z258)] -> AR

Z#: X-Forwarded-For -> 1ZF [MERE]

Hi TR HE|

fRfrEa RIS (F):

IK-FDnvaIded-FDr
$BRIC):

IDefault

—— R

HURERAU(T):

[ExeEs
B A ):
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(10) 4% [BYA Advanced Logging] 1 [BYE A PimaciE]

E Internet Information Services (IIS) ™ & =] E3
@5_‘ EEEEE & N -
EEE  W#EE HEH
- il 8 qg' Advanced Logging (@ pvowed Logsne HEDE
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B - | ER:H | BPA Ldvanced Logging
HCOMPUTERNAME%-S.. EEH =
@ 5H
& ey
4| | oI [EizhaEieiR | - AEseiR
£R7E: Tocalhost' applicationHost config g..:-j.:i

34 A&/ N-Partner



(11) #48 [%COMPUTERNAME%-Server] -> ZhiE [EAZTEE

"EE Internet Information Services (IIS) &5 M=] 3
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HEF ®RT HE®
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éﬁgﬁﬁﬁiﬂmmmmMr ERSENET LI SRR TR (LSRRI SRR WRERSLARTETE.
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(12) FhE [FERRES
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ok R - B
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A EFEtAE IRECIRRIL) LR ST A e - .
o i THEfRE EEAE . BRZEES
BE - =5 i WIS
BCOMPUTERNAME %-Rerver B2 /& Advensed Resrl
fSF PR
SRUTSLARABRN. .
SRETSLAR EISE. .
IR,
© n=
8 Fed
.| | v [CThEERE | ATeE
87 localhoat' applicatinnHost condig G-_E.].:E
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(13) MAERERRM: u_ex > BE [CRH] > EEHE [8/)\F] > &F EEEU)

"’-E Internet Information Services (II5) E¥ 5 =]
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tHEE  WwEE  HIAH
Q-id|” |8 Gy rEes 3 2
G5 AR ZEEEEHEE) = EnH
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(14) ‘A3 [X-Forwarded-For] * [Win32Status(sc-win32-status)] * [UserName(cs-username)] * [User Agent(cs(User-

Agent))] » [URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] * [Time

Taken(TimeTakenMS)] - [Substatus(sc-substatus)] * [Status(sc-status)] * [Site Name(s-sitename)] - [Server-1P(s-

ip)] * [Server Port(s-port)] * [Server Name(s-computername)] * [Referer(cs(Referer))] - [Protocol Version(cs-

version)] * [Method(cs-method)] * [Host(cs(Host))] * [Date-Local(date-local)] * [Cookie(cs(Cookie))] - [Client-IP (c-

ip)] * [Byte Sent(sc-bytes)] - [Bytes Received(cs-bytes)] -> &~ [fEE]

XU B4 #E Cookie - O] RZ)#E Cookie (cs(Cookie)) - FEIRIE - W AkIBPER 1.2.2.(2) F&E" A4 % Cookie B TE

g WEHR -

e - ]

TR (O):

<

SRS [EFE [T R

Defanlt

w| X-Forwarded-For X-Forwarded-For E =0 Diefanlt

Win 328 tatns Win325tatns =2 Default  s-win32-status
T 3WP-PrivateBytes "ProcesstwwpPriv...  SUEEETErEE Defanlt WA WP-PrivateE

Usertlame Usertlame E 0 Default  co-username

ser & gent zer-4 pent EFEmR Defanlt calTger-4 gent)

URI-8tem URI-5tein Mg Diefanlt ea-Uri-stein

TRI-Onenrstring TEI-Cuerrstring A Diefanlt LG UED

O Time-UTC Time-TTC Mg Defanlt time

Time-Local Time-Local PR Defanlt  time-local

Time Tsken Time-Taken P Defanlt  Time TakenhS

Substatus Substatus Rl Diefanlt w-subadatns

Status Statns P Default  sc-status

Bite Mame BiteMame Mg Defanlt  s-sitename

Server-IP Server-IF P Default  =ip

Server Port BerverPort PR Default  sport

Server Hame Serverllame PR Default  s-compuiername
EequestsPerfecond VIRV _WEWPL T, dUEEstéhds Defanlt RequestsPerfece

w| Eeferer Eeferer l ERER Drefanlt caFefersr)
Prowoy Via E =D Defanlt SPIONY

Protocol Version Protocol Version l k- Diefanlt CE-version

O Protacol Protocal PR Default  e-protocal

Method Method == Diefanlt ce-method

Host Host EFEmR Defanlt caHost)

[ EndRequest-UTC EndRequestUTC 1HiH Defanlt EndRequest-TIT

O Date-UTC Date-UTC kS Defanlt date

Date-Local Date-Local l Mg Defanlt date-local

O CPU-Utilization "Processor{_Totalh%...  SUEEET&Erds Defanlt CPTI-Ttilization

Cookie Cookie | ERiEE Default  ceiCookis)

O ContentPath ContentPath 2z Default  scontentpath

2] Clhent 1P Clent 1P 2 Default  c-ip

Botes ent BotesSent fHEH Defanlt s-botes

Bortes Eecedved BrresEecetved HEH Diefanlt ca-bores
BezmFequest U T BezmPFequest U TL e Defanlt

BeginFequest-1 =
| ©

mE | EE |
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(15) FHELEEVAYHENL: [Data-Local(date-local)] * [Time-Local(time-local)] * [Site Name(s-sitename)] - [Server

Name(s-computername)] ~ [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] ~ [URI-Querystring(cs-

uri-query)] ~ [Server Port(s-port)] ~ [UserName(cs-username)] ~ [Client-IP(c-ip)]  [Protocol Version(cs-version)] *

[User Agent(cs(User-Agent))] * [Cookie(cs(Cookie))] - [Referer(cs(Referer))] * [Host(cs(Host))] » [Status(sc-

status)] » [Substatus(sc-substatus)] * [Win32Status(sc-win32-status)] * [Bytes Send(sc-bytes)] - [Bytes Received(cs-

bytes)] * [Time Taken(TimeTakenMS)] - [X-Forwarded-For] -> %~ [Ef]

XU _E—H KR A3 Cookie (cs(Cookie)) - R BEAE 137 Cookie EIE -

®& Internet Information Services (IIS) EM 5 =1
'@*, EELE & - @
HEF WEE HAM
-5 AR EEREAED) = BTiH
-85 WIN2008 (WIN20084d
-5 1WIN2008 ¢ = BT,
- W BRAN) 43 EE Advanced Logei
I TR ) M
¥ AR ) @ =nH
LIREEHR iR LN
& HHED)
|§4’J‘B$ x|
(B Col s e =]
O FRBERR LR b
B6400
" R PR KENE)
IlDQ-‘l
AR
HAE T = [ mHE 4
Diate-Local date-local &
Time-Local time-local -
Site Name ssiterame &
Server Name S-COMpUte mame &
Server-IP =ip &
Methad ca-method &
TRI-3tem ce-nri-stem &
TERI-Onervsting 3 Ur-gUeT &
Server Port sport &
UszerName CE-TETIAE &
Clignt-IP i &
Profocol Version e-version &
ser A gent ca(User-A gent) &
Cookis es(Cookis) & o
Referer ce(Peferer) & MR,
Host ca(Hosf) &
Statns se-status &
Substatug se-mbatatuz & e
Win325tatus st-winZ2-status & BRI |
Bites Sent se-bytes & g |
Bortes Recedved ca-htes &
Time Taken Time Takenh{Z 5 TR |
H-Forwarded-For & LI BHEEEL) |
R | ERE |
EHE
B S EERETE (A
=
[
4| | vl [Eloedsss | - AR
ER7E; localhost' spplicatinnHost config e
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(16) FhEE [AREEACERH ]

"t Intermet Information Services {(I1S) A5 _ (O]

@h, B

& e -

EWEE RV AW

@ =H

_ﬁ -l 8 Q§| Advanced Logging
= g )
é___ag %ﬁ?uﬁg ooy | (EFEEIA LU TR R ) S A
TR T S e e et e
B W Bepnls BEAH .
& - | EEA |
EZCOMPUTEENAME%-Server BE{EH
1 ex B
‘| | vl [CIThEERR |- ATRR

t%7E: Tocalhost' applicationHost config

HSELERTER .

{EH Advanced Logeing
ERAFIRLEE
ERER TR

F{=hi e

WIHELERE

B L 3Her

(17) HERR R ARERACIFH BANTRRRIA SRS EE > BT [HEE]

EETEAS HE|
{a1RR 25 5037 B IR (E):
I%S}rstemDﬁve Finetpublogiddvanced Logs |
BirubE iz RRL):
I%E}rstemDIive Finetpubilogstid dvanced Logs |
Hu#

(18) 1824 nxlog.conf
5F: 2% 1.3 NXLog REE

EEEE P EMUuEAEI A Microsoft 11S FCEREE RIS

define lISpath

39

A&/ N-Partner



(19) BHEY [Windows PowerShell]

(20) ERL nxlog AR - & NXLog ARFEAMERD NXLog 2 A tHRAE

2 Administrator: Windows FowerShell

PS C:=%> Restart—-Service nxlog
PS C:5> Get—Service nxlog

Mame DisplayMame

nxlog

PE C:~> Get—Content ‘C:“Program Files“nxlog“data*nxlog.log®

2022-A3-14 16:-AA:34 INF0 nxlog-—ce—-3.A0.2272 ztarted

2022-83-14 16:AA:-43 UARHING stopping nxlog service

28022-83-14 16:-A0:-43 UARNING nxlog-—ce received a termination request signal, exiting...
2022-83-14 16:-AA:43 INF0 nxlog-—ce—-3.0.2272 ztarted

PS C:sr
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(21) RHE [EFRE) IS AR

"EEIntemet Information Services (IIS) R 5
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4. Windows 2012

(1) FERY [Internet Information Services (IIS) EIE&]

td

Internet
Infarmation
Services ([IS) £
E=E

(2) 12 [IIS Server] -> ZhiE [F287]

€3 » WINZ2012 »

BEFR BRMV  EHEH

ﬁ WINZ2012 55 -

- ¥ EEQ) - GEETe | | ;Eﬁﬁz
HEE

" s
Bl

IEEEE ARSEE SEHE BEEEENEE
2 s

wEws  EE ﬁ'.ﬂigﬁig @ =

ﬂﬁﬁﬁ

b -85 WIN2012 (WIN201

ZHEE =CEEs

e
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(3) EEMTIIEEREMET —ELEEE: [Ih8] > BRI W3C] > Bik:
%SystemDrive%\inetpub\logs\LogFiles -> #RA%: [UTF-8] -> RI#FS4 B (ZIRFECIRE] > BIE: [B/\F] > A&

[(ERAMSERERME] > & L]

€3 » WIN2012 »

BEE &BRM HEH)

EETED o = B 57

-y ERER — p—— e, -
2 Wiota a0ty | APIETRREEIS SARARS SESESNAT o=

-8 EEEiEE TrHEEsE —EZER ) s
(6] I5E |§‘Eﬁ vll
@ =5

Bt
FEIL(M):
W3C

EEE):

FTF-S v]

EESEHEH
ERIS EEALSSHHIEE -

® EEEELD
O ERETWESM
O THEFETWESTSNA)

EEEEE
ERS AREUNTSENSE -

CF===TGE
ENE vl

O BEFN LR (ITE@):

1

O FEBUFTHEN)

|¥ emzemmsenszw |

(e [5| e mena

#E: 'localhost' applicationHost.config
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(4) 7% [HEA(date)] - [FfE(time)] ~ [BPIn 1P fiuilt(c-ip)] * [EAE &% (cs-username)] ~ [AR75 5 1E (s-sitename)]

[fE1 AR 28 & 78 (s-computername)] ~ [EAREE IP ik (s-ip)] * [fEAAREREEEIR (s-port)] * [77)%5(cs-method)] ~ [URI FES(cs-

uri-stem)] * [URI &E&8(cs-uri-query)] * [#851 17 E iR B& (sc-status)] - [#@&H 15 E F AR (sc-substatus)] ~ [Win32 ARE&(sc-

win32-status)] * [ o4 (sc-bytes)] ~ [ 7o (cs-bytes)] ~ [{EE R (time-taken)] ~ (@A 15 E R4S (cs-

version)] * [E#(cs-host)] ~ [EFERIE (cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#E = (cs(Referer))] -> &

[Add Field(¥ri&#81I)]

XUAEAC#* Cookie - O] A Z)%E Cookie (cs(Cookie)) - M KIELER 1.2.2.(2) F&E" A4 #% Cookie Bl ERE" - TE

=8
FCERPTAEA:

[v] EREEE (cs-username)

[v] BEFZEE [ s-sitename )

[v] EEEEEEE (s-computername )
[v] EEEEEIP (U (s-ip)

[v] EEEERE (s-port)

W] FiE (cs-methad)

[v] URI =38 (Stem) ( cs-uri-stem)
[w] URL Z 5 ( cs-uri-query)

[v] EFIBEREE (sc-status)

[v] EFBETHE (sc-substatus)
[w] Win32 #R5E ( sc-win32-status)
[w] SEEUTE (sc-bytes)

[w] SEWITEE (cs-bytes)

[v] TEEERE (time-taken)

[v] EFBERT (cs-version)

[w] = (cs-host)

[v] EREREES (cs(User-Agent) )
[+ Cackie (cs(Cookie))

M| EE= [ cs(Referer))

BEE(C):

EEED

FRBOA. || sEECR

ARECEE Cookie Eill:

7
(4
Bl

RS (5):

B (date)

[ BBl (time )

[ Eim P ik e-ip)

W EEEER ( cs-usernome )

[v] EESW® (s-sitename )

W SEHEZW ( s-computername )
EER PO (s-ip)

v EERERE (s-port)

[ FiZ (es-method )

] URL =88 (Stem) | c3-uri-stem )
[+ URL T { cs-uri-query )

o SEEERW (sc-status )
BEGETM ( sc-substatus )
7 Win32 SEM ( se-win32-status )
(o TR (sc-bytes)

v T | cs-bytes)

[ TEMEAR ( time-taken )

W BEEEEZ ( cs-version)

W =M (cs-host)

[

A S Er-Agent) )
] Cockie { csiCackie) )
EMH ( cs(Referen))
HITR{I(C):
ENND e =
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(5) BAMENIZTE: X-Forwarded-For -> EIZIGHEBAL: [Request Header(EK1ZE8)] -> AR X-Forwarded-For
> BN [fEE]

RN
|}(-Fﬂmarde~d-For

FEEET):
B

RIE(S):
|}(-Fﬂmarded-For
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(6) ®F [FERE]

EERUS):

[v] BEA (date)

[v] & (time )

[ BEEEIP Ut c-ip)

[v] EEE=E (cs-username )

[v] EEFEEE (s-sitename)

[« EIIEEEZE (s-computername )
[+ EEEZEIP Uit (s-ip)

v EREEEEE (s-port)

[#] F3E (cs-method )

[« URI =38 (Stem) [ cs-uri-stem )
[#] URI E5 ( cs-uri-query )

[v] \ERIBREAREE ( sc-status)

[v] BFEEFAREE ( sc-substatus )
[w] Win32 #A7E [ sc-win32-status )
[« EEEMTE (sc-bytes)

[v] CEWITEE ( cs-bytes)

[«] TEEEE (time-taken)

[v] BEFEERE ( cs-version )

[v] =8 [ cs-host)

v EHEHERZT (cs(User-Agent) )
[«] Cookie { cs(Cookie) )

M| EE5= ( cs(Referen )

EETRU(C):

ECERiE U
H-Forwarded-For

EE
H-Forwarded-Faor

FEREN).. BEREUR)
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€3 » WIN2012 »
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EEINE
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EESEHEH
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® EEIEELD
O ERETWESM
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EEEEE
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® #B(O):
ENE vl
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O FEBUFTHEN)
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5. Windows 2016
(1) BARY [Internet Information Services (1IS) EIEE]

e fal

=
ﬂ =
Internet
Infarmation
Services (IIS) &
EE

(2) #IZE [IIS Server] > % [FCEE]

iﬂ Internet Information Services (IIS) EFES

I

B RERE
i)

ad

BE

- O P
& = 9, wiN2016 » B @
ZEER  BEM  BEH)
# . Bl
@) WIN2016 BT
Q- 23 i! mEa
vl wmzmanmlmzmﬁul B - W EEG -G 2RETAW .
) EREREE IS :
> l—l iﬁ% ;—;-.g__— .'~'—_‘ i . G
= = -h;a Lol = ]
HTTP EEE MIMESE THESE GEZER =xsSs
B B
— & “ - -
-1 o M :
. we | mmesn ESus 548 @ =

Shared MeEER  ETEEEEE
Configurat...
= 5| (Bl e | AsEs
s |
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(3) EEK T IIRE REMET—ECEE: [I558] -> irERSl: W3C] > Hik

%SystemDrive%)\inetpub\logs\LogFiles -> #&f%: [UTF-8] -> LIRS E MM [(EIRFECIRE] > HHE: [B/\H] > A&
[EAAMEERERDE] > 2T EEEA

qﬂ Internet Information Services (II5) EES

fe = |93, wiN2016 »

EER BV =HHEH

= EiE
8, Q;E ZDER = =

N2016 (WIN2016\ WINEET RARAE Is =R ARE LISERNA
EREAEE ETFEESEUET —FESE0):

Bhe ~

Bt =kl
ER IS EEATHESTENT -

® EETHED
O EFEETW =S
O THEFRETWESREEW

EERE
ERD s BREUSTSENEE -

® EEE(C):
il v
O #Exx LR (UTE@:

]

O FEBUFIHEN)

|¥ gmzemEaszaz |

< > | Evzes |k nens

F2iE: 'localhost’ applicationHost.config

G5.:5
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(4) @#E [HEA(date)] ~ [FFEI(time)] ~ [FAFIR IP fiilk(c-ip)] * [EFAIE & (cs-username)] ~ [ARFE &% (s-sitename)]
[fEI AR 25 & 7 (s-computername)] ~ [ElAR&R 1P fillt(s-ip)] - [fEARES E IR (s-port)] ~ [F3)%(cs-method)] ~ [URI E58(cs-
uri-stem)] * [URI ZE&8(cs-uri-query)] * B 17 E ik B& (sc-status)] « [#BA 7 E FAREE (sc-substatus)] ~ [Win32 #RE&(sc-
win32-status)] * [fBiE 7oA (sc-bytes)] ~ [#EULI T (cs-bytes)] ~ [TEE R fE(time-taken)] ~ [ E MR A (cs-
version)]  [F1%(cs-host)] * [fEFE 32 (cs(User-Agent))] - [Cookie(cs(Cookie))] « [ (cs(Referer))] -> 12T

[Add Field(&7 54D

KUK /B4 #F Cookie - O] AZ)%EE Cookie (cs(Cookie)) - WkIELER 1.2.2.(2) F&E" A4 8% Cookie EFRER" - WE

A -

FCERFT AR

W3C ECERfE [ =

BER(S):

/| BER ([ date)

7] B5E (time)

L] BEE IP Uz (c-ip)

7] EEEEE [ cs-username )

7] BFEEE (s-sitename)

7] EIEZEEE (s-computername )
] B3RS IP (U (s-ip)

] EEEEEE (s-port)

7] 75 (cs-method )

7] URI =38 (Stem) ( cs-uri-stem )
L] URI E55 ( cs-uri-query )

7| ESEEAREE (sc-status)

| ERBETAAE (sc-substatus)
7] Win32 #2EE (sc-win32-status )
| CEEUITE (sc-bytes)

] ST [ cs-bytes )

7] TEEFEE (time-taken)

| EFIRESE (cs-version )

L] = (cs-host)

L] EHEREET (cs(User-Agent) )
¥ Cookie ( cs(Cookie) )

7] IEEE (cs(Referer))

EETE{(C):
EERED wEEL wE

i HUS
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R4 8% Cookie &3l

W3C LS

EEIEEE (s-sitename)
AE#EEE (s-computername )
B8 IP U (s-ip)
FAESEEZE (s-port)

B (cs-method )

URI =38 (Stem) ( cs-uri-stem)
URI & ( cs-uri-query )
EEETEAREE (sc-status)
EFBETAEE (sc-substatus)
Win32 AR5 (sc-win32-status)
EEEUITEE (sc-bytes)
SEW T (cs-bytes)
TEEERE (time-taken)
EFEEET (cs-version)

=i (cs-host)

L EEELEET

BaTE{u):

e FEEE

BE
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(5) B AN ZTE: X-Forwarded-For -> EZIGHEIHEEL: [Request Header(EK1Z88)] -> AR X-Forwarded-For

> BT [HEE]

= I=HIE -

EUSE(N):

¥-Forwarded-For

FEHET):
2REH

FIE(S):

H-Forwarded-For

s
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(6) &N [HEXE]

W3C ELEHET T Pt

EERUS):

HER ( date)

EEE (time)

BHEE IP Ut (c-ip)
EREEE (cs-username)
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
@32 IP Uk (s-ip)
EAEEEZE (s-port)

FiE (cs-method)

URI =88 (Stem) ( cs-uri-stem )
URI ZE ( cs-uri-query )
EEETEN EE (sc-status)
EFETETIRE (sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUTE (sc-bytes)
CEWUTE (cs-bytes)
TEERE (time-taken)
EFBEERT (cs-version )

=T (cs-host)
EREREET (os(User-Agent) )
Cookie [ cs(Cookie) )

TEEE (cs(Referer))

BETHR(C):
SR RiEIEE RE
¥-Forwarded-For ExEHl #-Forwarded-For
IR EEERER) S|EEEE)...
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(7) &% [EA]

% Internet Information Services (I15) EEE

- O e

o |95 WIN2016 »

EEEICE

BER ®#mBENV  HEH
% B

o 5 WIN2016 (WIN2016\ WD RARRE Is =RRARE LosExNAR -

----- [ EREREE GETFEESEMET—ELDHE0):
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Q-Hize
Ny EEEE

SRR
ERM):

wac Y[ smmee.

BEY):

|%System Drive%yinetpubilogsiLogFiles
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ER s BREUSTSENEE .

[OF:==(sE
|§;mg_f, > |
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55

.. /& N-Partner



D)

(8) F&= [C:\inetpub\logs\LogFiles\W3SVC1] &R IS log 1&EZ: u_ex*.log

WV3SVCT — O )4
“ v P | CAj \ogsiLogFiles\W3asVC1 ] &) ESWatv.. p
=E EzHH E i | F
* HEER )
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6. Windows 2019

(1) BARY [Internet Information Services (1IS) EIEE]

Internet
Informatian
Services (|IS) &
E=

(2) #IZE [IIS Server] > % [FCEE]

'qﬂ Internet Information Services (15) SiEE

— O x
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BEF BEV) ZBEH
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(3) EEK T IIRE REMET—ECEE: [I558] -> irERSl: W3C] > Hik

%SystemDrive%\inetpub\logs\LogFiles -> #&#&: [UTF-8] -> rCi#SHE I (ZIRECERE] > HEE: [B/\FF] > B
[ERAARMEERERME] > & EIE]

&Y Internet Information Services (I5) SEE

e & €, winzoio » @ o @~
B2 BEN  BEH)
2 N ats
e i~ e ) = %
;__'G  SiNaore (uparny | SHETERET IS SRRERE LESER AR S

- ERRTEE T EfE T —ETEHE0):
» el A o

L

EEE
EI(M):
Wac v | EREIS). |

:L%System DiriveS&hinetpubilogsLogFiles l! 2IE(E)..

EE(E):
UTF2 VI

LSRR
ERIS EEACSEESHERT -

® ERITEEL
O ERETW =45
O SHEFETWSETEA)

EEEEE
ERS REUFTaEimE -

® BEC:
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O BEANERE (u7TE) @)

O FEBUFIHEN)

|2 emseemaszss) |
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(4) @#E [HEA(date)] ~ [FFEI(time)] ~ [FAFIR IP fiilk(c-ip)] * [EFAIE & (cs-username)] ~ [ARFE &% (s-sitename)]
[fE1 AR 28 & 78 (s-computername)] ~ [EAREE IP ik (s-ip)] * [fEAAREREEEIR (s-port)] * [77)%5(cs-method)] ~ [URI FES(cs-
uri-stem)] * [URI ZE&8(cs-uri-query)] * B 17 E ik B& (sc-status)] « [#BA 7 E FAREE (sc-substatus)] ~ [Win32 #RE&(sc-
win32-status)] * [fBiE 7oA (sc-bytes)] ~ [#EULI T (cs-bytes)] ~ [TEE R fE(time-taken)] ~ [ E MR A (cs-
version)]  [F1%(cs-host)] * [fEFE 32 (cs(User-Agent))] - [Cookie(cs(Cookie))] « [ (cs(Referer))] -> 12T

[Add Field(&7 54D

KUK /B4 #F Cookie - O] AZ)%EE Cookie (cs(Cookie)) - WkIELER 1.2.2.(2) F&E" A4 8% Cookie EFRER" - WE

A -

FCERFT AR

W3C SR T >

EERUE):

HEf (date)

= (time)

BEE P ( c-ip)
FHEEE (cs-username )
GBFEEE [ s-sitename)
EEEEE (s-computername )
EERE IP U (s-ip)
AREEZEE (s-port)

Fi (cs-method )

URI =38 (Stem) ( cs-uri-stem )
URI Z5 ( cs-uri-query )

B BEAEE (sc-status )
EBFBEFRE (sc-substatus)
Win32 AREE [ sc-win32-status )
CEEUTHA (sc-bytes)
CEMTEA ( cs-bytes)
TEEEE (time-taken)

B BEERE ( cs-version )
T8 (cs-host)
EEEHEET (cs(User-Agent) )
Cookie ( cs(Cookie) )

JEEE (cs(Referen))

SHIE - Sin(eE
ECERfEM mEEH wiE
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AEC#x Cookie EFfl:

W3C EosRiEfr

EERIS):

Tdate )

E=RE (time)

HEB P (c-ip)
EHEEE (cs-username)
BEIZEE (s-sitename )
AEEEE (s-computernames )
EEE IP (U3 (s-ip)
EEEEEE (s-port)

B3 (cs-method)

URI =38 (Stem) ( cs-uri-stem )
URI E55 ( cs-uri-query )
EFETEAEE (sc-status)
BHIEEFHE (sc-substatus )
Win32 372 ( sc-win32-status )
CEEUTE (sc-bytes)
EEWUTE ( cs-bytes)
TEZEME (time-taken )
FHFETERT ( cs-version)

T (cs-host)

FHEREET (cs(User-Agent) )

B Cookie ( cs(Cookie) )

IEEE (cs(Referen))

=HIE -l (eR

R EbC b

ELLIONII
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(5) B AN ZTE: X-Forwarded-For -> EZIGHEIHEEL: [Request Header(EK1Z88)] -> AR X-Forwarded-For

> BT [HEE]

= I=HIE -

BUEEN):

¥-Forwarded-For

FEHET):
2REH

FIE(S):

H-Forwarded-For

s
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(6) &N [HEXE]

W3C sEEl

EERTS):

HE [ date)

B (time)

HEE IP Uit (c-ip)
FHEEE (cs-username )
BBIZEE (s-sitename)
EIEEEE [ s-computername )
3 IP Uzt (s-ip)
BEZEZE (s-port)

FE ([ cs-method)

URI =38 (Stem) [ cs-uri-stem )
URI Z5 ( cs-uri-query )
B E N EE ( sc-status )
BB TEFAREE ( sc-substatus )
Win32 AREE (sc-win32-status )
CEEMTE (sc-bytes)
EEWI AR ( cs-bytes )
TEErEE (time-taken)
EBEHEENRE ( cs-version )

T ( cs-host)
FEHEEREET (cs(User-Agent) )
Cookie ( cs{Cookie) )

HEEZE ( cs(Referer) )

BEIHE{(C):
ECERiE{U wiEER RE
¥-Forwarded-For EXiEHl ¥-Forwarded-For
B IA)... EEEAIR) SIEEE(E)

62

&/ N-Partner



(7) &N [EF]

&Y Internet Information Services (I5) SEE
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(8) #&= [C:\ inetpub\logs\LogFiles\W3SVC1] &R IIS log 1&EZ: u_ex*.log
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7. Windows 2022

(1) FARL [Internet Information Services (1IS) BIEE]

tJ

Internet
Information
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E=E

(2) 12 [IIS Server] -> ZhiE [F287]
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(3) EEK T IIRE REMET—ECEE: [I558] -> irERSl: W3C] > Hik

%SystemDrive%\inetpub\logs\LogFiles -> #&#&: [UTF-8] -> rCi#SHE I (ZIRECERE] > HEE: [B/\FF] > B

[(ERAMSERERME] > & L]

‘Gj Internet Infarmation Services (I5) EES
& & &) winz022 »
BEP ®BENV HEH

g5 N
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N EeEE

v ..Gf] WIN2022 (WIN202
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(4) @#E [HEA(date)] ~ [FFEI(time)] ~ [FAFIR IP fiilk(c-ip)] * [EFAIE & (cs-username)] ~ [ARFE &% (s-sitename)]

[fEI AR 25 & 7 (s-computername)] ~ [ElAR&R 1P fillt(s-ip)] - [fEARES E IR (s-port)] ~ [F3)%(cs-method)] ~ [URI E58(cs-

uri-stem)] * [URI ZE&8(cs-uri-query)] * B 17 E ik B& (sc-status)] « [#BA 7 E FAREE (sc-substatus)] ~ [Win32 #RE&(sc-

win32-status)] * [fBiE 7oA (sc-bytes)] ~ [#EULI T (cs-bytes)] ~ [TEE R fE(time-taken)] ~ [ E MR A (cs-

version)] * [E#(cs-host)] ~ [EFE 2 (cs(User-Agent))] ~ [Cookie(cs(Cookie))] ~ [#E = (cs(Referer))] -> & [#

R 1]

XA B4 EF Cookie - O] A% Cookie (cs(Cookie)) - W ikiBTER 1.2.2.(2) F&E"F~4C## Cookie B ERE"  WE

A -

FCERFT AR

W3C s T

EEREIS):

HEd (date)

=E (time)

S IP I3 (c-ip)
FEEEE (cs-username)
IFFE=E (s-sitename)
BAEELE (s-computername )
B3R IP Uit (s-ip)
EIBEEEE (s-port)

FiE ( cs-method )

URI =38 (Stem) ([ cs-uri-stem )
URI & ( cs-uri-query)
EFIBTEAREE (sc-status)
ERIBEEFIRE (sc-substatus)
Win32 #REE (sc-win32-status )
& (sc-bytes)
EEWI T ( cs-bytes)
TEEEE (time-taken)
ERIBEERT ( cs-version)
T ( cs-host)
EHEHEES [ cs(User-Agent) )
Cookie [ cs(Cookie))

EES (cs(Referen)

BETHEC):

EEEA)..-
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AEC#x Cookie EFfl:

W3C ELERiE T

FEEEEE (cs-username )
IEFEEHE (s-sitename)
AREEE (s-computername )
A5EEE P Ik (s-ip)
FEEEEE (s-port)

73 (cs-method )

URI =38 (Stem) ( cs-uri-stem )
URI E55 ( cs-uri-query )
ERETEAREE (sc-status)
EHIBTETHE (sc-substatus )
Win32 #REE (sc-win32-status)
CEEMTE (sc-bytes)
CEWITTE (cs-bytes)
TEEEE (time-taken)
EHIBTEEZ (cs-version)

TH# (cs-host)

EHAEEHREET [ cs(User-Agent) )

E yokie

BITRC):
EED RERD wE
ELLIDMI

BT EH

(5) W AN X-Forwarded-For -> EIZRRFEY: [ZKIZH] -> @ AZRIR: X-Forwarded-For -> &'~ [fEZE]

= I=HIE -

7

BUSE(N):

¥-Forwarded-For

FEHET):
2REH

FIE(S):

H-Forwarded-For

e

b
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(6) &N [HEXE]

W3C SRR ? p
EER{S):
HER ( date) -

=R (time)

BHEE IP Ut (c-ip)
EREEE (cs-username)
GEFE=E (s-sitename)

@ iEEEEE [ s-computername )
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BEEEEE (s-port)

FiE (cs-method)

URI =88 (Stem) ( cs-uri-stem )
URI E5 ( cs-uri-query )
EEETEN EE (sc-status)
EFETETIRE (sc-substatus )
Win32 45EE [ sc-win32-status )
EEEUTE (sc-bytes)
CEWUTE (cs-bytes)
TEEREE (time-taken )
BEHEERS (cs-version )

=T (cs-host)

EREREET (os(User-Agent) )
Cookie ([ cs(Cookie))

IEEEE ( cs(Referen) ) W
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i) EZEEEIR SEEEE
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