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前言 

本文件描述  N-Reporter 使用者如何設定  SNMP Host MIB 設備，N-Cloud / N-Reporter 支援  Host 

Resource MIB 監控主機 (Host) 狀態。 

測試環境為 Red Hat / CentOS / Debian / Ubuntu / AIX / FreeBSD 和 Windows 安裝 SNMP 套件。 

 

 

註︰本文件僅做為如何將 SNMP service 的設定參考，建議您仍應聯繫設備或是軟體原廠尋求設定方式之協助。 
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1. Windows 

1.1 Windows 2003 

1.1.1 安裝 SNMP Service 

(1) 點選 [開始] -> [控制台] -> [新增或移除程式] 
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(2) 點撃 [新增/移除Windows 元件] 
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(3) 點選 [Management and Monitoring Tools] -> 按 [詳細資料] 

 

 

(4) 勾選 [Simple Network Management Protocol (SNMP)] -> 按 [確定] 
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(5) 按 [下一步] ，開始安裝元件 

 

 

(6) 按 [完成]  

 

 

  



 

                     7 
 

1.1.2 設定 SNMP Service 

(1) 點選 [開始] -> [系統管理工具] -> [服務] 
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(2) 在 [SNMP Service] 上，確認啟動類型︰[自動]，按滑鼠右鍵，點選 [內容]  

 

 

(3) 點選 [安全性] 頁面，按 [新增] 
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(4) 選擇群體權利︰[唯讀]，輸入群體名稱︰範例 public -> 按 [新增] 

 

 

(5) 從下列主機接受 SNMP 封包︰點選 [新增] 

 

 

(6) 輸入主機名稱︰N-Reporter IP (範例︰192.168.1.184) -> 按 [新增] 
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(7) 按 [確定]  

 

 

(8) 按  重啟 SNMP 服務 

 

 

  



 

                     11 
 

1.1.3 設定 Firewall 

(1) 開啟 [命令提示字元] 

 

 

(2) 啟用 SNMP 161 Port 

C:\ > netsh firewall add portopening UDP 161 SNMP 
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1.2 Windows 2008 

1.2.1 安裝 SNMP Service 

(1) 開啟 [伺服器管理員] 

 

 

(2) 點選 [功能] -> [新增功能]  
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(3) 展開 [SNMP 服務] -> 勾選 [SNMP 服務] -> 按 [下一步] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

                     14 
 

(4) 按 [安裝]  
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(5) 按 [關閉]  
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1.2.2 設定 SNMP Service 

(1) 開啟 [服務] 

 

 

(2) 在 [SNMP Service] 上，確認啟動類型︰[自動]，按滑鼠右鍵，點選 [內容]  
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(3) 點選 [安全性] 頁面，按 [新增] 

 

 

(4) 選擇群體權利︰[唯讀]，輸入群體名稱︰範例 public -> 按 [新增] 
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(5) 從下列主機接受 SNMP 封包︰點選 [新增] 

 

 

(6) 輸入主機名稱︰N-Reporter IP (範例︰192.168.1.184) -> 按 [新增] 
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(7) 按 [確定]  

 

 

(8) 按  重啟 SNMP 服務 
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1.2.3 設定 Firewall 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 允許 SNMP 通過防火牆 

C:\ > netsh advfirewall firewall set rule group="SNMP Service" new enable=yes 

 

 

(3) 查看 SNMP 啟用狀態 

C:\ > netsh advfirewall firewall show rule name="SNMP Service (UDP In)" 
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1.3 Windows 2012 

1.3.1 安裝 SNMP Service 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 安裝 SNMP service 和管理工具 

PS C:\> Install-WindowsFeature SNMP-Service -IncludeManagementTools 

 

 

(3) 確認 SNMP service 安裝情形 

PS C:\> Get-WindowsFeature *SNMP* 
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1.3.2 設定 SNMP Service 

(1) 開啟 [服務] 

 

 

(2) 在 [SNMP Service] 上，確認啟動類型︰[自動]，按滑鼠右鍵，點選 [內容]  
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(3) 點選 [安全性] 頁面，按 [新增] 

 

 

(4) 選擇群體權利︰[唯讀]，輸入群體名稱︰範例 public -> 按 [新增] 
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(5) 從下列主機接受 SNMP 封包︰點選 [新增] 

 

 

(6) 輸入主機名稱︰N-Reporter IP (範例︰192.168.1.184) -> 按 [新增] 
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(7) 按 [確定]  

 

 

(8) 按  重啟 SNMP 服務 
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1.3.3 設定 Firewall 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

C:\ > Set-NetFirewallRule -DisplayGroup "SNMP Service" -RemoteAddress 192.168.8.184 -Enabled True 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(3) 查看 SNMP 啟用狀態 

C:\ > Get-NetFirewallRule -DisplayGroup "SNMP Service" -Direction Inbound | 

>> Format-Table -Property Name,DisplayName,DisplayGroup, 

>> @{Name='RemoteAddress';Expression={($PSItem | Get-NetFirewallAddressFilter).RemoteAddress}}, 

>> Enabled,Direction,Action 
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1.4 Windows 2016 

1.4.1 安裝 SNMP Service 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 安裝 SNMP service 和管理工具 

PS C:\> Install-WindowsFeature SNMP-Service -IncludeManagementTools 

 

 

(3) 確認 SNMP service 安裝情形 

PS C:\> Get-WindowsFeature *SNMP* 
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1.4.2 設定 SNMP Service 

(1) 開啟 [服務] 

 

 

(2) 在 [SNMP Service] 上，確認啟動類型︰[自動]，按滑鼠右鍵，點選 [內容]  

 

 

 

 

 

 

 

 

 

 

 

 



 

                     29 
 

(3) 點選 [安全性] 頁面，按 [新增] 

 

 

(4) 選擇群體權利︰[唯讀]，輸入群體名稱︰範例 public -> 按 [新增] 

 

 

 

 

 

 



 

                     30 
 

(5) 從下列主機接受 SNMP 封包︰點選 [新增] 

 

 

(6) 輸入主機名稱︰N-Reporter IP (範例︰192.168.1.184) -> 按 [新增] 
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(7) 按 [確定]  
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(8) 按  重啟 SNMP 服務 
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1.4.3 設定 Firewall 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

C:\ > Set-NetFirewallRule -DisplayGroup "SNMP Service" -RemoteAddress 192.168.8.184 -Enabled True 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(3) 查看 SNMP 啟用狀態 

C:\ > Get-NetFirewallRule -DisplayGroup "SNMP Service" -Direction Inbound | 

>> Format-Table -Property Name,DisplayName,DisplayGroup, 

>> @{Name='RemoteAddress';Expression={($PSItem | Get-NetFirewallAddressFilter).RemoteAddress}}, 

>> Enabled,Direction,Action 
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1.5 Windows 2019 

1.5.1 安裝 SNMP Service 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 安裝 SNMP service 和管理工具 

PS C:\> Install-WindowsFeature SNMP-Service -IncludeManagementTools 

 

 

(3) 確認 SNMP service 安裝情形 

PS C:\> Get-WindowsFeature *SNMP* 
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1.5.2 設定 SNMP Service 

(1) 開啟 [服務] 

 

 

(2) 在 [SNMP Service] 上，確認啟動類型︰[自動]，按滑鼠右鍵，點選 [內容]  
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(3) 點選 [安全性] 頁面，按 [新增] 

 

 

(4) 選擇群體權利︰[唯讀]，輸入群體名稱︰範例 public -> 按 [新增] 
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(5) 從下列主機接受 SNMP 封包︰點選 [新增] 

 

 

(6) 輸入主機名稱︰N-Reporter IP (範例 192.168.1.184) -> 按 [新增] 
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(7) 按 [確定]  
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(8) 按  重啟 SNMP 服務 
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1.5.3 設定 Firewall 

(1) 開啟 [Windows PowerShell] 

 

 

(2) 允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

C:\ > Set-NetFirewallRule -DisplayGroup "SNMP 服務" -RemoteAddress 192.168.8.184 -Enabled True 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(3) 查看 SNMP 啟用狀態 

C:\ > Get-NetFirewallRule -DisplayGroup "SNMP 服務" -Direction Inbound | 

>> Format-Table -Property Name,DisplayName,DisplayGroup, 

>> @{Name='RemoteAddress';Expression={($PSItem | Get-NetFirewallAddressFilter).RemoteAddress}}, 

>> Enabled,Direction,Action 

 

 

  



 

                     41 
 

2. Linux 

2.1 RedHat 

2.1.1 RedHat 6 

分為線上安裝和離線安裝 

2.1.1.1 線上安裝 

(1) 線上安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.1.1.2 離線安裝 

(1) 新增 rhel-cdrom repository 設定檔 

# vi /etc/yum.repos.d/rhel-cdrom.repo 

 

 

(2) rhel-cdrom.repo 設定資料 

[rhel6-media] 

name=RedHat-$releasever - Media 

baseurl=file:///media/cdrom/ 

gpgcheck=1 

enabled=1 

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release 

 

 

(3) 建立資料夾 

# mkdir -p /media/cdrom 

 

 

(4) 掛載 RedHat 6 iso 檔或光碟片 

# mount /dev/cdrom /media/cdrom 

 

 

(5) 離線安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.1.1.3 設定 SNMP Server 

(1) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(2) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.8.4             public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(3) 啟動 snmp 服務和查看 snmp 服務情形 

# service snmpd start && service snmpd status 

 

 

(4) 設定開機 snmp 服務自動啟動 

# chkconfig snmpd on 

# chkconfig snmpd --list 

 

 

(5) 查看 iptables 規則 

# iptables -nL 

 

 

(6) 新增第一條 iptables 規則，允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

# iptables --insert INPUT 1 --source 192.168.8.4 --protocol udp --match state --state NEW,ESTABLISHED --

destination-port 161 --jump ACCEPT 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 
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(7) 查看 iptables 規則 

# iptables -nL --line-numbers 

 

 

(8) 儲存 iptables 規則 

# service iptables save 

 

 

(9) 查看 iptables 儲存設定 

# iptables-save 
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2.1.2 RedHat 7 

分為線上安裝和離線安裝 

2.1.2.1 線上安裝 

(1) 線上安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.1.2.2 離線安裝 

(1) 新增 rhel-cdrom repository 設定檔 

# vi /etc/yum.repos.d/rhel-cdrom.repo 

 

 

(2) rhel-cdrom.repo 設定資料 

[rhel7-media] 

name=RedHat-$releasever - Media 

baseurl=file:///media/cdrom/ 

gpgcheck=1 

enabled=1 

gpgkey=file:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release 

 

 

(3) 建立資料夾 

# mkdir -p /media/cdrom 

 

 

(4) 掛載 RedHat 7 iso 檔或光碟片 

# mount /dev/cdrom /media/cdrom 

 

 

(5) 離線安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.1.2.3 設定 SNMP Server 

(1) 變更 snmp 設定檔 

# mv /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 

 

 

(2) 產生 snmpd.conf 檔案 

# touch /etc/snmp/snmpd.conf 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.8.4             public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl start snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 

 

 

(6) 查看 firewall 規則 

# firewall-cmd --list-all 

 

 

(7) 新增 firewall 規則 

# firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.8.4" service name="snmp" 

accept' 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 
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(8) 重讀 firewall 設定檔 

# firewall-cmd --reload 

 

 

(9) 查看 firewall 規則 

# firewall-cmd --list-all 
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2.2 CentOS 

2.2.1 CentOS 6 

分為線上安裝和離線安裝 

2.2.1.1 線上安裝 

(1) 線上安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.2.1.2 離線安裝 

(1) 下載 net-snmp 和 net-snmp-utils 相依套件 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/net-snmp-5.5-60.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/net-snmp-utils-5.5-60.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/net-snmp-libs-5.5-60.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/lm_sensors-libs-3.1.1-17.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-5.10.1-144.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-Module-Pluggable-3.90-

144.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-Pod-Escapes-1.04-144.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-Pod-Simple-3.13-144.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-libs-5.10.1-144.el6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/os/x86_64/Packages/perl-version-0.77-144.el6.x86_64.rpm 
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(2) 本地安裝 net-snmp 和 net-snmp-utils 相依套件 

# rpm -ivh *.rpm 
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2.2.1.3 設定 SNMP Server 

(1) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(2) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.8.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(3) 啟動 snmp 服務和查看 snmp 服務情形 

# service snmpd restart && service snmpd status 

 

 

(4) 設定開機 snmp 服務自動啟動 

# chkconfig snmpd on 

# chkconfig snmpd --list 

 

 

(5) 查看 iptables 規則 

# iptables -nL 

 

 

(6) 新增第一條 iptables 規則，允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

# iptables --insert INPUT 1 --source 192.168.8.184 --protocol udp --match state --state NEW,ESTABLISHED --

destination-port 161 --jump ACCEPT 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(7) 查看 iptables 規則 

# iptables -nL --line-numbers 
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(8) 儲存 iptables 規則 

# service iptables save 

 

 

(9) 查看 iptables 儲存設定 

# iptables-save 
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2.2.3 CentOS 7 

分為線上安裝和離線安裝 

2.2.3.1 線上安裝 

(1) 線上安裝 SNMP 服務 

# yum -y install net-snmp net-snmp-utils 
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2.2.3.2 離線安裝 

(1) 下載 net-snmp 和 net-snmp-utils 相依套件 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/net-snmp-5.7.2-43.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/net-snmp-utils-5.7.2-43.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/net-snmp-libs-5.7.2-43.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/net-snmp-agent-libs-5.7.2-

43.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/lm_sensors-libs-3.4.0-

8.20160601gitf9185e5.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-5.16.3-294.el7_6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Carp-1.26-244.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Data-Dumper-2.145-

3.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-File-Path-2.09-2.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Filter-1.49-3.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-HTTP-Tiny-0.033-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-PathTools-3.40-5.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Pod-Escapes-1.04-

294.el7_6.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Pod-Simple-3.28-4.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Scalar-List-Utils-1.27-

248.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Socket-2.010-4.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Storable-2.45-3.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Text-ParseWords-3.29-

4.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Time-HiRes-1.9725-

3.el7.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-Time-Local-1.2300-2.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-libs-5.16.3-294.el7_6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-macros-5.16.3-

294.el7_6.x86_64.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-parent-0.225-244.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm 

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-threads-1.87-4.el7.x86_64.rpm 

curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/os/x86_64/Packages/perl-threads-shared-1.43-6.el7.x86_64.rpm 
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(2) 本地安裝 net-snmp 和 net-snmp-utils 相依套件 

# yum -y localinstall *.rpm 
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2.2.3.3 設定 SNMP Server 

(1) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(2) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.8.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(3) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(4) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 

 

 

(5) 查看 firewall 規則 

# firewall-cmd --list-all 

 

 

(6) 新增 firewall 規則 

# firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.8.184" service 

name="snmp" accept' 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(7) 重讀 firewall 設定檔 

# firewall-cmd --reload 
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(8) 查看 firewall 規則 

# firewall-cmd --list-all 
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2.2.4 CentOS 8 

(1) 安裝 SNMP 服務 

# dnf -y install net-snmp net-snmp-utils 

 

 

(2) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.8.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 

 

 

(6) 查看 firewall 規則 

# firewall-cmd --list-all 

 

 

(7) 新增 firewall 規則，允許 N-Reporter IP 通過防火牆，訪問 SNMP 服務 

# firewall-cmd --permanent --add-rich-rule='rule family="ipv4" source address="192.168.8.184" service 

name="snmp" accept' 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

 

(8) 重讀 firewall 設定檔 

# firewall-cmd --reload 
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(9) 查看 firewall 規則 

# firewall-cmd --list-all 
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2.3 Debian 

2.3.1 Debian 8 

(1) 安裝 SNMP 服務 

# apt-get -y install snmpd snmp 

 

 

(2) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.1.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 
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2.3.2 Debian 9 

(1) 安裝 SNMP 服務 

# apt-get -y install snmpd snmp 

 

 

(2) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.1.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 
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2.4 Ubuntu 

2.4.1 Ubuntu 16 

(1) 安裝 SNMP 服務 

# apt-get -y install snmpd snmp 

 

 

(2) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.1.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 
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2.4.2 Ubuntu 18 

(1) 安裝 SNMP 服務 

# apt-get -y install snmpd snmp 

 

 

(2) 備份 snmp 設定檔 

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak 
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(3) 建立 snmp 設定檔 

# cat <<'EOF' > /etc/snmp/snmpd.conf 

> ############################################ 

> #          SNMP configuration              # 

> ############################################ 

> # Agent address 

> agentaddress    udp:161 

> agentaddress    udp6:161 

> 

> ## Access control 

> #           sec.name            source                  community 

> com2sec     AllowAll            192.168.1.184           public 

> 

> #group      <group_name>        <security_mode>         <security_name> 

> group       AllGroup            v2c                     AllowAll 

> 

> # Define 'AllView', which includes everything under .1 

> #           view.name           incl/excl               subtree.mask(Optional) 

> view        AllView             included                .1 

> 

> #           group.name      context model   level   prefix  read        write   notify 

> access      AllGroup        ""      any     noauth  exact   AllView     none    none 

> 

> ## System contact information 

> #syslocation    <location set> 

> #syscontact     <contact_info> 

> syslocation     Taiwan 

> syscontact      N-Partner 

> 

> ## <<<<<<<<<<< End of config >>>>>>>>>>># 

> EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# systemctl restart snmpd.service && systemctl status snmpd.service 

 

 

(5) 設定開機 snmp 服務自動啟動 

# systemctl enable snmpd.service 
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3. AIX 7 

IBM AIX: How To Configure Community based SNMP And SNMP Traps 

https://www.ibm.com/support/pages/ibm-aix-how-configure-community-based-snmp-and-snmp-traps 

 

(1) 查看作業系統版本 

# oslevel 

 

(2) 查看 SNMP daemon 檔 

# ls -l /usr/sbin/snmp* 

lrwxrwxrwx    1 root     system           19 Jul 13 2017  /usr/sbin/snmpd -> /usr/sbin/snmpdv3ne 

 

(3) 編輯 snmpdv3 設定檔 

# vi /etc/snmpdv3.conf 

/etc/snmpdv3.conf 文件是 SNMP version 3 agent 配置文件。 

/etc/snmpd.conf 文件是 SNMP version 1 agent 配置文件。 

SNMP version 3 agent 可以處理 SNMP v1 和 SNMP v2 請求。 

 

(4) 設定 snmpdv3 檔案內容 

VACM_GROUP group1 SNMPv1  public  - 

VACM_GROUP group1 SNMPv2c public - 

VACM_VIEW defaultView       internet            - included - 

COMMUNITY public    public     noAuthNoPriv 192.168.1.184    255.255.255.255         - 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 

 

(5) 使用 chssys 指令將 community name 添加到 ODM. 啟動 DPI2 subagent 自動分配 community name 

# chssys -s aixmibd -a "-c public" 

# chssys -s hostmibd -a "-c public" 

# chssys -s snmpmibd -a "-c public" 

 

(6) 停止 DPI2 subagents 和 snmpd 服務 

# stopsrc -s aixmibd; stopsrc -s hostmibd; stopsrc -s snmpmibd 

# stopsrc -s snmpd 

 

(7) 啟動 snmpd 和 DPI2 subagents 服務 

# startsrc -s snmpd 

# startsrc -s aixmibd; startsrc -s hostmibd; startsrc -s snmpmibd 
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(8) 查看 DPI2 subagents 服務程序 

# ps -ef | grep mibd 

 

(9) 使用 odmget 指令檢查 community name 分配 cmdargs 值。 

# odmget -q subsysname=aixmibd SRCsubsys 

 

(10) 使用 lssrc 指令查詢 subagent ODM 

# lssrc -Ss aixmibd 

 

(11) 使用 snmpinfo 或 clsnmp 指令，檢查 SNMP 狀態 

# snmpinfo -md -v -c public system 

sysDescr.0 = "IBM PowerPC CHRP Computer 

Machine Type: 0x0800004c Processor id: 00F8A0A14C00 

Base Operating System Runtime AIX version: 06.01.0009.0100 

 

# snmpinfo -md -v -c public aixpagingspace 

aixPageThreshold.0 = 95 

aixPageName.1 = "hd6" 

aixPageNameVG.1 = "rootvg" 

 

# snmpinfo -md -c public aixpagingspace 

1.3.6.1.4.1.2.6.191.2.4.1.0 = 95 

1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = "hd6" 

1.3.6.1.4.1.2.6.191.2.4.2.1.2.1 = "rootvg" 

 

# clsnmp -v -c public walk aixpagingspace 

aixPageThreshold.0 = 95 

aixPageName.1 = hd6 

aixPageNameVG.1 = rootvg 

 

# clsnmp -c public walk aixpagingspace 

1.3.6.1.4.1.2.6.191.2.4.1.0 = 95 

1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = hd6 

1.3.6.1.4.1.2.6.191.2.4.2.1.2.1 = rootvg 
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4. FreeBSD 11 

(1) 查看作業系統版本 

# freebsd-version 

 

 

(2) 安裝 SNMP 服務 

# pkg install -y net-snmp 

 

 

(3) 設定開機 snmp 服務自動啟動 

# sysrc bsnmpd_enable=YES 
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(3) 建立 snmp 設定檔 

# cat >> /usr/local/share/snmp/snmpd.conf << EOF 

? ############################################ 

? #          SNMP configuration              # 

? ############################################ 

? # Agent address 

? agentaddress    udp:161 

? agentaddress    udp6:161 

? 

? ## Access control 

? #           sec.name            source                  community 

? com2sec     AllowAll            192.168.1.184           public 

? 

? #group      <group_name>        <security_mode>         <security_name> 

? group       AllGroup            v2c                     AllowAll 

? 

? # Define 'AllView', which includes everything under .1 

? #           view.name           incl/excl               subtree.mask(Optional) 

? view        AllView             included                .1 

? 

? #           group.name      context model   level   prefix  read        write   notify 

? access      AllGroup        ""      any     noauth  exact   AllView     none    none 

? 

? ## System contact information 

? #syslocation    <location set> 

? #syscontact     <contact_info> 

? syslocation     Taiwan 

? syscontact      N-Partner 

? 

? ## <<<<<<<<<<< End of config >>>>>>>>>>># 

? EOF 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 和 community 
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(4) 啟動 snmp 服務和查看 snmp 服務情形 

# service bsnmpd restart && service bsnmpd status 
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5. N-Reporter 

5.1 單筆新增 

(1) 新增 Host MIB 設備 

[設備管理] -> [設備樹狀圖] -> 點選 [新增] 
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(2) 設定 Host Mib 設備 

輸入名稱和 IP -> 勾選設備種類: [SNMP] -> 輸入 Read Community: 範例 public -> 選擇 Version: [V2C] 和 

Model: [Host Mib] -> 按 [SNMP 測試] 顯示                 訊息 -> 選擇設備 Icon: [icon-host] -> 按 [確定] 

  

SNMP 測試成功 
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5.2 批次新增 

(1) 批次新增 Host MIB 設備 

[設備管理] -> [設備樹狀圖] -> 點選 [批次新增] 
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(2) 輸入搜尋網段 

輸入 "單一 IP 或網段" 或 "IP 範圍"，本例: 192.168.6.1/24 -> 輸入 Read Community︰public， -> 選擇 Version: 

[V2C] -> 按 [開始搜尋]  
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(3) 批次新增設備 

勾選標題  -> 按 [新增設備]  
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(4) 編輯設備資訊 

點選 Model: [Host Mib] 和 設備 Icon: [icon-host] -> 按 [確定] 
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(5) 顯示設備 SNMP 狀態 
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