{5 TE
SNMP Host MIB &&1& V011

2021/08/?

SROROROR
-



hR =2 A

N-Partner Technologies Co. R#Fi7 - &4 N-Partner Technologies Co.Z2HEzF 0] - A EUEMERIHE - 2
B EWHEZEAFMNEMARS - HRER—BEENT - N-Partner Technologies Co. {REBASHESHIER] -

[

AFEMAFMRINETN AT Em - BRAEMEHE - BESAEMATFRA -

‘?‘?J Partner



=11 =P 2
L1 WINAOWS i 3
1.2 WiINAOWS 2003 ... 3
1.1.1 L2 SNMP SEIVICE .cveiviieiiieeiieieeie et 3
1.1.2 FZTE SNMP SEIVICE .oeiviiiriiieiieieeie et 7
1.1.3 BTE FIreWall...oocovoeieiceeiiee e 11
1.2 WINAOWS 2008 ......oooiiiiiiiieiiieiiiieiiiee et 12
1.2.1 L2 SNMP SEIVICE .vvviieiiiiiieie e 12
1.2.2 FZTE SNMP SEIVICE .coecviieveiieieieeiesiete e 16
1.2.3 FETE FIreWall..ooooieiieiieiee et 20
1.3 WINAOWS 2012 .....oviiiiiiiiiieiiie e 21
1.3.1 Z8E SNMP SEIVICE ..ooviievicieieie et 21
1.3.2 FZTE SNMP SEIVICE ..veviieiiiieieie e 22
1.3.3 BTE FIreWall.ooociieiiee et 26
1.4 WINAOWS 2016 ..ot 27

1.4.1 &% SNMP Service
1.4.2 E SNMP Service
1.4.3 /E Firewall
1.5Windows 2019 ........cccoevvvieiinennnnn.
1.5.1 £%& SNMP Service
1.5.2 E SNMP Service

1.5.3 E&RTE FIreWall......coooooveieiiieceeeeeeeeee e 40
2. LINUX ciiiiiiiiie e 41
2.1 REAHAL ... 41
211 REAHAL B 41
2001 BREZPER i 41
2.1.0.2 BEARZZEE e 42
2.1.1.3 FZTE SNMP SEIVET ....ooovviivieiieieece e 43
212 REAHAL 7. 47
2121 AR EZPEE e 47
2.1.2.2 BRARZEER oo 48
2.1.2.3 FZTE SNMP SEIVET ....oeovveivieieeceeece e 49
R 07=11 (@ 1 TR 53
2.2.1 CONOS B ..o 53
2201 BREZPER e 53
2.2.0.2 BEARZZEE oo 54
2.2.1.3 EZTE SNMP SEIVET ....ooovviivieieeceece e 56
2.2.3 CONOS 7 ..ot 60
2231 AR EZPBE e 60
2.2.3.2 BRARZEER oo 61
2.2.3.3 EZTE SNMP SEIVET ....ooovviiveeieeeeeee e 64
2.2.4 CONOS 8 ..o 68
2.3Debian.......ccoiiiiiii 72
2.3.1Debian 8.......ccooviiiiiiiii e 72

&7 N-Partner

2.3.2D€bian 9.....ooiiiiii 75
2.4 UDUNTU 1o 78
241 UDUNU 16 oot 78
2,42 UDUNEU 18 ..o 81
B ALK 7 84
4. FreEBSD L1.. .ottt eneeees 86
5. N-REPOIEN ittt 89
5.1 BERTIG s 89
5.2 HETRETIB oo 91



==

Al

it

KX N-Reporter B &EMAERE SNMP Host MIB 7% - N-Cloud / N-Reporter 2 1% Host

Resource MIB BE#ZE 1% (Host) ARER -
AlERIR1E % Red Hat/ CentOS / Debian / Ubuntu / AIX / FreeBSD #] Windows Z%# SNMP E#4 -

it AXHEMRWTRE SNMP service WRRESE - ZEQDEBHMBERBANEURIEREMSKEEL N ZHE -

A& N-Partner



1. Windows
1.1 Windows 2003

1.1.1 Z% SNMP Service

(1) ®6E [Fa] -> (ZFa] > BB REN]

G2 Windows BRAHE

o, TEFIFD REsE] e
L BEETFAHER R BT
- HEBFORERS

b ENFEiEFDEE

W R RS IETE

=5 FR

% BBHEH

41 B

4 FMEETH

&, BT Hi¥TE

e A

e EHE

] BEERITE

[EEF B Widows 5|
T BE

EEPURE

o RS

@ EERE

L EEEISSEEE

O ks

D SR

==
oo B

) AR <80 EElE BT

J EABPHEARS EE LT ; zgﬁauﬂgﬁ
|/ Winlovs BRME g s8s0 N =
iy FaERTA \
HHIRTER L) EnsEiEFOIEE
Iﬂ Hit- = [DEL:ES i
: D uEe
i BECNAREIRE | o

::a Windows S22 1D

BT ¢

zine [Q) mmsa

BRI IE

& N-Partner



(2) BB [HrIB/BFR Windows ToH]
B seREhas

SE[E=-22s L e O BTEHD BIFAFE): | &5 |

25 » St (BR8] -

ﬁl Microsoft Vimal C+4+ 2008 Redistrbutable - 286 9.0.30729 4148 F=)v 10.19E
@ Vhlware Tools v 70 46ME

4 A& N-Partner



(3) 4 [Management and Monitoring Tools] -> 1Z [FEAHE RN
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1.1.2 &7%E SNMP Service
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1.1.3 %% Firewall

(1) BRY [ RARFIT]

(2) RZF8 SNMP 161 Port

C\>
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C:s>netsh firewall add portopening UDP 161 SHHMP
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1.2 Windows 2008
1.2.1 &% SNMP Service

(1) PR [ElREEEIEE]

(2) FhEE [THEE] -> [FrIBINEE

eI BT fEsE0D SHERMH)
== | 75|

= mrseses oo B
5 A& e ISSEEER——————————————————————

[

a HEiRTLLL{E1AR 88 _E 4R T HEAR AR R HE SRR RRTHAE -

Bt
o]
~ ThiE il [ hecimEsiey
~ ThiE: B4 71 i BriThiE

_ = TERRTHAE
Windaws Powerihell B-5155 T8I (I3E)

£ b BRI S L 1033 SRRl

12 M N-Partner



(3) K2R [SNMP BR¥]-> @& [SNMP BR¥] > £ [F—]
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1.2.2 %% SNMP Service
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(5) HTFHITHIES SNMP 36 : BhIE [H712]
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(7) % [HEE]
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1.2.3 %% Firewall

(1) BARY [Windows PowerShell]

(2) 7FF SNMP EiEBAH KA

C\>

& Administrator: Windows Powershell

PE C:~2> netzh advfirewall firewall zet rule group="3MMPF Service' new enable=yes

Updated 4 ruleds>.

PSS C:w3

(3) EF SNMP REIFIRER

2 Administrator: Windows Powershell [_ O]

PS C:%> netszh aduvfirewall firewall show rule name="SHMP Service <UDP In>" I!
SHHMP Service <UDP In>

Direction:
Profiles: Domain
Grouping: SNHMP Service
Any
Any
unP
161
RemotePort - Any
Edge traversal: No
Allow

SHHMP Service <UDP In>

Direction:

Profiles: Private . Public

Grouping: SNHMP Service
Any
LocalSubnet
unPe
161

RemotePort:

Edge traversal:

Action:

0k.
PS Gz
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1.3 Windows 2012
1.3.1 &% SNMP Service

(1) BARY [Windows PowerShell]

Windows
PowerShell

(2) Z%= SNMP service MIEETH
PS C:\>

> EHEES: Windows PowerShell

PSS C:sllzerssAdministrator? Install-WindowsFeature SHMP-S5ervice —IncludeManagementTools

Buccess Restart Heeded Exit Code Feature Result

PS GC:lUsersAdministrator>

(3) T SNMP service Z#1EF
PS C:\>

B

(> #5125 Windows PowerShell
PS C:lseprs Administrator> Get—WindowsFeature =ENMP=

Dizplay Mame Hame Inztall State

[#1 SNMF Service SNHP-Eervice Installed

[ 1 SHNMP WMI Provider SNMP—WMI -Provider Availahble

[¥1 sNMP T E REAT-ENMP Installed

FS C:-llsers“Administrator> _
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1.3.2 38%E SNMP Service

(1) BARR [AR75]

R ol

S
@"é‘

R

(2) £ [SNMP Service] £ - EREELRE : [BE)]  RBEGHR  HE [NF]
fa)
BEP =EW) BEN  HEEH
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HE (SNMP) B - MESERERE - . = EIEEE)
Sl EESREETSSECNME = %Stor&ge Tiers Ma... SEEEZERE Local System
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gﬁ System Events Br... 88 WinRT E... . Local System
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(3) BE [ZEM] BE - % [#11E]

& [2A [&E [rEex|sm || 22 |66

vl E=EmEakEL)
ESHEBEEEN)

BB

#FRD)...

f|EE(E)...

localhost

O ol{tErETEES SNMP HS3(0)
® BT EZRES SNMP H9(T)

(4) BEEREAN « (W] - WARIERM : 86 public -> 1% [#iE]

EBREIR:

]

FREEDO:

public
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(5) WTFFEHES SNMP HE : 38 [Frig)

|- |2A |8 |wEes|zE

vl E=EmEakEL)

ESHEBEEEN)

M
public

#ED)... S|EE(E).

O ol{tErETEES SNMP HS3(0)
® BT EZRES SNMP H9(T)

localhost

(6) BIAFHEZM - N-Reporter IP (256l : 192.168.1.184) -> & [#71E]

THEEE P IPX{UHH):

1192.168.1.184
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(7) & [HEZE]

|- |2A |8 |wEes|zE
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BB

public
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O ol{tErETEES SNMP HS3(0)
® BT EZRES SNMP H9(T)

localhost

©®) 2 ] ZE snwP RE
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wRNV  REH)

e @ EGE BHmE »en

SNMP Service

EILIETE
EHERE

i

HAEEEREESREEEEER
HBE (SNMP) X - IS EEEER
Fib - EEEREFSEE SNMP E
*x - ONREEREERER  TERE

EERERREEEEEE -

EFmasEE

1SMMP Service

&2 SNMP Trap

. Software Protection
% Special Administration Co... #R&HZESE.
EECIREERS
EEERSSDPE.
% Storage Tiers Management SELEREERS
. BEAWE—SRE.
Lk, System Event Notification .. SIERRE=S

£ Spot Verifier

{5, SSDP Discovery

% Superfetch

2 Systern Events Broker

BREEERERE. .
ElSRTEEE.
#E Windows A ...

1#ER WinRT BEH..

Local System
Local Service
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Local System
Local System
Local Service
Local System
Local System
Local System
Local Swstem

Ei i EE]
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1.3.3 %% Firewall

(1) BARY [Windows PowerShell]

Windows
PowerShell

(2) 7o5F N-Reporter IP 3@iBP5 K& - 56 SNMP AR#
C\>

N HSEEES: Windows PowerShell

A BXFEMIAER A N-Reporter %4t IP address

(3) & SNMP RIFikEE
C\>

>>

>>

>>

> £HEIES: Windows PowerShell

PS G:s» Get—MetFirewallRule —DizplayGroup "SHHMP Service' -Direction Inhound |
>» Format-Table —-Property Mame.,DisplayName . DisplayGroup.

»>» @{Name='RemoteAddress’ ;Expression={{5P5Item ! Get—MetFirewallfAiddressFilter>._RemoteAddress}},
>> Enabled.Direction.Action

-]

DisplayName DisplayGroup RemoteAddress Enabled Direction Action

SNHMF Service 172.168.8.184 Inbound Allow
SHMP Service 172.168.8.184 True Inbound Allow
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1.4 Windows 2016

1.4.1 &% SNMP Service

(1) BARY [Windows PowerShell]

&

Windows
PowerShell

(2) Z%= SNMP service MIEETH

PS C:\>

EN 5 EEE: Windows PowerShell — O >

B, ThieE3ETH, ShMP T ...

(3) #&E2 SNMP service ZEIEH
PS C:\>

[ ) ?‘f: ’""'13_5_ Windows PowerShell — O >
ature FRhME*

ay Mame Mame

vallf il::E!
[ 1 ZhWE WMI Provider

[¥] ENWP TH REAT-ENHE

-
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1.4.2 8%E SNMP Service

(1) BARR [AR75]

(2) £ [SNMP Service] L - H#REENERE : [BF)] - WBEAR  ME [NE]
5 B - o x
BEF  EEA) BEN  RER)
e @mEcE HE >80
SNMP Service 2E Al A EEEE EASS "
N ASNMP Service EREEER. 1 Local System
ELEE . SNMP Tra EaEE e Local Service 181(S)
EE I iy P T
Gk Software Protection #15 Windo... EiT= EE (.. MNetworkService Z1HO)
L‘?‘{‘;Specialﬁldministr... AERHEE & Local System =T
— P ) = EEFU)
sEsEEKEEEREREEan oo EEIEGR.  TEE. LoalSutem M)
=% (SNMP) S5 - IEEEEEE -.:E{;SSDP Discovery EEEASS. #WTE  FH Local Service —
EiF SEAEEESFEEBESNMP E G, State Repository . SERESE. #:TE  FH Local System
x - MEEEEEREH  TEHEE L‘%;Still Image Acquisi... EEIEEES.. = Local System RETIEK =
FERENRHESRENE - ‘L) Storage Service ERRETE. FE(E.. Local System
ChStorage Tiers Ma... SELERE . FE Local System G
&) superfetch EEANE—. FE Local System RER)
ChSystem Event Noti. SIEERES . #HF: =8 Local System
ChSystem Events Bro.. @28 WinRT . #F=  S# (E.  Local System FREAH)
L‘;‘;;&Task Scheduler EEHEss.. 3T EH Local System o
i A B
SEarEREEERAEHERE -
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(3) #hE [ZEM] BE - % [

SMIMP Service FAIE (TEERE)

—#  BA EF REEX #E | B2k (#Ee

F=BEREL)
ESHEEEZEN

2 7

(D). (). EER)

(O Tl ET EES SNMP HE(0)
@ T FZEES SNMP Ham

localhost

HE. S=E()... ZEM)

BE s ERA

(4) BEEREAN « (W] - WARIRRM : 86 public -> 1% [#iE]

SNMP BESE X
E2EEIERI(R):
S v
A
E2EEEE(C):
public
29
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(5) M TFAIEHESZ SNMP 6] - FhE [F71E]

SNIMP Service FE (ZEEE) X

—# BA #F REEX #E E=E #Ee

BEEaELELY
ETHIEEEEN)
g3 =4
public IEE
(D)., SEE(E)... EE(R)
O TiFREI #ES SNMP $#8(0)
@ T FZEES SNMP Ham

localhost

A S|E().- ZEM)

BE s ERW

(6) BIAEHEZM © N-Reporter IP (8861 : 192.168.1.184) -> 1% [#71E]

SNMP BIESTE X

FHEE - P IPXA{THH):
[192.168.1.184
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(7) % [HEE]

SMIMP Service FAIE (TEERE)

F=BEREL)
ESHEEEZEN

—# BA #F REEX #E E=E #Ee

B
public

7
i)

HED)...

SEE(E)...

ZER)

(O Tl ET EES SNMP Ha(0)
@ T FZEES SNMP Ham

localhost
192.1688.1.184

HE. S|E().- BEM)
BE s ERMA
31
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(8) & » ZHRL SNMP RS

o BE
EEF =ER  BERV BB

&= | Fm|EGQ= HEl »an

BHEEEREEERERSESA
@1 (SMMP) B3k - MBSEERER

TR e BEEEEEE -

13

EH e RS

SNMP Service =8 U
s CMMP Service B RiEEEREE..
Elt -qﬁ_ﬁqm L SNMP Trap S
] ' ‘Ck Software Protect... #51 Windows & _.
ChSpecial Administ.. #RRFETEEE
R ). Spot Verifier BETRENERES

).5SDP Discovery  E=EHSSDPE..

EIF EESESFESESNMPE Gk State Repository.. SEREHERE .
= IESEEREEER  @FHEE  GLtllimage Acqui.. BESEESEE
@Storage Service EEsRT=RE.

noT

EEEE  EAES -

FEI(E.

Local System

Local Service
Metwork Service
Lacal System

Lacal System

Local Service

Lacal System

Lacal System

Local System "

e EE/
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1.4.3 %% Firewall

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) 7o5F N-Reporter IP 3@iBP5 K& - 56 SNMP AR#

A BXFEMIAER A N-Reporter %4t IP address

(3) & SNMP RIFikEE
C\>

>>

I'nhound |
up
fetFirewallfddressFilter ) Remoteddd

SNME - Tn- TDP BETE (TIF f : True  Inbound Allo
SHME - In- TP - NoBeo y BET% (UDP {H. ST B True  Inbound ALlow
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1.5 Windows 2019
1.5.1 &% SNMP Service

(1) BARY [Windows PowerShell]

(s
Windows
PowerShell

(2) Z%= SNMP service MIEETH

PS C:\>

EN 25 ZEE Windows PowerShell — O >

s Coilsers\Administrator> Install-Windo cature SMNMP-Service

Needed Exit Code Feature Result

Coilsers(\Administrator> o

(3) T&&2 SNMP service ZE1EH
PS C:\>

EN %EHETEE Windows PowerShell — O -

ersVAdministrator> g
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1.5.2 &%E SNMP Service

(1) BARR [AR75]

(2) £ [SNMP Service] £ - RMENRE : [BE)] - WBBRAR - HE WS
% BB - O X
EBER =EA BEV) BEH
| D Ec HEl »enw
SNMP BE3E ~
. Local Sr\fice BEN(S)
»....‘J_,Software Protection f’r’ﬁ ‘u"."mdo... HTE BEGE MNetwork Serv... fFLEO)
S}, Special Administration Co.. 4£E&HE FH Local System ==
E=FIN SaTace . = ()
CrrssmsmssEnzEER Pt Verfer enes Ta e en E=M)
B GNMP) =3 - ASEEEEE Gk iscovery = (5] =] ocal Service .
i EEERETFESENME E i€, State Repository Service SERED. =ITE F= Local System
%;;ﬂ%iﬁ@.ﬁﬁ?ﬁﬁfﬂ: FEBAE 8 5till Image Acquisition Eve... EEIEEE == Local System BHETEN >
R ERRESRERE 0} Storage Service EEEREE. @TE FH(E Local System
HJ Storage Tiers Management EELER . F= Local System EHEE )
N-':) SysMain BEANE. WTT B Local System MBR)
-\_‘) System Event Motification ... TJEZEX%K.. #:TF EF Local System
-\_‘) System Events Broker BEWINRT... #T3: E=(#E. Local System ARAAH)
01 Task Scheduler EEREE. 2T EfH Local System ~
B B
SEMMEREEHEASHELE
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(3) #hE [ZEM] BE - % [

SNMP BEH A= (THER)

—#  BA EF REEX #E | B2k (#Ee

FEBEREL)
ESHEEZEN

B 7

(D). SEE(E). #Z2(R)

(O Tl ET EES SNMP Ha(0)
@ T FZEES SNMP Ham

localhost

HE. S=E()... ZEM)

BE A ERR)

(4) BEEREAN « (W] - WARIRRM : 86 public -> 1% [#iE]

SMMP BEFERRTE x
EHEEAR:
iEE w
A
BEEZEO:
public
36
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(5) M TFAIEHESZ SNMP 6] - FhE [F71E]

SNMP BEH A= (THER) X

—# BA #F REEX #E E=E #Ee

BEEaELELY
ETHIEEEEN)
g3 =4
public IEE
(D)., SEE(E)... EE(R)
O TiFREI #ES SNMP $#8(0)
@ T FZEES SNMP Ham

localhost

A S|E().- ZEM)

BE s ERW

(6) BIATHRZRE : N-Reporter IP (286 192.168.1.184) -> & [#IE]

SNMP EFEEE x

FHEE - P IPXA{THH):
[192.168.1.184
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(7) % [HEE]

SNMP BEH A= (THER)

FEBEREL)
ESHEEZEN

—# BA #F REEX #E E=E #Ee

B
public

7
i)

HED).. S

(O Tl ET EES SNMP HE(0)
@ TR ZEES SNMP Ham

ZER)

localhost
192.1688.1.184

A S|E().- ZEM)
BE s ERW
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i B *

il e > v
% R #5‘:_ m |
S WL o

(8) & "™ ERI SNMP MR¥%

O B - O bt

BEE ) BBV 2R
&= T Bz HE » o njp

SNMP IR# £t i AREE HEEE  EAES ~
A SNMP BB TS BIHEEEREE 1] SEl Local System

EitE Eﬂf_ﬁé - ChSNMPEIE  EhETESES F4 Local Service

‘ ' ChSoftware Prote... #8 Windows B.. #ITE SHEE..  Network Servi..

) Special Admin.. “RRHZESE.. === Local System

Eﬂ___ ) ) ) Spot Verifier BETSENERS.. FEN(EE.. Local System

ggﬁ@ﬁﬁ.ﬁ%@%ﬁfﬁgﬂﬁéﬂ :“E‘:’, SSDP Discovery REER SSDP .. =FHR Local Service

(SNMP) Ezx - MIBEEEESE _ _ . -

EIF . EEEREFSSEONMP S G State Reposito.. SEEEZNENE . #NTE  FH Local System

* - MEEEREEEE  FEBEE  Cistllimage Ac. HHESETEE. Fe Local System

BREREMRESEENE - CiStorage Senvice EESEEZER. AT FH(E.  Local System "

i A B

39 - ﬁ.u- Partner



1.5.3 %% Firewall

(1) BARY [Windows PowerShell]

a
Windows
PowerShell

(2) 7o5F N-Reporter IP 3@iBP5 K& - 56 SNMP AR#

A BXFEMMIER A N-Reporter %4t IP address

(3) & SNMP RIFikEE
C\>

>>

>>

EN %EHETES: Windows PowerShell - O x

[nbound |

(UDP {H.A) 92. 4. 18 True Inbound Allow
(UDP {8.A) ! 02, 4, 1B True Inbound Allow
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2. Linux
2.1 RedHat

2.1.1 RedHat 6

D IAR L LB BA

S
W
R

2111 B LE&E

(1) B EZE SNMP BR¥%

all net-snmp net-snmp-utils

Installed:
net-snmp.x86_64 1:5.5-60.el6 net-snmp-utils.x86_64 1:5.5-60.el6

Dependency Installed:
1n_s rs-libs . x86_64 .1.1-17.e16 net-snmp-libs.x : 16 perl.x86_64 e perl-Module-Plugg _64 )-144 .16
perl-Pod-Escapes.x86_64 1:1.04-144.e16 perl-Pod-Simple. x86_64 144016 perl-libs.x86_64 perl-version.x¢ 4
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2.1.1.2 BE#EZEE

(1) #1iZ rhel-cdrom repository &EE

# vi /etc/yum.repos.d/rhel-cdrom.repo

[root@Re c/yum.repos.d/rhel-cdrom. repo

(2) rhel-cdrom.repo FREEZER

[rhel6-media]

name=RedHat-$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=file://letc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel6-medial

name=RedHat-$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=Ffile:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

(3) BIIERK

# mkdir -p /media/cdrom

[root@RedHatb ~]# mkdir -p /media/cdrom

(4) #'&E RedHat 6 iso &I LIF A

# mount /dev/cdrom /media/cdrom

[root@RedHatt ~1# mount /dev/cdrom /media/cdrom
mount: block device /dev/sr@ is write-protected, mounting read-only
[root@RedHate ~]#

(5) BEARZE SNMP AR

# yum -y install net-snmp net-snmp-utils

net-snmp-utils.x86_64 1:5.5-60.el6

1-17.el6 net-snmp-libs.x86_64 1:5. perl.x86_64 4 10.1-144 .el6 perl-Module-Pluggabl 64 1:3.90-144.e16

4-144 . el6 perl-Pod-Simple.x86_64 1: .e perl-libs.x86_64 4:5.10.1-144 .el6 perl-version.xB86_64 144 _el6
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2.1.1.3 &%E SNMP Server

(1) &1 snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@RedHatt ~]# cp fetc/snmp/snmpd.cont /etc/snmp/snmpd.conf.bak
[ root@RedHatt ~]1#
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(2) #1I snmp RERE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> ST HEHH R R R T

> i configuration

> HHHHHHHHHHHHT HEHHHHH

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

[root@RedHat6 ~]# cat =<'EOF' /etc/snmp/snmpd.conf
HTHH AT AT AT T A A T A T T i i
# SNMP configuration #
B R
# Agent address
agentaddress udp:161
agentaddress udpb:161

## Access control
# sec.name source community
comZsec AllowAll 192.168.8.4 public

#group <group_name <security mode <security name=
group AllGroup vac AllowAll

=
=
=
=
=
=
=
=
-
-
=
=
-
-
= # Define 'AllView', which includes everything under .1

= # view.name incl/excl subtree.mask(Optional)
= view AllView included .1

=

=

=

=

=

=

=

=

=

-

-

-

[

# group.name context model level prefix read write notify
access AlL1Group " any noauth exact AllView none none

## System contact information
#syslocation <location set=
#syscontact <contact_info=
syslocation Taiwan
syscontact N-Partner

#HH <<<<<<<<<<< End of config ==ss==zzzz=#
EOF
root@RedHatt ~1#

A BXFEMIABA N-Reporter %4t IP address 1 community
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(3) BXE) snmp REMEE snmp RIEIER

# service snmpd start && service snmpd status

[root@RedHatt ~]1# service snmpd start && service snmpd status
Starting snmpd: [

snmpd (pid 2411) is running...
[ root@RedHatt ~]1#

(4) REFRW snmp AR E B EIED

# chkconfig snmpd on
# chkconfig snmpd --list

[root@RedHatt ~]# chkconfig snmpd on

[root@RedHatbt ~]1# chkconfig snmpd --list

snmpd B:off l:o0ff 2:0n 3:on 4:0n 5:on 6:o0ff
[ root@RedHatt ~]1#

(5) &BE iptables #RHl

[root@RedHatd ~]# iptables -nL

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@RedHate ~]#

(6) #ILE—1% iptables #RAI - FF N-Reporter IP EBFHXHE - 55 SNMP ARFS
# iptables --insert INPUT 1 --source --protocol udp --match state --state NEW,ESTABLISHED --
destination-port 161 --jump ACCEPT

~]# iptables --insert INPUT 1 --source 192.168.8.4 --protocol udp --match state --state NEW,ESTABLISHED --destination-port 161 --jump ACCEPT
~1#

A BXFEMMIFEBA N-Reporter 4% IP address
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(7) &% iptables Rl

# iptables -nL --line-numbers

[root@RedHatb ~]# iptables -nL --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 ACCEPT udp -- 192.168.8.4 0.0.0.0/0 state NEW,ESTABLISHED udp dpt:161

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
[root@RedHate ~]#

(8) 77 iptables #ZRI

# service iptables save

[root@RedHatt ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:|[
[root@RedHate ~]#

(9) BE iptables REEFRE
# iptables-save

dRedHatt ~]# iptables-save
ated by iptables-save v1.4.7 on Wed Aug 4 08:16:46 2021

:INPUT ACCEPT [29:2120]

: FORWARD ACCEPT

:0UTPUT ACCEPT 2448]

-A INPUT -s 192.168.8.4/32 -p udp -m state --state NEW,ESTABLISHED -m udp --dport 161 -j ACCEPT
COMMIT

# Completed on Wed Aug 4 08:16:46 2021

[ root@RedHats ~]#
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2.1.2 RedHat 7

2121 B E&E

(1) R EZE SNMP BRTE
# yum -y install net-snmp net-snm

Installe
net-snmp.x86_64 1:5.7.

Dependency Installe

-HTTP-Tiny.noarch

-P mple.

-Storable.x86_64
onstant.noa

P

47
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2.1.2.2 BE#EZEE

(1) #1iZ rhel-cdrom repository &EE
# vi /etc/yum.repos.d/rhel-cdrom.repo

[root@RedHat7 ~]1# vi /etc/yum.repos.d/rhel-cdrom. repo

(2) rhel-cdrom.repo REE K

[rhel7-media]

name=RedHat-$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=file://letc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

[rhel7-medial]

name=RedHat-$releasever - Media
baseurl=file:///media/cdrom/

gpgcheck=1

enabled=1
gpgkey=Ffile:///etc/pki/rpm-gpg/RPM-GPG-KEY-redhat-release

(3) BIIERK

# mkdir -p /media/cdrom

[root@RedHat/7 ~]1# mkdir -p /media/cdrom
[ root@RedHat7? ~]1#

(4) #&E RedHat 7 iso &3 LHFEA

# mount /dev/cdrom /media/cdrom

[root@RedHat? ~]1# mount /dev/cdrom /media/cdrom
mount: /dev/sr@ is write-protected, mounting read-only
[root@RedHat? ~]#

(5) BEARZE SNMP AR

# yum -y install net-snmp net-snmp-utils

Installed:
8

.el?
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2.1.2.3 &%E SNMP Server

(1) #F snmp REHE
# mv /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[root@RedHat7 ~]# mv /etc/snmp/snmpd.conf /Jetc/snmp/snmpd.conf.bak

[root@RedHat? ~1#

(2) E*% snmpd.conf &=
# touch /etc/snmp/snmpd.conf

[root@RedHat? ~]# touch /etc/snmp/snmpd.conf

[ root@RedHat? ~]1#
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(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i configuration

> HHHHH R

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

[root@RedHat7 ~]# cat =<'EOF' /etc/snmp/snmpd.conf
B
# SNMP configuration #
B T O L
# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control
# sec.name source community
comZsec AllowAll 192.168.8.4 public

#group <group_name <security mode <security name=
group ALlGroup v2c AllowAll

# view.name incl/excl subtree.mask(0Optional)
view AllView included .1

# group.name context model level prefix read write
access Al1lGroup " any noauth exact AllView none

## System contact information
#syslocation <location set=
#syscontact <contact_info=
syslocation Taiwan
syscontact N-Partner

## ==<=<=<<<<< End of config ===========#
EOF
root@RedHat? ~]#

-
=
-
-
-
-
-
=
-
=
-
-
=
-
= # Define 'AllView', which includes everything under .1
-
-
-
-
-
=
-
=
-
-
=
-
=
-
[

A BXFEMIABA N-Reporter %4t IP address 1 community
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# systemctl start snmpd.service && systemctl status snmpd.service

[root@RedHat7 snmpl# systemctl start snmpd.service && systemctl status snmpd.service
d. i - Simple work Man " 1 (SN Daemon.
(/usr/lib/syste 5t ; d.servi enabled; vendor preset: disabled)
Active: active (running) since Wed 2 P8 - 04 2:54 CST; 6ms ago
Main PID: 16096 (snmpd)

CGroup: /system.sli snmpd.service

Aug 04 16 le Network Management Protocol (SNMP) Daemon....
0 : on 5.7.2

(5) RERM snmp AR5 E B RIED

# temctl enable snmpd.service

[root@RedHat7 ~]# systemctl enable snmpd.service
; /systemd/system/multi-user.target.wants/snmpd.service to /usr/lib/systemd/system/snmpd.service.

(6) &EFE firewall #RH|

[root@RedHat? ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ensl192

spurces:

services: ssh dhcpvb-client

ports:

protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

[ root@RedHat? ~]#

(7) g firewall #3281
# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address=
accept'

" service name="snmp"

dHat7 ~]# firewall-cmd - : d | le family="ipv4" sourc

dHat7 ~1#

A BEXFENFEE A N-Reporter 245 IP address
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(8) E#E firewall R EE

# firewall-cmd --reload

[root@RedHat? ~]# firewall-cmd --reload

success
[root@RedHat7? ~]#

(9) &F firewall #RE|

# firewall-cmd --list-all

[root@RedHat7? ~1# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens192

sources:

services: ssh dhcpvb-client

ports:

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="ipv4" source address="192.168.8.4" service name="snmp" accept

[root@RedHat7 ~1# []
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2.2 CentOS

2.2.1 CentOS 6

DR/R EZENBRL R

2211 B &%

(1) R EZE SNMP HRH

net-snmp-utils.x86_64 1:5.5-60.e16_10.2

perl.x86_64 4 .1-1 16
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2212 HEII’? “K

(1) F& net-snmp F net-snmp-utils HBEKEH

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86 _64/Packages/net-snmp-5.5-60.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/net-snmp-utils-5.5-60.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/net-snmp-libs-5.5-60.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/Im_sensors-libs-3.1.1-17.e16.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/perl-5.10.1-144.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86 _64/Packages/perl-Module-Pluggable-3.90-
144.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/perl-Pod-Escapes-1.04-144.el6.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86 _64/Packages/perl-Pod-Simple-3.13-144.e16.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/perl-libs-5.10.1-144.el6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/6.10/0s/x86_64/Packages/perl-version-0.77-144.el6.x86_64.rpm

[root@Cent056 ~1# r 0 http://ftp.tku 1. tw/Linux/Cent05/6.10/0s/x86 64/Packag~5/n~t snmp-5.5-60.e16.x86 64.rpm
% Total % Re d % Xferd Average Sp Time Time )
Dload Upload Total Spent
100 3608k 100 : 0 0 1722k i-- :
[root@Cent0S6 ~]# g 0 http://ftp.tku
% Total % d ¢
d Upload Total
100 177k 1e0 177k 0 0 1490k 0 --r--x--
[root@Cent056 ~]# curl -0 http://Ttp.tku.edu.tw/Linux /6.160 /%86_64/Packages/net-snmp-1ibs-5.5-60.e16.x86_64.rpm
% Total % Re ed % Xferd Averag d Time i ime Current
Dload Upload Total 5
100 1586k ] 0 0 920k
[root@Cent0S6 g 0 oy - . - Twy / /6. 6_64/Packages/1lm sensors-1ibs-3.1.1-17.e16.x86 64.rpm
% Total % Received % Xferd rage eed Time ime ime Currunt
Total
100 38768 3
[root@Cent0S6 curl -0
% Total % Re ved %

100 10.1M 160 10.1M [¢] : 4
[root@Cent056 ~1# curl -0 2/ . du . tw; %/Cent05/6.10/0s/x86 64fPa=Pagu5/p~r1 Module-Pluggable 0-144.e16.x86_64.rpm
% Total % Re ved % Xferd erage € ime Time Time )

100 41680 100 41680 0 6 1172k
[root@Cent05S6 ~]# cur 0 http://ftp.tku.edu. tW/LlﬂU//CuﬂtHSJE 10/¢ _64/Packages/perl-Pod-Escapes-1.04-144.e16.x86_64.rpm
% Xferd Aver : e Tim

[rDDtﬁCuntUSE —]x 1l -0 vy . . . twy \_.untUSf6 s 3-144.e16.x86_64.rpm
% Total % Received % Xferd erag d Time Time
Dload ad Total
1541k 0 i-- : i-- lﬁl’k
6 64 Pa:Pag~5/p~rl 1ibs-5.10.1-144.e16.x86 64.rpm

ge
Dload Upload Total e Left Spe.d
160 578k 1@0 578 0 0 28 i-- : -- 2999k
[root@Cent0S6 2 0 http:f{ftp.tku. - twy ) /6.10 6 64/Pankaqusfp~|l version-0.77-144 . el6.x86_64.rpm
% Total % Re d % Xferd Aver d
Dload d
0 1361k 0 --1--1-- --r--zes --ze-re- 16’9P
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(2) AithZ2% net-snmp A net-snmp-utils HIREH

# rpm -ivh *.rpm
[root@Cent056 ~1# rpm -ivh *.rpm
warnin Im sensors-libs-3.1.1-17.el6.
Preparing...

1: 1-Pod-Escapes

Z ri-libs

3:perl-Module-Pluggable

:perl-Pod-Simple
sperl-version

7:1lm_sensors-libs
8:net-snmp-1libs
t-snmp
1 t-snmp-utils
[root@Cent056 ~1#

55 _'*‘:v. alLeil



2.2.1.3 &%E SNMP Server

(1) &1 snmp RERE

56 _-*_‘:v' ral’ Lici



(2) #1I snmp RERE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

[root@Cent0s6 ~]# cat <<'EOF' /etc/snmp/snmpd.conf
> ###FH#HER AR AR AR AR R AR AR AR R R R
= SNMP configuration #
#it## R AR AR RS AR R AR AR AR AR
# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control
sec.name source community
comZsec AlTowAlT 192.168.8.184 public

#group <group_name <security_mode <security_name:>
group AllGroup v2c Allowall

>
=
>
=
=
=
=
=
=
=
=
=
=
> # Define "Allview', which includes everything under .1

> # view.name incl/excl subtree.mask(Optional)
> view Allview included ;

=

=

=

=

=

=

=

=

=

=

=

>

[

# group.name context model Tevel prefix read write
access AllGroup "" any noauth exact Allview none

## System contact information
#sys location <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

f#f <<<<<<<<<<< End of config >>>>>>>>>>>#
EOF
root@Cent0sS6 ~]#

A BXFEMIERE A N-Reporter %4t IP address A1 community
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(3) BXE) snmp REMEE snmp RIEIER

# service snmpd restart && service snmpd status

[root@Cent0S6 ~]# service snmpd restart
Stopping snmpd:

starting snmpd:
snmpd (pid 1557) 1is running...

[root@Cent0s6 ~]#

(4) REFRW snmp AR E B EIED

# chkconfig snmpd on
# chkconfig snmpd --list

[root ~]# chkconfig snmpd on

[root@Cent0S6 ~]# chkconfig snmpd --list
snmpd :off 1:off 2:on 3:on 4:on
[root@Cent0S6 ~

(5) &% iptables #3RI

# iptables -nL

[root@Cent0st ~]# iptables -nL

Chain INPUT (policy DROP)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:22

Chain FORWARD (policy DROP)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

(6) #ILE—1% iptables #RHI - FF N-Reporter IP BB XHE - 55 SNMP ARF
# iptables --insert INPUT 1 --source --protocol udp --match state --state NEW,ESTABLISHED --

destination-port 161 --jump ACCEPT

[root@Cent0sS6 ~]# iptables --insert INPUT 1 --source 192.168.8.184 --protocol udp --match state --state NEW,ESTABLISHED --destination-port 161 --jump ACCEPT

HEBEXFEMFEB A N-Reporter 24 IP address

(7) B% iptables #3RI

# iptables -nL --line-numbers

0 ent0s # iptables -nL --line-numbers
Chain INPUT (policy DROP)
prot opt source destination
udp -- 92.168.8.18¢/ 0.0.0.0/0 W,ESTABLISHED udp dpt:161
tcp  -- .0.0.0/ 0.0.0.0/0 tcp dpt:22

Chain FORWARD (policy DROP)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
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(8) f#7F iptables #RHl

[root@Cent0sb ~]# service iptables s ) )
ipta firewall rules to |, _ sconfi

# iptables-save
iptables-save vl.

(9) &% iptables RBEFHRE
# iptables-save

4.7 on Thu Dec 24 03:17:09 2020
1
( -

2 -p udp -m state --state NEW,ESTABLISHED -m udp --dport 161 -j ACCEPT
-—dport 22 -j ACCEPT

9 2020
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2.2.3 CentOS 7

2231 RERE

(1) B EZE SNMP BR¥%

tall net-snmp net-snm

Installe
net-snmp.x86_64 1 .2-49.e17 9.1

1-podlators.noarch

Complete!
nt0S7 ~1#

60
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2.2.3.2 BiMmEZE

(1) F& net-snmp F net-snmp-utils HBEKEH

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/net-snmp-5.7.2-43.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/net-snmp-utils-5.7.2-43.el7.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/net-snmp-libs-5.7.2-43.el7.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/net-snmp-agent-libs-5.7.2-
43.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/Im_sensors-libs-3.4.0-
8.201606019itf9185e5.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-5.16.3-294.el7_6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Carp-1.26-244.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Data-Dumper-2.145-
3.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-File-Path-2.09-2.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Filter-1.49-3.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-HTTP-Tiny-0.033-3.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/perl-PathTools-3.40-5.el7.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Pod-Escapes-1.04-
294.el7_6.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/perl-Pod-Simple-3.28-4.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 _64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Scalar-List-Utils-1.27-
248.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Socket-2.010-4.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Storable-2.45-3.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Text-ParseWords-3.29-
4.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Time-HiRes-1.9725-
3.el7.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-Time-Local-1.2300-2.el7.noarch.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-libs-5.16.3-294.el7_6.x86_64.rpm
# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-macros-5.16.3-
294.el7_6.x86_64.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-parent-0.225-244.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm

# curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86_64/Packages/perl-threads-1.87-4.el7.x86_64.rpm

curl -O http://ftp.tku.edu.tw/Linux/CentOS/7.7.1908/0s/x86 64/Packages/perl-threads-shared-1.43-6.el7.x86 64.rpm
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[root@Cent0S7 ~]# curl http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/net-snmp-5.7.2-43.el7.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 331k 180 331k 8 2156k 0 --i--1-- --i--i-- --1--1-- 2165k
[root@Cent0S7 ~]# curl http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/net-snmp-utils-5.7.2-43.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 199k 1006 199k 0 2692k 0O --i--i-- --i--i-- --i--i-- 2728k
[root@Cent0S7 ~1# curl http://ftp.tku.edu. tw/Linux/Cent05/7.7. 1908/cs/x86 _64/Packages/net-snmp-1ibs-5.7.2-43.e17.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
160 749k 100 749k ] 914k 0 --r--ie- --io-io- --ro-ro- 914K
[root@Cent0S7 ~]# curl http://ftp.tku.edu. tw/Llnux/CentOS/? 7.1908/0s/x86_64/Packages/net-snmp-agent-1ibs-5.7.2-43.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 706k 100 706k 0 875k I - - - 876k
[root@Cent0S7 ~1# curl http://ftp.tku.edu. tw/Llnux/CentOS/? 7. 1908/us/x86 _64/Packages/1lm_sensors-1ibs-3.4.0-8.20160601gitf9185e5.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 42784 100 42784 6 1313k [ -- --i--i-- 1347k
[root@Cent0S7 ~]# curl http://ftp.tku.edu. tw/Llnux/CentOS/7 7.1908/05/x86_64/Packages/perl-5.16.3-294.e17_6.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 8162k 100 8162k 0 729 0 0:00:11 0:00:11 --: -- 729k
[root@Cent0S7 ~1# curl http://ftp.tku.edu.tw/Linux/Cent08/7.7. 1908/05/x86 _64/Packages/perl-Carp-1.26-244.el7.noarch.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 19672 100 19672 L] 181k A - - -- 181k
[root@Cent0S7 ~]# curl http://ftp.tku.edu. tw/Llnux/CentOS/7 7. 1908/cs/x86 _64/Packages/perl-Data-Dumper-2.145-3.e17.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1606 48296 100 48296 ] 789k 0 --i--ie- --ie-i-- --z--z-- 799k
[root@Cent0S7 ~1# curl http://ftp.tku.edu.tw/Linux/Cent05/7.7.1908/0s/x86_64/Packages/perl-Encode-2.51-7.el7.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 1509k 100 1509k 0 1836k 0 0:00:01 0:00:01 - 1036k
[root@Cent0S7 ~]# curl http://Ttp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-Exporter-5.68-3.el7.noarch.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total —Spent Left Speed
166 29092 100 29092 ] 354k 0 --i--1-- --i--i-- --i--z-- 350k
[root@Cent0S7 ~]# curl http://ftp.tku.edu. tw/Llnux/CentOS/? 7.1908/0s/x86_64/Packages/perl-File-Path-2.09-2.e17.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 27088 100 27088 0 190k O --r--i-- --i--ie- --r--r-- 190k
[root@Cent0S7 ~]# curl http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-File-Temp-0.23.01-3.el7.noarch.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 57680 100 57680 0 1187k 0 --i--1-- --i--i-- --z--z-- 1198k
[root@Cent0S7 ~]# curl http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-Filter-1.49-3.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 78236 100 78236 0 1083k I - - -- 1091k
[root@Cent0S7 ~1# curl http://ftp.tku.edu. tw/Llnux/CentOS/? 7. 1908/cs/x86 _64/Packages/perl-Getopt-Long-2.40-3.el7.noarch.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 57176 160 57176 8 1329k [ - - -- 1361k
[root@Cent0S7 ~]# curl http://ftp.tku.edu. tw/Llnux/CentOS/? 7. 1903/QS/X35 _64/Packages/per-HTTP-Tiny-0.033-3.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Uplosd Total Spent Left Speed
100 39292 100 39292 0 297k 0 --i--i-- --i--ie- --i--i-- 207K
[root@Cent0S7 ~1# curl http://ftp.tku.edu. tw/Llnux/CentOS/7 7.1908/0s/x86_64/Packages/perl-PathTools-3.40-5.e17.x86_64.rpm
% Total % Received Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 84468 100 84468 e 1717k 0 --r--1-- --io-io- --ro-ro- 1755k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/7 7.1908/05/x86_64/Packages/perl-Pod-Escapes-1.04-294.e17_6.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 52516 100 52516 0 0 735k 0 --i--ies sis-ie- --i--i-- 743k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-Pod-Perldoc-3.20-4.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 88756 100 88756 0 0 1143k O --r--i-- --io-io- --ro-ro- 1155k
[root@Cent0S7 ~1# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/05/x86_64/Packages/perl-Pod-Simple-3.28-4.e17.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 216k 100 216k 0 8 1926k 0 --i--ie- --i--i-- --z--z-- 1911k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-Pod-Usage-1.63-3.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 27436 100 27436 0 0 379% [ - e -- 377k
[root@Cent0S7 ~1# curl -0 http://Ttp.tku.edu. tw/Llnux/CentOS/7 7. 1908/cs/x35 _64/Packages/perl-Scalar-List-Utils-1.27-248.el7.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
1660 36808 100 36808 0 ] 737k 0 --i--i-- --i--io- --i--z-- T48Bk
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/? 7.1908/0s/x86_64/Packages/perl-Socket-2.010-4.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 49812 100 49812 0 0 440k [ - - -- 442k
[root@Cent0S7 ~1# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/? 7. 1908/cs/x86 _64/Packages/perl-Storable-2.45-3.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
160 78883 100 78888 0 ] 869k [ - - -- 865k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/? 7. 1903/QS/X35 _64/Packages/perl-Text-ParseWords-3.29-4.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 14056 100 14056 ] 0 226k O --i--i-- --i--i-- --i--i-- 22K
[root@Cent0S7 ~1# curl -0 http://ftp.tku.edu.tw/Linux/Cent05/7.7.1908/0s/x86_64/Packages/perl-Time-HiRes-1.9725-3.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 46304 100 46304 0 L] 720k 0 - - - 729
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/05/x86_64/Packages/perl-Time-Local-1.2300-2.e17.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 24792 100 24792 0 0 593k 0 --i--i-- --i--i-- --I--I-- BODK
[root@Cent0S7 ~1# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-constant-1.27-2.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 19244 100 19244 0 L] 299k O --r--re- --ro-no- --ro-ro- 303k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/7 7.1908/05/x86_64/Packages/perl-1ibs-5.16.3-294.e17_6.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 688k 100 688k 0 ] 852k 0O --i--ie- --i--i-- --z--z-- 852k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu.tw/Linux/Cent0S/7.7.1908/0s/x86_64/Packages/perl-macros-5.16.3-294.el7_6.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Tutal Spent Left Speed
160 44780 100 44786 0 0 1139k 0 --r--ie- - - - -- 1150k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/7 7. 1908/cs/x86 _64/Packages/perl-parent-0.225-244.e17 .noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total —Spent Left Speed
166 12592 100 12592 0 ] 392k [ - - -- 396k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/? 7. IQOS/QSIXBS _64/Packages/perl-podlators-2.5.1-3.el7.noarch.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 111k 160 111k 0 0 1022k 0 --r--i-- --i--ie- --r--ro- 1024k
[root@Cent0S7 ~1# curl -0 http://ftp.tku.edu.tw/Llnux/CentOS/?.7.1908/os/x86764/PacKages/perl—threads—1.87—4.el7.x86764.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
166 50392 160 50392 0 ] 616k 0 --i--i-- --is-io- --I--Io- 622k
[root@Cent0S7 ~]# curl -0 http://ftp.tku.edu. tw/Llnux/CentOS/? 7.1908/0s/x86_64/Packages/perl-threads-shared-1.43-6.e17.x86_64.rpm
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 39868 100 39868 0 0 751k 0 --i--i-- --i--ie- --i--i-- 763k
[root@Cent0S7 ~1# []




(2) A2z net-snmp A net-snmp-utils HIKREH
m -y localinstall

sors-1ibs.x86_64 0

_-snmp-utns .x86_64 1

[root@Cent0S7 ~1#

t-snmp.x86_64 1:5
perl.x86_64 4:5.16
perl-Exporter.noarch €
perl-Getopt-Lol
perl-Pod-Perldoc.noarch €

rl-Sc .XB6_64 0:2

perl-parent.noarch 1:8
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Path.noarch
perl-HTTP-Tiny.noarch
perl-Pod-Simple.noarch
perl-Storable.x86_64 ©

-snmp-1ibs.x86_64

1-Data-Dumper.x86_64

perl-File-Temp.noarch
1-PathTools . x86

m al
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2.2.3.3 :&%E SNMP Server

(1) &1 snmp RERE
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(2) #1I snmp RERE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

[rootllcentos/ ~]# cat <<'EOF' /etc/snmp/snmpd.conf
i i i g i i i i

> # SNMP configuration #
#it#### AR AR RS AR R AR AR AR AR AR AR R R
# Agent address
agentaddress udp:161
agentaddress udpb:161

## Access control
sec.name source community
comZsec AlTowAll 192.168.8.184 public

#group <group_name <security_mode <security_name:>
group AllGroup v2c AllowAll

# Define 'Allview', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
view Allview included

= group.name context model Tevel prefix read write
access AllGroup B any noauth exact Allview none

## System contact information
#syslocation <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of config >>>>>>>>>>>#
EOF
rootlcentos? ~]#

A BXFEMIERE A N-Reporter %4t IP address A1 community

notify
none
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(3) BXE) snmp REMEE snmp RIEIER

# systemctl restart snmpd.service && systemctl status snmpd.service

temct] restart snm

) Daemon. . .
sabl ndor preset: disabled)
T; Oms

ce )
bin/snmpd -Ls0-6d -

npartner.local systemd[1]:
npartner.local snmpd[9411]:
.npartner.local systemd[1]:

(4) REFRM snmp AR E B RIED

# systemctl enable snmpd.service

[root . 3
Createc / ysten b Y f1ice to /Jus I‘_,.‘"'-l ib/sy md tE'rI'\_‘-"'Snl'l'lrJd .5ervice.
[root@

(5) &F firewall #RH|

[rootl@centos/ ~]# firewall-cmd --Tist-all
public (active)
target: default
icmp-block-inversion: no
interfaces: ens19?
sources:
services: dhcpvb-client ssh
ports:
protocols:
masquerac
forward-ports:
source-ports:
icmp-blocks:
rich rules:

(6) FiZ firewall #RAHI

# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address=" " service

name="snmp" accept'

[r entos7 ~]# firewall-cmd --permanent --add-rich-rule="rule family="1ipv4" source address="192.168.8.184" service name="snmp" accept'
success

A BEXFENFEE A N-Reporter 245 IP address

(7) E:E firewall :REE
# firewall-cmd --reload

[root@centos/ ~]# firewall-cmd --reload

SUcCcess
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(8) &BE firewall #ZRI

# firewall-cmd --list-all

]# firewall-cmd --Tist-all

public (acti

target: default

icmp-block-inversion: no

interfaces: ens192

sources:

services: dhcpvb-client ftp ssh

ports:

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-bloc

rich rules:

rule family="1ipv4" source address="192. 3.184" service name="snmp" accept
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2.2.4 CentOS 8

(1) Z% SNMP BR#S

# dnf -y install net-snmp net-snmp-utils

[root@centos8 ~]# dnf -y install net-snmp net-snmp-utils

(2) B snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

[rootllcentos8 ~]# cp /etc/snmp/snmpd.conf fetc/snmp/snmpd.conf.bak
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(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write  notify
> access AllGroup any noauth exact AllView none none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

[root@centos8 ~]# cat <<'EOF' /etc/snmp/snmpd.conf
> #fSHHR R R R R R R R R R
> # SNMP configuration ##
RAZBAFRAAFARRAFRRAARAF AR A RAARAR A A AR A AR RA AR
# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control
sec.name source communi ty
comZsec AllowAll 192.168.68.184 public

#group <group_name <security_mode <security_namex>
group AllGroup vZ2cC AllowAll

=

>

=

=

>

=

>

=

=

>

=

=

> # Define 'Allview', which includes everything under .1

> # view.name incl/excl subtree.mask(Optional)
> view Allview included .1

=

> # group.name context model Tevel prefix read write
> access Al1Group " any noauth exact Allview none
=
=
>
=
=
>
=
>
=
[

## System contact information
#syslocation <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of config >>>>>>>>>>>#
EOF
rootllcentos8 ~]#

A BXFEMIERE A N-Reporter %4t IP address A1 community
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# systemctl restart snm pd.service && systemctl status snmpd.service

[FGG
® snm

lor preset: disabled)

Main PID:
Tasks
Memor
CGroup
s0-6d -f

Feb 15 10: 46 centos8 systemc : Starting Simple Network Management Protocol (SNMP) Daemon. . ..
Feb 15 10: 46 centos8 mpd [3016 NET-SNMP rsion 5 ) .

Feb 15 10 £ entos8 started Simple Network Management Protocol (SNMP) Daemon. .
[root@ i

(5) RERM snmp AR5 E B RIED

# systemctl enable snmpd.service
0 en e )

(6) &EFE firewall #RH|

# firewall-cmd --list-all

~]# firewall-cmd --list-all

public (acti
target: default
icmp-block-inversion: no
interfaces: ensl1l92
sources:
services: cockpit dhcpvb-client ssh
ports:
protocols
masquerac
forward-
source-ports:
icmp-blocks:
rich rules:

(7) #riE firewall #RH - 70FF N-Reporter IP BBFXE - 55 SNMP AR#%
# firewall-cmd --permanent --add-rich-rule="rule family="ipv4" source address=" " service

"snmp" accept'

"snmp" accept’

A BEXFENFEE A N-Reporter 245 IP address

(8) E:iE firewall REE

SUcCcess
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(9) BE firewall 2RI

# firewall-cmd --list-all

[rootlcen ~]# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ens192

sources:

services: cockpit dhcpvb-client ssh

ports:

protocols:

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:

rule family="1ipv4" source address="192. & vice name="snmp" accept
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2.3 Debian

2.3.1 Debian 8

(1) &% SNMP fR#

# apt-get -y install snmpd snmp

root@debiand:~# apt-get -y install snmpd snmp

(2) ®1D snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@debian8:~# cp /etc/snm
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(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> # SNMP configuration

> HHH R R R

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

root@debiand:~# cat <<'EOF' > /fetc/snmp/snmpd.conf
############################################

> SNMP configuration #
############################################
# Agent address
agentaddress udp:161
agentaddress udp6:161

## Access control

sec.name
comZsec AlTowall

#group <group_name:>
group AllGroup

source
192.168.1.184

<security_mode>
v2c

community
public

<security_name>

AlTowAll

# Define 'Allview’', which includes everything under
= view.name incl/excl
view Allview included

= group.name context model Tevel prefix read

access AllGroup " any noauth exact AlTview

## System contact information
#syslocation <location set>
#syscontact zcontact_info>
sys location Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of config s>>s5>55>55#

EOF
oot@debiand:~#

A BXFEMIZAEBA N-Reporter %4t IP address 1 community

subtree.mask(Optional)
.1

notify
none
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# systemctl restart snmpd.service && systemctl status snmpd.service

ce && systemct] status snmpd.se

4ms ago

w1l —u samp -g snamp -I -smux mteTrigger mteTriggerConf -p /run/snmpd

debian8 systemd[1l]: Started LSB: SNMP agents.

(5) RERW snmp BRTEEENRED

# systemctl enable snmpd.service

root@deb # systemct] enable snmpd.servic
Yy 1it using update-rc.d...

synchronizing state for snmpd.service with s

Executing 'sbin/update-rc.d snmpd default
Executing bin/update-rc.d snmpd enable

root@debiar
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2.3.2 Debian 9

(1) Z% SNMP BR#S

# apt-get -y install snmpd snmp

rootl@debian9:~# apt-get -y install snmpd snmp

(2) B snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@debian9:~# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
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(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write

> access AllGroup any noauth exact AllView none
>

> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation

> syscontact
>

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF

root@debian9:~# cat «<<'EOF' > /etc/snmp/snmpd.conf
> ###EHA S R R R R R R

= SNMP configuration -

#i# R T R R R

# Agent address

agentaddress udp:161

agentaddress udp6:161

## Access control
sec.name source community
comZsec AlTowall 192.168.1.184 pubTic

#group <group_name: <security_mode> <security_name:>
group AllGroup v2c AllowAlT

>
b=
>
b=
>
b=
>
>
>
>
>
>
=
> # Define 'Allview', which includes everything under .

> # view.name incl/excl subtree.mask (Optional)
> view Allview included

=2

>

=2

>

=2

>

=2

>

=2

>

=2

>

r

= group.name context model Tevel prefix read write
access AllGroup . any noauth exact Allview none

## System contact information
#sys location <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<ece<c<<< End of config s>ss>55555#
EOF
oot@debian9:~#

A BXFEMIERE A N-Reporter %4t IP address A1 community

notify
none
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

ce

endur _preset: enabled)

status=0

-u Debian-snmp -g Debian-snmp -I -smux mteTrigger mteTriggerConf -f

(5) RERM snmp AR5 E B RIED

# stemctl enable snmpd.service

install.

uting:
bia
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2.4 Ubuntu

2.4.1 Ubuntu 16

(1) &% SNMP fR#

# apt-get -y install snmpd snmp

root@ubuntulb:~# apt-get -y install snmpd snmp

(2) ®1D snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@ubuntulb:~# cp fetc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak
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(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> com2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
> access AllGroup any noauth exact AllView none
>
> ## System contact information
> #syslocation <location set>
> #syscontact <contact_info>
> syslocation
> syscontact
>
> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

root@ubuntulb:~# cat <<'EOF' > /fetc/snmp/snmpd.conf
> #E##RAR R AR R R R R R R R R

& SNMP configuration =

i i i i i i i i

# Agent address

agentaddress udp:161

agentaddress udp6:161

## Access control
sec.name source community
com2sec AllowaAll 192.168.1.184 public

#group <group_name: <security_modex> <security_namex>
group AllGroup v2c AllowAll

=
=
=
-
=
=
=
=
-
-
=
=
=
> # Define 'Allview', which includes everything under .

> # view. name incl/excl subtree.mask(Optional)
> view Allview included

=

=

=

-

-

=

=

=

=

-

=

=

r

& group.name context model level prefix read write
access AllGroup " any noauth exact Allview none

## System contact information
#syslocation <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

## <<<<<<<<<<< End of config >>>>>>>>>>>#
EOF
oot@ubuntulb:~#

A BXFEMIERE A N-Reporter %4t IP address A1 community
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# systemctl restart snmpd.service && systemctl status snmpd.service

ystemct] status snmpd.service

restart snmpd.servi
nts
nmpd;

; or preset: enabled)
since Thu 9

ST; 4ms ago

nmpd stop (cod i status
snmpd start (cod d, status

wll -u snmp -g snmp -I -smux mteTrigger

P agents.
tarting L > nts. ..

ubuntul6é snmp Starting ices:

mteTriggerConf -p /run/snmpd.pid

(5) WERH snmp FRHEEEE

root@ubuntulb:~# systemct]l enable snmpd.service

-
snmpd.service is not a native service,
S .

Executing /1ib/

. redirecting to systemd-sysv-install
ystemd/systemd-sysv-install enable snmpd

root@ubuntul®b: ~
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2.4.2 Ubuntu 18

(1) Z% SNMP BR#S

# apt-get -y install snmpd snmp

root@ubuntul8:~# apt-get -y install snmpd snmp

(2) B snmp RERE

# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

root@ubuntul8:~# cp /etc/snmp/snmpd.conf /etc/snmp/snmpd.conf.bak

81 | AN alLeil



(3) 1 snmp REE

# cat <<'EOF' > /etc/snmp/snmpd.conf

> HHHH R TR

> i SNMP configuration

> HHHHH TR

> # Agent address

> agentaddress udp:161

> agentaddress udp6:161

>

> ## Access control

> # sec.name source community

> coma2sec AllowAll

>

> #group <group_name> <security_mode> <security_name>

> group AllIGroup v2c AllowAll

>

> # Define 'AllView', which includes everything under .1
view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write

> access AllGroup any noauth exact AllView none
>

> ## System contact information

> #syslocation <location set>

> #syscontact <contact_info>

> syslocation

> syscontact

>

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#

> EOF

root@ubuntul8:~# cat <<'EOF' > /etc/snmp/snmpd.conf
> ####HRR AR AR R AR AR R R AR R R

= SNMP configuration =

#it# SRR AR AR R AR AR R R R R R R R R R

# Agent address

agentaddress udp:161

agentaddress udpb:161

## Access control

sec.name
comZsec AllowAll

#group <group_name:
group AllGroup

source
192.168.1.184

<security_mode>
v2c

# Define '"Allview', which includes everything under

view Allview

# group .name
access AllGroup

incl/excl
included

context model Tevel

any noauth

community
public

<security_name:>

Allowall

sibtree.maskCOptionaTJ

prefix read
exact

Allview

## System contact information
#syslocation <location set>
#syscontact <contact_info>
syslocation Taiwan
syscontact N-Partner

>

>

>

>

>

>

>

>

>

>

>

>

>

-

> # view.name

-

-

-

-

-

-

=

=

=

=

=

> ## <<<<<<<<<<< End of config >>>>>>>>>>>#
> EOF
root@ubuntul8: ~#

A BXFEMIERE A N-Reporter %4t IP address A1 community

notify
none
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# systemctl restart snmpd.service && systemctl sta

21 ubuntul8.npartner. s D : D le ~k Manag
1 ubuntul&.npartner. [1] ¢ Mana
1 ubuntul8.npartner. local ma : ed ple N s anag

ocol (
lent Protocol (
nt Pro ol (

(5) BREFMW snmp REEBRE

# systemctl enable snmpd.service

root@ubuntul8 ystemct]l enable snmpd.ser

/nchroni F snmpd.service with ice script with
systemd-sysv-install enable snmpd
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3. AIX 7

IBM AIX: How To Configure Community based SNMP And SNMP Traps

(1) BEEFFERMRA

# oslevel

(2) &%& SNMP daemon &

# Is -I /usr/sbin/snmp*

IrwXrwxrwx 1 root system 19 Jul 13 2017 /usr/sbin/snmpd -> /usr/sbin/snmpdv3ne

(3) #wEE snmpdv3 FREHE
# vi letc/snmpdv3.conf

letc/snmpdv3.conf XZ SNMP version 3 agent BECE X4 -
letc/snmpd.conf X2 SNMP version 1 agent BCE&E X4 -

SNMP version 3 agent I RIEIE SNMP vl &l SNMP v2 i#E3K -

(4) FRE snmpdv3 EEAR
VACM_GROUP groupl SNMPv1
VACM_GROUP groupl SNMPv2c -

VACM_VIEW defaultView internet - included -
COMMUNITY public public noAuthNoPriv 255.255.255.255

A BXFEMMIERE A N-Reporter %4t IP address A1 community

(5) fEF chssys ¥§<1# community name 75/I0Z] ODM. BiZ) DPI2 subagent E&)%E community name
# chssys -s aixmibd -a "-c

# chssys -s hostmibd -a "-c

# chssys -s snmpmibd -a "-c

(6) f=LE DPI2 subagents #1 snmpd AR5
# stopsrc -s aixmibd; stopsrc -s hostmibd; stopsrc -s snmpmibd
# stopsrc -s snmpd

(7) BX&) snmpd 1 DPI2 subagents AR7

# startsrc -s snmpd

# startsrc -s aixmibd; startsrc -s hostmibd; startsrc -s snmpmibd
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(8) & DPI2 subagents ARISER
# ps -ef | grep mibd

(9) A odmget FE<BE community name 7B cmdargs & -
# odmget -q subsysname=aixmibd SRCsubsys

(10) EFA Issrc #5< &R subagent ODM
# Issrc -Ss aixmibd

(11) A snmpinfo 3 clsnmp 5% - #8& SNMP #k&&

# snmpinfo -md -v -c system

sysDescr.0 = "IBM PowerPC CHRP Computer

Machine Type: 0x0800004c Processor id: 00F8A0A14C00
Base Operating System Runtime AlX version: 06.01.0009.0100

# snmpinfo -md -v -c aixpagingspace
aixPageThreshold.0 = 95

aixPageName.1 = "hd6"
aixPageNameVG.1 = "rootvg"

# snmpinfo -md -c aixpagingspace
1.3.6.1.4.1.2.6.191.2.4.1.0 =95
1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = "hd6"

# clsnmp -v -c walk aixpagingspace
aixPageThreshold.0 = 95

aixPageName.l = hd6
aixPageNameVG.1 = rootvg

# clsnmp -c walk aixpagingspace
1.3.6.1.4.1.2.6.191.2.4.1.0=95
1.3.6.1.4.1.2.6.191.2.4.2.1.1.1 = hd6
1.3.6.1.4.1.2.6.191.2.4.2.1.2.1 = rootvg
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4. FreeBSD 11

(1) BEEFFERAMRA

# freebsd-version

root@freebsdll:~ # freebsd-version

11.4-RELEASE

(2) &% SNMP BR#S

# pkg install -y net-snmp

root@freebsdll:~ # pkg install -y net-snmp

(3) FRERME snmp ARFEEBIRIED

# sysrc bsnmpd_enable=YES

root@freebsdll:~ # sysrc bsnmpd_enable=YES

bsnmpd_enable: NO -> YES
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(3) 1 snmp REE

# cat >> /usr/local/share/snmp/snmpd.

? HHHH R R

?H# SNMP configuration

? HHHH R R R

? # Agent address

? agentaddress udp:161

? agentaddress udp6:161

?

? ## Access control

?# sec.name source community

? com2sec AllowAll

?

? #group <group_name> <security_mode> <security_name>

? group AllGroup v2c AllowAll

?

? # Define 'AllView', which includes everything under .1

?H view.name incl/excl subtree.mask(Optional)
AllView included A

group.name context model level prefix read write
AllGroup any noauth exact AllView none

? ## System contact information

? #syslocation <location set>

? #syscontact <contact_info>

? syslocation

? syscontact

?

? ## <<<<<<<<<<< End of config >>>>>>>>>>>#
? EOF

root@freebsdll:~ # cat >> /usr/local/share/snmp/snmpd.conf << EOF
#it#### AR AR AR AR R R AR R AR R R R R

# SNMP configuration #

#itH R

# Agent address

agentaddress udp:161

agentaddress udp6:161

## Access control

sec.name source communi ty
comlZsec Allowall 192.168.1.184 public

#group <group_name <security_mode <security_name:>
group AllGroup vZ2c AllowAll

# Define 'Allview', which includes everything under .1
# view.name incl/excl subtree.mask (Optional)
view Allview included .1

# group.name context model Tevel prefix read write notify
access AllGroup " any noauth exact Allview none none

## System contact information
#syslocation <location set=>
#syscontact <contact_info=>
sys location Taiwan
syscontact N-Partner

## <<<<<<<<e<< End of config s>s>>>55>555#
¢ EOF
root@freebsdll:~ #

oW REW REWECWEEWEEN EEW EEW EEN EEW RS RS IECN SN IS ICEN W RN IEEW IKEW RS EEW SN W IEEN LW R IEES ECN

A BXFEMIERE A N-Reporter %4t IP address A1 community
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(4) BiE) snmp FRIFFIEE snmp RIFIEH

# service bsnmpd restart && service bsnmpd status

root@freebsdll:~ # service bsnmpd restart && service bsnmpd status
Stopping bsnmpd.

waiting for PIDS:
Starting bsnmpd. .
bsnmpd is running as pid 842.
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(2) FRE Host Mib 21
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(2) MAESHEER
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(3) MRITIBRE
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