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1 ZHEERE Windows Server AD IRIEFHY NXLog

1.1 For Windows Server 2003 AD

1. F& NXLOG :
BI{E URL: http://nxlog.org/products/nxlog-community-edition/download
B FEAEDIREMEH R nxlog-ce-x.x.xxxx.msi + &%% & nxlog-ce-2.9.1716.msi °

2. ZENXLOG:
AEEEMUER ZHEE S (Administrator) WIESRERS D EARRITIRIEEBLR - (T4
SZRRRAZHREESHRERIER)
B ER € %4 nxlog-ce-2.9.1716.msi - #4%[ Install | - #1T NXLog 2N L&KL -

3. TFHEERE Windows 2003 9 NXLOG AZE1& nxlog_win2k3.conf :
BI#E URL : http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
B RLID 4R B8 LA 22 B8 1€ " C:\Program Files (x86)\nxlog\confinxlog.conf " #J NXLOG ECE1E,
1% EEH URL R nxlog_win2k3.conf 2R EHRENBER, REFEM TUWES
C:\Program Files (x86)\nxlog\conf\nxlog.conf " E§1€ 4 HY nxlog.conf X TR L EREEEFE -
it 1 FERERERAERAURER. WRERME EHER - WHFI - IREEIES Eventlog - B
BIEAKER 7 IFNER Eventlog # 5l - iEEE NXLOG ZXU ¥t Windows AD 4 BEREIE -

it 2 : 32 {iI;t OS AY NXLOG L& EE " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7c OS A9 NXLOG Z# KR TE " C:\Program Files (x86)\nxlog\confinxlog.conf "

4. TFEEE Windows 2003 A9 NXLOG ECE1E nxlog_win2k3_all.conf (&t £ EAY Eventlog)
BI{E URL : http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf
N-Reporter I fitiEZFEFTAET Windows AD Fi & Eventlog - FREE 2R Z Windows AD #)%
R - B nxlog_win2k3_all.conf IBRXEHREASEH, REFHER L& C:\Program
Files (x86)\nxlog\confinxlog.conf " E&1E Y nxlog.conf WL EREREEFIE -
558 TE 1% & 851 1 T B Windows AD 4 Eventlog °
A rRN IREEEREZE Windows AD FHEECHEE = RYIE IS MBE2R#1T NXLOG -
= T HIBESWEE A B 3L Nxlog BZIEE R EIRE AR Loading K& » FFEH LILEE
nxlog_win2k3.conf FIECEE for Windows 2003.

## This is a sample configuration file. See the nxlog reference manual about the

## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,

## otherwise it will not start.



http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k3.conf
http://www.npartnertech.com/download/tech/nxlog_win2k3_all.conf

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0OT%\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2003 and earlier use the following:
Module im_mseventlog
Exec parse_syslog_bsd(); \
if ($EventID == 672 or $EventID == 673 or $EventID == 675 or $EventlD == 528 or $EventID == 529 or $EventID == 538 or $EventID
== 540 or $EventlD == 551 or $EventID == 560 or $EventID == 612 or $EventID == 624 or $EventID == 626 or $EventlD == 627 or $EventID
== 628 or $EventlD == 629 or $EventID == 630 or $EventID == 631 or $EventID == 632 or $EventID == 633 or $EventlD == 634 or $EventID
== 635 or $EventlD == 636 or $EventID == 637 or $EventID == 638 or $EventID == 641 or $EventID == 642 or $EventlD == 645 or $EventID
== 646 or $EventlD == 647) { $SyslogFacilityValue = 13; } \
else if (§SourceName == "Service Control Manager") { $SyslogFacilityValue = 13; } \
else if ($SourceName =~ /"MSSQL*/) { $SyslogFacilityValue = 18; } \
else\
\
drop();\
}

</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514

Exec $Message = string($EventID) + ": " + $Message;
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == 'WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType =="INFO' or $EventType =='AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();

</Output>

<Route eventlog>
Path in_eventlog => out_eventlog

</Route>

BN FEIMUF MK OS IRIES 32 U7tk 64 iI7TEEE NXLOG [EEMZHREKK
A HEBIIRIES 64 17T OS Z4%, #EIF " define ROOT C:\Program Files (x86)\nxlog "
KB FEIEHIA N-Reporter #28 1P - AXXHEHIREA " 192.168.2.64
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ARESHIMWNE :

=Dl %
BWRE REE SHE BR0 KRB BHEESL BSND BR &7 AHNEEED SAEW 7 X
| oG s Bl4mD|oe (i + | EE[S1[EE(0EHMBE|= 2y =4y

[ stecent | |

#define
define R

use the following:

r $EventID == 673 or EventID == 675 or YEv 5 r $Even 529 or $EventID ~ $EventID
$EventID . AtID v 6 i ) AtID 27 or $EventID
FEwventID 6 k i
$EventID ol n § or tEventID == == ~ $EwventID == B45 or $EventID

I

}
</Input>

<Output out_eventlog»

|Pexd somwce file [length: 2025 lines : 45 Ln:d45 Col:9 Sel:0 Dosiindows |aNsT s

RYEN NXLOG X :

a. DUR#HEEESNHIIT] LR FT RE NXLOG
[ FBE 1-[ FrBERR |- BRNERER |- [ m<RrFr | BEARRM mIR~F
7o ] EBE [URmEEES O]

ML RRFICHA ¢
net stop nxlog
net start nxlog
#EFRIUTHAR

The nxlog service is starting.

The nxlog service was started successfully.
b. [ Bt |- FIEEI o[ 2EEITE 15[ Bk#E | >BEE [ nxlog | - AR nxlog | - Fh
E[ RE K[ EFRE ]



6. 1RENXLOG 2B IEFRE :
FARIEE NXLOG M log &, 1EZREKIES " C:\Program Files (x86)\nxlog\data\nxlog.log "
=S ,%éET Error BUEHE - R RIEERE -
ol

R BEE SHO BRD RSN EAE50 B0 BE AT ARSEE #EW 7 X
| c OB s &(4dDD(oe(ak| 2tz BE(51[EE0EMEE|= >

B ciccont [E ndogleg |

2014-27-24 14:16:@8 INFO nxlog-ce-2.7.1191 started
d 5:27 WARNING stopping nxleg Tk
84 14:16:27 WARNING nxlog-ce rec d a termination request signal, exiting...
4-07-84 14:16:29 INFD nxlog-ce-2.7.1191 started

Worr length : 244 lines: 5 Lu:l Col:l 8el:0 Do ind s |ANEI ms

7. %8 Windows Server 2003 AD Syslog =& f&#5, BERMETNiEERE [ Windows AD ]
it : B NXLOG ;8% Eventlog to Syslog Utility i B4 4RiSE L UTFS 4RISAYINAE - FRLUFRIE
Windows Server 2003 AD 2B AESE A ERE - HRELIREL -

Win2003AD_192.168.1.90

8. RBRIEE:
OS Windows Server 2003 AD Z82hR 5 EZ[ BIGS 4R -
OS Windows Server 2003 AD 532k 55 2= 1% GB2312 4R 1S -
OS Windows Server 2003 AD %=X it 55 E1Z[ UTF8 4R 15 -
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1.2 For Windows Server 2008 AD

1.

& NXLOG :
BIfE URL http://nxlog.org/products/nxlog-community-edition/download
B FEAE IR EANEFR nxlog-ce-x.x.xxxx.msi + 2% % T & nxlog-ce-2.9.1716.msi
Z % NXLOG :

BEEDBER 2AEES (Administrator) BIRSEER S DB ARRILIRIEHB LR - (F8I005:
ZTRERAENEEENRTERIER)
B ERE R nxlog-ce-2.9.1716.msi - B5#[ Install ] - #1177 NXLog 2L &L HH
THE&E Windows 2008 NXLOG At &1 nxlog_win2k8.conf :
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
BA D 4R B8 It A2 2R B8R " C:\Program Files (x86)\nxlog\confinxlog.conf " B&E D) NXLOG B &
&, & LMY URL £RY nxlog_win2k8.conf BRI EABEH, A L& C:\Program
Files (x86)\nxlog\conf\nxlog.conf S P H nxlog.conf IEEPHSERTEETFE -
i1 ERESERERARERE. LRERBL EHER - MHEEN - IREEIES Eventlog -
EiBEAE 7 IEHZER Eventlog 27 - imEE NXLOG 21{#f Windows AD EH#MAEMEIE -

it 2 : 32 fiI7t OS NXLOG L IEETE " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7t OSNXLOG Z4:E&{E7E " C:\Program Files (x86)\nxlog\confinxlog.conf " -

THERE Windows 2008 £ NXLOG At &1 nxlog_win2k8_all.conf (ifiti £ & Eventlog)

BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf
N-Reporter fe ffiEF T AT Windows AD Fi5 Eventlog - £ FEEZEHEZE Windows AD #)%
R - BT nxlog_win2k8_all.conf iEXEMNRTENBSEH, ABKFHERL EIWEZE C:\Program
Files (x86)\nxlog\confinxlog.conf " B P HY nxlog.conf W HREERFIE -
bR’ E 18 & 8 H FT A Windows AD B9 Eventlog -
AARI R ERERZE Windows AD FHEFCHEER 5 R RS WEEARHIT NXLOG -
= TIPS WEE A B 3L Nxlog BEIEE FREIR[EFM Loading KE » FFEH LILEE
nxlog_win2k8.conf FECEE for Windows 2008.



http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2k8.conf
http://www.npartnertech.com/download/tech/nxlog_win2k8_all.conf

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=1100)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4616)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4740)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="Security">*[System[(EventID=4744)]]</Select> \
<Select Path="Security">*[System[(EventID=4745)]]</Select> \
<Select Path="Security">*[System[(EventID=4748)]]</Select> \
<Select Path="Security">*[System[(EventID=4749)]]</Select> \
<Select Path="Security">*[System[(EventID=4750)]]</Select> \
<Select Path="Security">*[System[(EventID=4753)]]</Select> \
<Select Path="Security">*[System[(EventID=4754)]]</Select> \
<Select Path="Security">*[System[(EventID=4755)]]</Select> \
<Select Path="Security">*[System[(EventID=4756)]]</Select> \
<Select Path="Security">*[System[(EventID=4758)]]</Select> \
<Select Path="Security">*[System[(EventID=4759)]]</Select> \
<Select Path="Security">*[System[(EventID=4760)]]</Select> \
<Select Path="Security">*[System[(EventID=4763)]]</Select> \
<Select Path="Security">*[System[(EventID=4764)]]</Select> \
<Select Path="Security">*[System[(EventID=4767)]]</Select> \
<Select Path="Security">*[System[(EventID=4778)]]</Select> \
)
)

<Select Path="Security">*[System[(EventID=4783)]]</Select> \
<Select Path="Security">*[System[(EventID=4800)]]</Select> \
<Select Path="Security">*[System[(EventID=4801)]]</Select> \
<Select Path="System">*[System[(EventID=7036)]]</Select> \
<Select Path="Application">*[System[(Event|D=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
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</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if (§EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (§EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

X FEMUB K OS IRIRA 32 1U7TEl 64 T E NXLOG I[EERZ R

AN HEBIRIES 64 17T OS %48, #EIZ " define ROOT C:\Program Files (x86)\nxlog "
B FERMIFEH A N-Reporter #23 IP - AXHEFIBEA " 192.168.2.64 " -
REEHIWMT

f | E I
<Select ="Security">
<Select ="Security">
<Select ="Security”
<Select ="Security”
<Select ="Security”
<Select ="Security”
<Select ="Security”
<Select ="Security”

>*[System[ (EventID=4723)]]</Select>
<Select ="Security">*

[

*[System[ (EventID=4724)]]</Select>
*[System[ (EventID=4725)]]</Select>
*[System[ (EventID=4726)]]</Select>
[System[ (EventID=4727)]]</Select>
*[System[ (EventID=4728)]]</Select>
*[System[ (EventID=4729)]]</Select>
*[System[ (EventID=4738)]]</Select>
[System[ (EventID=4731)]]</Select>
[System[ (EventID=4732)]]</Select>
[
[
[
A
Al
[
[
A

>#
>¥
>
3
>#
»¥

<Select ="Security">*
<Select ="Security”>*
<Select ="Security"»*
<Select ="Security">
<Select ="Security">
<Select ="Security™>
<Select ="Security">

System[ (EventID=4733)]]</Select:>

System[ (EventID=4734)]]</Select>

System[ (EventID=4735)]]</Select>

System[ (EventID=4737)]]</Select>

System[ (EventID=4738)]]</Select:>

System[ (EventID=4739)]]</Select>
<Select ="Security”>*[System[ (EventID=4741)]]</Select>
<Select ="Security”>*[System[ (EventID=4742)]]</Select>
<Select ="Security">*[System[ (EventID=4743)]]</Select>
<Select ="System”>*[System[ (EventID=7836)]]</Select> \
<Select ="Application”»*[System[ (EventID=18454)]]</Select> \
<Select ="Application">*[System[ (EventID=18456)]]</Select> \

r </Query> \

r </QuerylList>

-</Input>

H<Output out_eventlog>
Module om_udp
Host 192.168.2.64
Port 514
Exec $Message = string($SourceName) + ": ™ + string($EventID) + ": " + $Message;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if ($EventType == "WARNING') { $SyslogSeverityValue = 4; } \
else if ($EventType == "INFO' or $EventType == "AUDIT_SUCCESS®) { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
-</Output>

H<Route eventlog>

RYEN NXLOG 1 :
URGEBES NI m<RRFIT [BE NXLOG :
[ Fta -] PAERER |- BRANEBER |- [ MR RFx | BEAREK mSERF
70 | BEE [URREEEE DT -
ML IERFITHA ¢
net stop nxlog
net start nxlog




#EFILTAR

The nxlog service is starting.

The nxlog service was started successfully.

b. [ B 1 -] FIEREIN -] 2AREEIE |-[ RIF | >FEF [ nxlog ] - BAHREARFE[ nxlog ] - &
[ B(E 12X[ EFRE ] -

6. 1E NXLOG REIEFERE :

FARUIEE NXLOG HY log 1&, 1EZEKE%H " C:\Program Files (x86)\nxlog\data\nxlog.log "

= 2B #N Error W - RORIEERE -
!{ C:AProgram Filez (xB0)\nxdogldatalnxlog log - Notepad++ ;|g|5|
EIEF) IRERE) =iE) EEE) REN EAEE0 BT BEE #IT SHEMEEHE) W\ ¢ X
|cOHE 840D (ae(hel+ B8 EBEapE »

B wcdogeont = nxbglﬂgl

ARNING stopping nxlog service
ARNING nxlog-ce received a termination request signal, exiting...
INFO nxlog-ce-2.7.1191 started

length : 192 lines : 4 Lon:l Col:1 Zel:0 DiodWindows JANZI ms

7. %8 Windows Server 2008 AD Syslog =% f&l5, BERMENEEERE [ Windows AD ] -

. Npartner (Global) v

=

Syslog FEBFEE

BT

| Windows AD v |

Facility

RIES

| UTF-8 v |

=]
bl
i
It
BT}
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1.3 For Windows Server 2012 AD

1.

T & NXLOG :

BIfE URL http://nxlog.org/products/nxlog-community-edition/download

B FEAE IR EANEFR nxlog-ce-x.x.xxxx.msi + 2% % T & nxlog-ce-2.9.1716.msi

2% NXLOG :

wxEUBER RAEEE (Administrator) WIRIREIRS 2B ARSI IRIFAERBILER - (ZRIT74:
SRR AENREBERRERIER)

B ERE R nxlog-ce-2.9.1716.msi - BH#[ Install ] - #1717 NXLog BN L3S H: -

THE&E Windows 2012 NXLOG Bt E1& nxlog_win2012.conf :

BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2012.conf

BA D 4R B8 It A2 2R B8R " C:\Program Files (x86)\nxlog\confinxlog.conf " B&E D) NXLOG B &
&, # EEA URL £M nxlog_win2k3.conf IEXENREASEH, RERHEE LWES
C:\Program Files (x86)\nxlog\confinxlog.conf " &€ HY nxlog.conf #E RPN EREEFE -
it 1: FEREREREZRALRER. WRERMEEREZ - WHFE - IRFEIESE Eventlog - B
BIBAKER 7 IENER Eventlog 5T - iFEE NXLOG 2T ¥t Windows AD 4 BEMEIE -

i 2 : 32 fiI7t OS NXLOG ZLEEE&{E % " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7c OS NXLOG ZHEIEEE " C:\Program Files (x86)\nxlog\confinxlog.conf "

T &’ E Windows 2012 #9 NXLOG nxlog_win2012_all.conf (it £ Eventlog)

BI{E URL : http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf

N-Reporter I fitiEZFEFTAET Windows AD Fi & Eventlog - £ REE 2R Z Windows AD #)%
IR - 55T nxlog_win2012_all.conf R EASEE, RERHER EIWEZ C:\Program
Files (x86)\nxlog\confinxlog.conf " EEE P nxlog.conf WE R EERFIE -

558 7E 1% & 89 1 T B Windows AD Y Eventlog -

ARl IEREEE®REZ Windows AD FHECHEE = RIIE IS MBEAR#MIT NXLOG -

= T HIES WEE A BBl Nxlog BB FREIR[E M Loading K& - B LSl
nxlog_win2012.conf KJECEHE for Windows 2012.

10


http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2012.conf
http://www.npartnertech.com/download/tech/nxlog_win2012_all.conf

## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012r2 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=1100)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4616)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4740)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="Security">*[System[(EventID=4744)]]</Select> \
<Select Path="Security">*[System[(EventID=4745)]]</Select> \
<Select Path="Security">*[System[(EventID=4748)]]</Select> \
<Select Path="Security">*[System[(EventID=4749)]]</Select> \
<Select Path="Security">*[System[(EventID=4750)]]</Select> \
<Select Path="Security">*[System[(EventID=4753)]]</Select> \
<Select Path="Security">*[System[(EventID=4754)]]</Select> \
<Select Path="Security">*[System[(EventID=4755)]]</Select> \
<Select Path="Security">*[System[(EventID=4756)]]</Select> \
<Select Path="Security">*[System[(EventID=4758)]]</Select> \
<Select Path="Security">*[System[(EventID=4759)]]</Select> \
<Select Path="Security">*[System[(EventID=4760)]]</Select> \
<Select Path="Security">*[System[(EventID=4763)]]</Select> \
<Select Path="Security">*[System[(EventID=4764)]]</Select> \
<Select Path="Security">*[System[(EventID=4767)]]</Select> \
<Select Path="Security">*[System[(EventID=4778)]]</Select> \
<Select Path="Security">*[System[(EventID=4783)]]</Select> \
<Select Path="Security">*[System[(EventID=4800)]]</Select> \
<Select Path="Security">*[System[(EventID=4801)]]</Select> \
<Select Path="System">*[System[(Event|D=7036)]]</Select> \
<Select Path="Application">*[System[(Event|D=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \
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</Query>\
</QueryList>
</Input>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (§EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>

Path in_eventlog => out_eventlog
</Route>

BN FEMIGE M OS IRIF /A 32 17Tk 64 ITTERE NXLOG IEFERZ RIS K
KN HEFIIRIES 64 17T OS Z4%, #EIZ " define ROOT C:\Program Files (x86)\nxlog " -
A EXFEIEH A N-Reporter #28 IP - A6 A8 A " 192.168.2.64 "
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ARESHIMWNE :

«Query Id="@":

<select Path="Security">*[System[ {EwentID=4768)]]</elect>
ehelect Path="Security™>*[System[ (EwventID=4763)]]</2elect>
¢select Path="Security™>*[System[ (EventID=4771)]]</5elect>
¢select Path="Security"»*[System[ {EventID=4624)]]«</Select>
<select Path="Security™>*[System[ (EventID=4625)]]«</select>
<select Path="Security">*[System[{EventID=4634)]]«</Select>
eselect Path="Security™»*[System[ (EventID=4647)]]</2elects
<select Path="Security">*[System[ {EventID=4648)]]</elect>
ehelect Path="Security™>*[System[ (EwentID=4656)]]</2elect>
¢select Path="Security™>*[System[ (EventID=4719)]]</elect>
¢select Path="Security"»*[System[ {EventID=472@)]]«</Select>
<select Path="Security™>*[System[ (EventID=4722)]]«</5elect>
c<select Path="Security">*[System[ {EventID=4723)]]</Select>
eselect Path="Security™»*[System[ (EwventID=4724)]]</2elect>
<select Path="Security">*[System[ {EwentID=4725)]]</%elect>
ehelect Path="Security™>*[System[ (EwentID=4725)]]</elect>
¢select Path="Security™>*[System[ (EventID=4727)]]</5elect>
¢select Path="Security"»*[System[ {EventID=4728)]]«/Select>
<select Path="Security™>*[system[ (EventID=4729)]]«</select>
<select Path="Security">*[System[ {EventID=473@)]]</Select>
eselect Path="Security™»*[System[ (EwentID=4731)]]</2elects
<select Path="Security">*[System[ {EwentID=4732)]]</%elect>
¢select Path="Security">»*[System[ {EventID=4733)]]«/Select>
¢select Path="Security™>*[System[ (EventID=4734)]]</celect>
¢select Path="Security"»*[System[ {EventID=4735)]]«/Select>
<select Path="Security™>*[system[ (EventID=4737)]]«</select>
<select Path="Security">*[System[ {EwentID=4738)]]</Select>
eselect Path="Security™»*[System[ (EwventID=4733)]]</2elects
<select Path="Security">*[System[ {EwentID=4741)]]</%elect>
¢select Path="Security">*[System[ {EventID=4742)]]«/Select>
¢select Path="Security™>*[System[ (EventID=4743)]]</celect>
¢select Path="System™>*[System[ (EventID=7836)]]</5elect> \
¢select Path="#pplication™»*[System[ (EventID=18454)]]</select> Y
<select Path="#pplication™»*[System[{EventID=18456)]]</select> \
- < Querys Y

- </QueryList>

=</ Input>

e s e i i i e

«0utput out_eventlog:
Module om_udp
Host 192,168, 2. &
Port 514
Exec fMessage = string{$SourceName) + ": " + string($EventID) + ": " + IMessage;
Exec 1f ($EventID == 18454 or }EventID == 18456 ) { $SyslogFacilitywalue = 18; }
. else { $5yslogFacilitywalue = 13; }
Exec if ($EventType == 'ERROR" or 3EwventType == "AUDIT_FAILURE') { $SyslegSewerityWalue = 3; } A
i else if ($EventType == "WARNING') { $SyslogSeveritywalue = 4; %
i else if (}EventType == "INFO" or 3EventType == 'AUDIT_SUCCESS') { $SwslogSeverityvalue = 5; F
Exec to_syslog bsd();
<foutput>

Path in_eventleg =» out_eventlog

T <Route eventlogs
< fRouter

B{E NXLOG 2= :

DIAMEEEBZ T LRI FIT | BE NXLOG :

[ A% 1> FrIEER |- BAMEBRERN |- [ m<ERFT | BEAREK mIERT
70 | BEURAKEEES W]

[ Windows PowerShell J&i A :

net stop nxlog

net start nxlog

H#EEIUTHE

nxlog AR#51EFERYEN.

nxlog RR#E &R ENRLIN.

[ BB 1 - FIBER |- 2KEEITE [ IR | -2 [ nxlog ] - B#EAARIS[ nxlog | » &
[ RIE) 15N ERRE ) -
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6. & NXLOG EEIEFEREF :

FRUEE NXLOG M log &, 1EZREKIES " C:\Program Files (x86)\nxlog\data\nxlog.log "

6 R B RN Error WAl - SRONIERBRES -
o CA\Program Files (x86)\nxlog\data\nxlog.log - Notepad++ [ = | o [
MR MIBE 8|32 SRV EEN) EBEXEEQ SIIMm EE AT sEsEPe) #mEw 7 X

ZRAQCOH BEE 9 QB AANRRE

l:l nxlog.conf E nxlﬂg.lng}
1 b : -

S

Mormal text file length : 244  lines: 5 Ln:1 Col:1 S5el:D Dos\Windows ANSI INS

7. %8 Windows Server 2012 AD Syslog =% f&l5, ERMENEEERE [ Windows AD ] -

. Npartner (Global) ~
E

BE 1

Win2012AD_192.168.1.90

P

192.168.1.90

REER

Syslog Flow SNMP

Syslog HHEEE

EREL oba
| Windows AD - | Ie Global
D Global
Facility Global
v Glol
Global
SE|IEATL
| UTES v
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1.4 For Windows Server 2016 AD

1. & NXLOG :
BIfE URL http://nxlog.org/products/nxlog-community-edition/download
B FEAE IR EANEFR nxlog-ce-x.x.xxxx.msi + 2% % T & nxlog-ce-2.9.1716.msi

2. ZERNXLOG:
wxEUBER RAEEE (Administrator) WIRIREIRS 2B ARSI IRIFAERBILER - (ZRIT74:
SRERA BN BEERRERIER)
B ERE R nxlog-ce-2.9.1716.msi - BH#[ Install ] - #1717 NXLog BN L3S H: -

3. FHEEE Windows 2016 NXLOG EcE1& nxlog_win2016.conf :
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2016.conf
BA D 4R B8 It A2 2R B8R " C:\Program Files (x86)\nxlog\confinxlog.conf " B&E D) NXLOG B &
18, 1§ _EmEY URL _£EAY nxlog_win2016.conf BRERREANBE S, MAERE L& C:\Program
Files (x86)\nxlog\confinxlog.conf " E&E P nxlog.conf IR PR SEEREEBFE -
it 1: FEREREREZRAURER. WRERMLEREZ - WHFE - IRFEIESE Eventlog - B
BIBAKER 7 IENER Eventlog F:T - iFEE NXLOG 2T ¥t Windows AD ¥ BEMEIE -

i 2 : 32 fiI7t OS NXLOG ZLEEE&{E % " C:\Program Files\nxlog\confinxlog.conf "
64 fiI7t OSNXLOG Z4:E&{E7E " C:\Program Files (x86)\nxlog\confinxlog.conf " -

4. THEERTE Windows 2016 B NXLOG B E1E nxlog_win2016_all.conf (&iLi =3 Eventlog)
BIfE URL : http://www.npartnertech.com/download/tech/nxlog_win2016_all.conf
N-Reporter fefft;EZFEFTAET Windows AD Fi & Eventlog - £ REEEHRZ Windows AD #)%
R - Bi% nxlog_win2016_all.conf ERBHNREABTEE, ABRHEM L WEE
C:\Program Files (x86)\nxlog\confinxlog.conf " E§1€ A9 nxlog.conf I ER EEFIE -
558 TE 1% & 89 1 T B Windows AD Y Eventlog -
A rRN IREEEREZE Windows AD FHECHEE S RIIE IS JMBEZR#1T NXLOG -
= T RIE R WEE A 2B Nxlog BIERRFRIEIRFEHM Loading K& - B LS
nxlog_win2016.conf KIECEHE for Windows 2016.
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http://nxlog.org/products/nxlog-community-edition/download
http://www.npartnertech.com/download/tech/nxlog_win2016.conf
http://www.npartnertech.com/download/tech/nxlog_win2016_all.conf
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## This is a sample configuration file. See the nxlog reference manual about the
## online at http://nxlog.org/nxlog-docs/en/nxlog-reference-manual.html

## Please set the ROOT to the folder your nxlog was installed into,
## otherwise it will not start.

Moduledir %ROOT%\modules
CacheDir %RO0T%\data

Pidfile %ROO0OT %\data\nxlog.pid
SpoolDir %RO0T%\data

LogFile %RO0T%)\data\nxlog.log

<Extension syslog>
Module xm_syslog
</Extension>
<Input in_eventlog>
# For windows 2008/vista/7/8/2012/2012R2/2016 and latter use the following:
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventID=1100)]]</Select> \
<Select Path="Security">*[System[(EventID=4769)]]</Select> \
<Select Path="Security">*[System[(EventID=4768)]]</Select> \
<Select Path="Security">*[System[(EventID=4771)]]</Select> \
<Select Path="Security">*[System[(EventID=4616)]]</Select> \
<Select Path="Security">*[System[(EventID=4624)]]</Select> \
<Select Path="Security">*[System[(EventID=4625)]]</Select> \
<Select Path="Security">*[System[(EventID=4634)]]</Select> \
<Select Path="Security">*[System[(EventID=4647)]]</Select> \
<Select Path="Security">*[System[(EventID=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4656)]]</Select> \
<Select Path="Security">*[System[(EventID=4719)]]</Select> \
<Select Path="Security">*[System[(EventID=4720)]]</Select> \
<Select Path="Security">*[System[(EventID=4722)]]</Select> \
<Select Path="Security">*[System[(EventID=4723)]]</Select> \
<Select Path="Security">*[System[(EventID=4724)]]</Select> \
<Select Path="Security">*[System[(EventID=4725)]]</Select> \
<Select Path="Security">*[System[(EventID=4726)]]</Select> \
<Select Path="Security">*[System[(EventID=4727)]]</Select> \
<Select Path="Security">*[System[(EventID=4728)]]</Select> \
<Select Path="Security">*[System[(EventID=4729)]]</Select> \
<Select Path="Security">*[System[(EventID=4730)]]</Select> \
<Select Path="Security">*[System[(EventID=4731)]]</Select> \
<Select Path="Security">*[System[(EventID=4732)]]</Select> \
<Select Path="Security">*[System[(EventID=4733)]]</Select> \
<Select Path="Security">*[System[(EventID=4734)]]</Select> \
<Select Path="Security">*[System[(EventID=4735)]]</Select> \
<Select Path="Security">*[System[(EventID=4737)]]</Select> \
<Select Path="Security">*[System[(EventID=4738)]]</Select> \
<Select Path="Security">*[System[(EventID=4739)]]</Select> \
<Select Path="Security">*[System[(EventID=4740)]]</Select> \
<Select Path="Security">*[System[(EventID=4741)]]</Select> \
<Select Path="Security">*[System[(EventID=4742)]]</Select> \
<Select Path="Security">*[System[(EventID=4743)]]</Select> \
<Select Path="Security">*[System[(EventID=4744)]]</Select> \
<Select Path="Security">*[System[(EventID=4745)]]</Select> \
<Select Path="Security">*[System[(EventID=4748)]]</Select> \
<Select Path="Security">*[System[(EventID=4749)]]</Select> \
<Select Path="Security">*[System[(EventID=4750)]]</Select> \
<Select Path="Security">*[System[(EventID=4753)]]</Select> \
<Select Path="Security">*[System[(EventID=4754)]]</Select> \
<Select Path="Security">*[System[(EventID=4755)]]</Select> \
<Select Path="Security">*[System[(EventID=4756)]]</Select> \
<Select Path="Security">*[System[(EventID=4758)]]</Select> \
<Select Path="Security">*[System[(EventID=4759)]]</Select> \
<Select Path="Security">*[System[(EventID=4760)]]</Select> \
<Select Path="Security">*[System[(EventID=4763)]]</Select> \
<Select Path="Security">*[System[(EventID=4764)]]</Select> \
<Select Path="Security">*[System[(EventID=4767)]]</Select> \
<Select Path="Security">*[System[(EventID=4778)]]</Select> \
<Select Path="Security">*[System[(EventID=4783)]]</Select> \
<Select Path="Security">*[System[(EventID=4800)]]</Select> \
<Select Path="Security">*[System[(EventID=4801)]]</Select> \
<Select Path="System">*[System[(Event|D=7036)]]</Select> \
<Select Path="Application">*[System[(Event|D=18454)]]</Select> \
<Select Path="Application">*[System[(EventID=18456)]]</Select> \




</Query>\
</QueryList>

<Output out_eventlog>
Module om_udp
Host
Port 514
Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $SyslogFacilityValue = 18; } \
else { $SyslogFacilityValue = 13; }
Exec if ($EventType == 'ERROR' or $EventType == 'AUDIT_FAILURE') { $SyslogSeverityValue = 3; } \
else if (JEventType == 'WARNING') { $SyslogSeverityValue = 4; }\
else if (§EventType =='INFO' or $EventType == 'AUDIT_SUCCESS') { $SyslogSeverityValue = 5; }
Exec to_syslog_bsd();
</Output>

<Route eventlog>
Path in_eventlog => out_eventlog
</Route>

BN FEMIF K OS IRiR/ 32 I7osk 64 NIt E NXLOG IEMERI LA E

KN HEFIIRIES 64 17T OS Z4%, EIZ " define ROOT C:\Program Files (x86)\nxlog " -
B FERMIFEH A N-Reporter #23 IP - AXHEFIBEA " 192.168.2.64 " -
REHMTE :

<Select Security"»*[System[ (EventID=4753)]]</Select>
<select Security"»*[System[ (EventID=4754)]]</Select>
<select Security"»*[System[ (EventID=4755)]]</Select>
<select Security"»*[System[ (EventID=4756)]]</Selects
<select Security">»*[System[ (EventID=4758)]]</Select>
<select Security"»*[System[ (EventID=4759)]]</Select>
<select Security"»*[System[ (EventID=475@)]]</Selects
<select Security"»*[System[ (EventID=4763)]]</5elect>
<select Security"»*[System[ (EventID=4764)]]</5elect>
<select Security"»*[System[ (EventID=4767)]]</Select>
<select Security"»*[System[ (EventID=4778)]]</5elect>
<select Security"»>*[System[ (EventID=4783)]]</5elect>
<select Security"»>*[System[ (EventID=480@)]]</select>
<select Security"»>*[System[ (EventID=4801)]]</Select>
<select System"»*[System[ (EventID=7036)] J</Selects Y
<select fpplication™»*[System[ (EventID=18454)]]«</Select> \
<select fpplication™s*[System[ (EventID=18456)]]</Select> \
<fQuerys Y
</Querylist»
</Input>

<«Cutput out_eventlogs
Module om_udp
Host 192,168, 2,64
Port 514
Exec $Message = string($SourceName) + ": " + string{$EventID) + ": " + }Hessage;
Exec if ($EventID == 18454 or $EventID == 18456 ) { $5yslogFacilityvalue = 18; } %
else { $syslogFacilityvalue = 13; }
Exec if ($EventType == 'ERRCOR" or $EventType == "AUDIT_FAILURE') { #syslogseveritywalue = 3; + \
else if ($EventType == "WARNING') < #syslogseverityvalue = 4; 1%\
else if ($EwentType == 'INFD" or $EventType == "AUDIT_SUCCESS') { $oyslogseveritwvalue = 55 }
Exec to syslog_bsd();
<fOutput>

I%(Route eventlog»
Fath in_eventleg =» out_eventlog
</Route>

R &N NXLOG £ :
a. DUmEEESNNT] m<RRFIT [RE NXLOG :
[ B - ABEER |- BRNEBRERN |- [ m<RERFT | BEARM mSERT
7T ] BEE URREEES T -
MR FICHA ¢
net stop nxlog
net start nxlog

#ERIUTHAR
The nxlog service is starting.
The nxlog service was started successfully.
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b. [ B 1o FIAERIN |- 2AEETER |- R | >HF [ nxlog | - BT nxlog ] - #h
[ BYED 13K EFRNE |-

6. & NXLOG REIEERE :
FARIIEE NXLOG HY log 1&, 1EZEK1E% " C:\Program Files (x86)\nxlog\data\nxlog.log "
£ 2B Error WELE - RARIEERE -
&,‘ C:AProgram Filez (xB0)\nxdogldatalnxlog log - Notepad++ ;|g|5|
HEF REE SHE WA REN EREE0) BN EE BT SMBEHEE #igwm ¢ X
J cHHEHE S &4 D| e |tk 2 2|35

B cdogeond = mdoglog |

ved a termination request signal, exiting...
ce-2.7.1191 started

TR Sy

length : 192 lines : 4 Lon:l Col:1 Zel:0 DiodWindows JANZI ms

7. ¥hi8 Windows Server 2016 AD Syslog =%f&l5, BERMETNEERE [ Windows AD ] -

- CLOUD

. Npartner (Global) +

E:1

A
Glaba 1.1.1.8 1.1.1.8 ® Syslog
4 Glabal & Fl
Glab: 4 A, ® I

# Global @ Syslog
Win2016AD_192.168.1.90 Glob: @ Syslog
Global @ Syslog
1P Globa @ Sysloz
192.168.1.90 Global ® Syslog
Globa @ Sysloz
HEER Global @ Syslog
Syslog Flow SNMP Globa ® Sysloz
Global @ Syslog
Syslog EBIERTE Globa @ Syslog
Global @ Flo
EREL Globa @ Flo
" Globa — =
| Windows AD - | Global
(Do oo =
Facility Global -
rrrrrrrrrrrrrrrrrrrrrrrrrrr v Globa ®
Global WS
REAE
| UTF-8 v |
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2 Windows 2003 Active Directory Server ¥&1%:&
AEHEERAN FRERE :
1| REESERE B AR L OERIER - 2 R TS ER SRR R -
Windows 2003 AD Server B A tH 0TSRRI B 85 SR ZIRE - TRREREN -
228 NXLOG K588 - 3mSR —me -

2.15%%E Windows 2003 AD Server fE{EAEE A E HAVEXIEA
RESEUT :

1. DUEED 2H#EE SR Administrator 528 7A Domain Admin HIIRIRER S 2 E A
Windows 2003 AD Server(#8IE12Hlk5) - (SRl o gE & FERA BRI SN EEIFA)

."';[];J.-Titf'lu:z: notepad++ -H (R e ER 83]

@ Active Directory 181 35 5 SIS
Active Directory 5 & B IR TE

e’@ Active Directory #8185 51T

G DHCP

2 Dug

Br Microsoft NET Framework 2.0 3058
5 TR

£ AEEEER

o iEiREREsIE

& IRTS

B e

&y =g

B #intEERassE

B iR

M () ASUS Utility T B

Log Parer 2.2 3 HEHPRR (ODEC)

Microsnft Office r B BhEERTE

\g D p— Microsoft SOL Server 2005+ (B EEfpesig
Microsoft Tisual Stadio 2005+ - § ZERATADISIARES

o P, TeamViswer 6 i gﬁm@pﬂ?;u
Tin13

Windows Resource Kit Tools £ “ ::

WinPeap

ﬂ&] Notepad++
. i
Interget Explorer (32-bif)

@SewUﬁﬂrn‘*é Ttbtne

Wozilla Firefox
) COutlook Express
1] Wireshark
oo TEIRRED
ADAndit Plus
ead only Windows PowerShell 1.0
) Sere-T
FEERE ’|'iz Wotepad+

el Windows Catalog
% Windows Update

..-J\I‘./ Windows 8%

& SRR
2 FRIEFRMEIES

* v w v

o [o] Mo

HE [ R/ EESX/ ZREETE / fEirEslnZeMER ] -
o RAEETHIENREZEHRAAREREAMSENFEYGFIAEREEER) - mAEEHiEE
2R AR EFRAMEZEH I (Domain Controllers) - ZEZ G ItMEZEHEZRARES —H -
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2. BITE [Windows T / ZE=MRE / SRR / FEZIRAD | -

T AR B EME 2 R Ioix]
BEED #Tw BED HEE
e -|_| X B @ m
i FAl [ BBz [
) 2% BB i
RS i
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N-Partner ATELZA :

TEL: +886-4-23752865

FAX: +886-4-23757458

BRI ERERS :

Email: support@npartnertech.com
Skype : support@npartnertech.com
BRIEHHEIRERERS

Email: sales@npartnertech.com
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