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1. NXLog
1.1 NXLog ZR%8

NXLog Y plugin ZREBARFFETEENEABNER - BATAMERMENER  RERFEZXIETHEENAL - o
VR ERARREA - EEMELEEIOR S Haciz -

https://nxlog.co/documentation/nxlog-user-guide#modules-im

Input g Processor Output
Im_xxx pm_xxx om_xxx

Input Processor Output
Im_xxx pm_xxx om_xxx
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https://nxlog.co/documentation/nxlog-user-guide#modules-im

1.2 NXLog %5

(1) & NXLog

RIEABLE https://nxlog.co/products/nxlog-community-edition/download

TEBULFFAR nxlog-ce-x.x.xxxx.msi - #4l: nxlog-ce-2.10.2150.msi

» Windows
54

(2) %% NXLog

252 [ nxlog-ce-2.10.2150.msi ] -> 3% [Install ] 2 [ Finish]

#7 NXLog-CE Setup — ¥

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

(3) THILEE NXLog 7EH

T HEE4S: hitps://www.npartnertech.com/download/tech/nxlog WinllS.conf ->

&Z NXlLog =X Copy-ltem nxlog_WinlIS.conf 'C:\Program Files (x86)\nxlog\conf\nxlog.conf'

EN Administrator: Windows PowerShell

= Copy-Item nxlog_WinIIS.cont
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1.3 NXLog R&EHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud  192.168.3.51

define BASEDIR C:\inetpub\logs\LogFiles

define ROOT C:\Program Files (x86)\nxlog

define CERTDIR %ROOT%\cert

define CONFDIR  %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfile  %ROOT%\data\nxlog.pid

## Load the modules needed by the outputs
<Extension syslog>
Module Xxm_syslog

</Extension>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iislog>

Module im_file

File '%BASEDIR%\U_ex*.log'

SavePos TRUE

ReadFromLast TRUE

Recursive TRUE

</Input>

<Output out_iislog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;

Exec $raw_event = "lIS [info]: " + $raw_event ;




Exec to_syslog_bsd();

</Output>

<Route iislog>

Path in_iislog => out_iislog

</Route>

RXHSBHIRIZR 64bit FERM - BFERFAIRIESR 32bit FHARLUTRE

define ROOT C:\Program Files\nxlog

BN FEMIFE A N-Reporter %4t IP address

define NCloud

EBNFEMIFEE A Microsoft IS FCi#kiEE R AR FELL

define BASEDIR

EeXFEMUBFEA IS KitiEa

I
o

'%BASEDIR%\
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1.4 NXLog RYENARFS

BB [ Windows PowerShell | -> & A Start-Service nxlog E{&) nxlog BR#EF] Get-Service nxlog &E& nxlog AR

40 2
ﬁEE RATL/T

AREE -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' #&&2;%

EN Administrator: Windows PowerShell — O >

Windows Powershe ] ) i ]
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

dministrate -Service nxlog
dministrati vice nxlog

Status Mame Di=playMame

(log

YWAdministrator> Get-Content

:08:01 INFO og-ce-2.10. 2150 started
Administrator
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2. Windows 2003
(1) BIRY [ BB BB (I1S) BEE |

(2) £ [ IS Server(WIN2003) | LiZBEAR > EE [ A |

© EERREIES 1) 45 i [=]
G BRD HTW BRY RASW 6O =18 x|

RO . EEERSE
cPBRSER D) T
B E)

HE ’
FRE T{RE /
iR 00 v
fEiS TR HTIEA B (1
EWNERE
BEHEEL)..

EERimEREEERATHE AR - |
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(3) ‘D [ MULIERF UTF-8 SRMHE 1-> B F [ B2 ]

WIN2003 (FEEE) AT |
RS EERIRTS |

1 BESFHEE Metabase #REE QD
FEEFHTE 115 TR » 4RER 115 Metabass SHTEH -

—ITF-3 $04%
JLEF IS {EF UTF-2 {REEH i riE B R A SLis1EE -

[ Es5EEaRm UTF-8 RARRE (WD) |

B T e p———
u I 5 2l MIME

Wt - e ety MMEBLD.
REME R ¢ 5515 [MIME 1821] -

RTiH ER A sREd

4) K [ BE ]
s £1/5

9| EEHBHR LMREESEENATEE IS SFEISTEY -
o/ BRI
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(5) #IB 1S LogFiles ERIZHMIED IS LogFiles &
C:\> mkdir C:\Inetpub\logs\LogFiles

C:\> dir C:\Inetpub\logs

o | MR AT
Microsoft UWindows [ﬁﬁ .
<C> hfEFRE 1985-2003 Microsoft Corp °

C:“Documents and Settings“AdministratorXmkdir C:sinetpub*logsz“LogFiles

C: \Ducumentd and Eettln SAdministrator?dir C:isinetpubslogs

C:Ninetpubslogs B H#F

2919.-83..27 T~ @2:12 <DIR>
2919.-03.27 - @2:12 <DIR>
20198327 [ B2: 12 __<DIR>

o fEiEs e

B E4F 81.343.418.368 {iT0]

C:“Documents and Settings“fAdministratorl

(6) 7 [ A5 | LIBERAR > BE [ AT ]

D ERRREIARS (15 £15 I[=] B3
Yo BRE BT BRO #EM HE® =181 x]
= | AEHFEER 2E (2 50
€ J R SRS He B (e
J) WINZ003 CREER | 6 TEEREES 1 EITP
EREAER

g ¢

FRETIEE b

R r

HE SR ISR ()

BN E

EHEEL).

Jl | M
BB iR E BRI AT HE R - |
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(7)[ #4805 ] BE: WE [ RBARE |-> RANKEREIERE [W3C BERRHEEREN |-> & [ RF ]

b AT HE|
w2 | HITREEEE | BEcsiem | BE
A HHE |  marERE® | B Ti
~ B RIS
SHER(EY: I
IF {eE T [EFED R
TICP sfEEs (T I Pl SR 1) I
-
Epmsein: [0 120 #
v EEE HTTP BH&EIER )
v BREHE)|
3B AR RS T
WAC R SR AR T
T By = =7EA

(8)[ —#% | Bl: WIGCHARME [ B/\F 1> W& [ AERAAHBRESERDS |->

C:\Inetpub\logs\LogFiles -> &~ [ EA ]
SHAE

[ Juew |

~ HTEGLEREE

i~ FEHI

O EFAEO

=AM

O BHEEHAEE R
O EigE AR E:

IEIZI _I: ME

|V SRR SRS A D |
SEHEBEHL):

C \nstpubilogsiLogFiles B, |

SRR WASVCEeonmmddhhulog

RTiH ER A sREd
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(9)[ EPE ] BEE - BARACHEIRDE [ Hi¥i(date) ] ~ [ FRE(time) ] ~ [ AP IP fuilt(c-ip)] ~ [ EAZE R (cs-
username) ] * [ AR#5 A TE (s-sitename) | * [ BIRES A (s-computername) | ~ [ EARES IP fillt(s-ip)] - [ ARERER
B (s-port) ] * [ F57A(cs-method) ] ~ [ URI E§&(cs-uri-stem) ] [ URI &#(cs-uri-query) | ~ [ BB EAREE (sc-
status) ] ~ [ B IHE FAREE(sc-substatus) | ~ [ Win32 ARZE(sc-win32-status) | ~ [ B2E Ut (sc-bytes) ] ~ [ WU
To#H(cs-bytes) ] ~ [ {EEF;E(time-taken) ] ~ [ BB E R (cs-version) ] ~ [ E1#(cs-host) | ~ [ EEAEIE (cs(User-
Agent)) ] * [ Cookie(cs(Cookie)) ] * [ #E®E (cs(Referer)) > & F [ BBE ]
EHAT =]

8

i Eo b s LA

BHEA (date) o
FERA { time )

EAR ks

v FAES TP il (c-ip)

- W IEREERE (crummame

- v IRTE-EHE (ssitename )

- [ 1E]IREE &% (scomputermname )
- v {51AR 88 IF it (sip)

- || EAREEHEEELE (sport)

- W AiE {cemethod ) (-
- ] URL £ ( es-uri-stemn )

- v URL EEE] ( cs-uri-query )

- v SEERIRTEAREE ( sc-status )

- v SBERIRTE FARRE { se-substatus )
- o] Win32 4ARE { so-win32-statos )
oo [ ESERMATEE (a-botes )

- v BEMTRHA TOAE (os-bortes )

- [ TEERERRE ( time-taken )

- [ SRERIRATEREA. ({ co-version )

o v E#E (cehost)

v TEFE IR (cs(User-Agent) )
- [v] Cookie {ca{Coolkie) )

- HEEE (caFeferer) )

L4]

e || mw | ®ERw | s# |
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(10) M [ 2E | M [ #E ]

SxRE

HOIE = e T ARNE

ﬁEE|

]|

TFIFEIREEESR "LozFile Truncatelize” AITHHE * SEATIECRREAREETE
iR T fE{E T B TETRS -

BTiH

(11) #&& [ C:\Inetpub\logs\LogFiles\W3SVC1] &R IS log #&2: u_ex*.log

|5 Program Files

% C AInetpub\logs\LogFiles\W3SYC1 =] E3
BRE #ED WRD BHEFW TAD HHD | A
QtE-O- 7| e e |s ¥ X 9| @-
AR T I Mnetpubilogs\LogFiles\ W 3EVC1 j e
i x || BHE - [ [ 4ER | iz BEA =
@ &% — u_ex19080617 log 6KE mIFariF 019/846 FF 0538 4
O sz r
= ) HATER
= e A-tERERE ()
Iy Documents and Settings
= 5 Inetpub
) AdminSeripts |
= I logs
= [ LogFiles
£ WRVCL
I3 wwwroot
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3. Windows 2008

(1) £% 1S Advanced Logging

IIS Advanced Logging RHEEE « BEHURERESMENRECERINEE - FEEMQ HTTP ZK/OIERE - IS [R:S
BHMAFKRMEA - LERERESENER -

https://www.microsoft.com/zh-tw/download/details.aspx?id=7211

T N

FHE [ AdvancedLogging_amd64_zh-TW.msi]-> 2 | EESENRESN |> K [ Z£E ] 3 [ B/ ]

ji IIS Advanced Logging 1.0 323 M= E3 |
Microsoft 3P 115 Advanced Logging 1.0 BEESE

Internet
I I S Information
Services

MICROSOFT ¥xR248 Wbk L BHlE R

IIS ADYANCED LOGGING 1.0 27 MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft 248 (EEARESE - 1R BRFPE
ERTHELTE) 5 SHPEHFEEER -

%= B AHPEE Microsoft Windows Operating
Systems EXEE GEAFEWHESZ6EE) ( [N

B8 ) T HEE - BRI AEEEES . B

H PSS EnEE# - AR SFEFEE

= « S HEFERS T EMEWEEETEEE - 10 Ll

[F HEEEEhEREE |

s | k) I TED) EniH

(2) BREX [ Internet Information Services (11S) B S |

[ &

Internet Information Services (I8) BIRS
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(3) EEIZ [ IS Server]-> ZHE [ Logging(RCiR) |

"-E Internet Information Services (IIS) E® & Mi=] &3
&[S e @ < 5 1@ -
BFEF R0 HeAH
N WINIO0S & we
@ |7 8 < EX R
k= FE
EH’- WINZ008 IIWII'IEDDB\P. Eﬁﬁ%& - ?g:%(G) - %igﬁgﬁfﬂ) l <] EEHEE
- £ | IS = EEERRYED
(6] WE _ . : 3 b EiED
iﬁlg = T €ty A il
Advanced  HTTP EIRES® MIME 18R TiEHRiE  (ARSES AR RR
Logging 2 7 Rk
= .,%EI 8588 NET Framework bR
o= |ﬂ- @E" _ Eﬁgﬁ
=g ww @ :
£p F3HEH
i .3
ﬁhm%%ﬁ&% e B2 BE BT e
=N
h B B
ThEEZETR HAEE  SELRERIE
‘| | vl [CIThiERER | - AEER
Bhik €.
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(4) BE [ £ ]

"'-!E Internet Information Services (IIS) R & M=l B3
@Gf | €5 » winaooa » & e -
EWEE R HEH
CHETET) @ == ) =5
ol EEHEE :_ %3
o a0 (WG| MRS 1S (B LS - k TUF
-l ERERER 1t FHITE B A E iy — B iR (O
CEER 35 =] WIREEE.
it O
HET (M) o
[wsc = s |
BERT):
I%SystemDrive%\imtpuh'\logs\LogFﬂes BEE).. |
ERIE(E):
|UTF-8 =l
B !
EHr IS A S s tEm it -
% HHEC):
B x|
0 fEE A ERR (AR NE):
O TR
IV {3 A M R A s a4 ()
4| | vl [ EshiteaR | 2 RaEsieaR
E: Tocalhost' applicationHost config eﬂ:i
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(5) R EFEA

"'-!E Internet Information Services (IIS) R & M=l B3
@;, | € » wmzoe » | < @ -
EEE R HEH
MR oy s W
- iHl” 18 ) =& ) T
ol RS 2. BUH
EG; Tﬁﬁ:ﬁgﬁg (WINZ008\Ad HThEETT AR 1R 1A E{EAREE L SRR - k Fn
) BRIEZRER & FFIE B ARy —EEE0) B
CEER 35 =] WIREEE.
HEF): T
EES = s |
Bt
I%SystemDrive%\imtpuh'\logs\LogFﬂes HEE.. |
ERES(E):
JuTF-8 =l
ShiRiEEA
BEHT 13 AR B iRaEnTaE -
% HHEC):
B =l
O RER PR (TTED
O TR
¥ {5 A Hhe R AR A ()
4| | vl [ EshiteaR | 2 RaEsieaR
E: Tocalhost' applicationHost config eﬂ:i
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(6) #4% [ Advanced Logging ]

'!E Internet Information Services (IIS) E® &5 =] B3
@;‘, |65 w0 » & - e -
HFEF R HEAH)
ST Ogl WIN2008 & H =
g L°E ﬂkﬁﬁi i =
Eﬁg WIN2008 (WINEDDSI\P Eﬁig%% - ?gzzt(G) - %igﬁgm(ﬁ) lﬁﬁﬁfﬁi& a EEHEE
L) ERERER 1Is ¢ =B
- a] #hE _ : - b EiEh
= = Py . | Ek
HTTF BRE{E  MIME #8580  T{EER1E  (GAREREE wRERiZRER
o8 = e
tiRsh S
= = = 88 NET Framework R
T ERE i EEERE ALY H#HEH =
-3 i Finen
¢ W g B R
mﬁ%ﬁﬂ.@ﬁ faiRiAE i HIE Hi L E
=N
h E B
The e EREE  EEiRiEeE
a I b = ThetsR | - AEEE
i %

18
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(7) &% [ AREERCEREIAL ]

@.&, (65 wmnaoos »

FECICE

HEFR WR0  SHAH

m Q‘il Advanced Logging
il = | 3 z
N fekaEE "
o 6 wivooe v | SRR (RS EE AR R EAROR
U AR TRELERIRI) » LB SR SIS
it B
F-a| HhE BeHiTS: RHSHE -
aAE - | BEE
GCOMPUTERNAME%-S. . CLEvH
« (| [awR] mEwR

3 Tocalhost' applicationHost config

‘@ Ldvanced Logzing THREES ‘

|E.

HHEEERTESE

E2F Adwanced Logging
E R A RImEas
P \
iRERICEIR RiE.

@ =
iR e

gﬂ:i
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(8) &M [ FIBEM ]

SRR HE|

BesH{TRiE (0 Ifﬁﬁﬁ}ﬁﬁ j
RRIEE | FEELE | s ri | 28R | #EEEE T -
Wi tatg Win 325 etz A= Defanlt ao-wein S E-statns
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
TTseMame Userlame E-{E0g Defanlt 3 TSR TTIAITLE
et & gent User-A gent E-{E0g Defanlt call -4 genf)
TTRI-Stem URI-Stem FE Defanlt - Tri-stermn
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTTC Timne-TTTC i Default Hme
Time-Local Time-Local Mz Default time-local
Time Taken Time- Taken FE Default Time Takenhds
Substatus Substatos FE Default  sc-substatus
Statns Status P Default  sc-status
Bite Name SiteMame Mz Defanlt s-stename
Berver-IP Server-IP FEE Drefanlt ip
Sel,wer Port ServerPort FiEE Drefanlt sport | _ILI
4 3
SRR (A).. A R) | w=mee. |
wr | EE |

(9) B AN BIAS: X-Forwarded-For -> #1Z485: [ Default ] -> HIFFEE: [ Request Header(ZK1R88) ] -> EIAR

JRATE: X-Forwarded-For -> &~ [ &% ]

SRS HE|

A et B [TE )

IK-FDnvaIded-FDr

$BRIC):

IDefault j

—REE
HRABRUT):
BB =
R R

!K-Fu:-nvarded-Fu:uI
= d ':.T.-' -

e 7]

= iy

HTiH
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(10) 243 [ BYFB Advanced Logging ] 1 [ BB PIRECEE |

'!E Internet Information Services (IIS) E® &5 M= E
@.,;’ EDTE IFERAE
HFEF R HEAH)
Q-7 & 03' Advanced LDgng ‘@ %ﬂvam:ed Lozging TGS ‘
-y EAAEEE " 2
Elﬁj WINZ008 (WINZOOS: fEFﬁiniElﬁJﬁtTliﬁ_ujtﬁﬂLﬂﬁﬁﬁ (A LMSEE L rmiLL (A AR SR mF O A _
U AR UmELERRIL) ¢ LU sr E R LR
i £ t
B-(a] W& MRS EESH - HIELIRES. .
EH - | BEH | ERFR Advanced Lozeing
HCOMPUTERNAME®-3... EEzFA s ) =
ERERILIRREE..
i@ e
&g e
4| | vl [ElmhaEtesR | AERil
sk : localhost' applicationHost config gﬂ:i
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(11) #E##E [ %COMPUTERNAME%-Server | -> 25 [ F

Rz ERE

™k [nternet Information Services (IIS) B 5 M=] E3
& oo [ wmane @ @
EWEER wHEE A
Q- |7 |8 le Advanced Logging —
ol B - R
é___ﬁg %fﬁuﬁg oo | (EBSEMET IR TS (RS R R AR SR WRE AR
FI)E.EH#E_;_&EE !Hﬁkﬂiﬂ'ﬁf—h) LAR sn E R oI nE x JEfEpiRTESE
GRS NS BAAM - [EEZEES|
; TERELIRESR
{8 Advenced Logging
AR FRLiE
ERERELIRIBNL .
SRERSCIR R
CEL:
e
( | o1 [Floesi | pses
£57E: Tocalhost' applicationHast contig €.
(11) FHE [ FGCiRER
™k [nternet Information Services (IIS) B 5 M=] E3
@‘ﬂ &5y Wiz » & e -
EWEER wHEE A
—& asTE @ Advanced Logging —
ol B ) o
é___ﬁg %fﬁuﬁg g | (EREETRE TSP ERRIER (R LSRR R RO WRE AR
" R mmsHE LR ET R RgE - .
0 sl BHEfE: EAAM - BFARiEER
EE -~ | B | HRTIRER
BLOMPUTERNAME %-Server e (SF Ldvancedles
AR FRLiE
ERERELIRIBNL .
SRERSCIR R
CEL:
e
( | o1 [Floesi | pses
£57E: Tocalhost' applicationHast contig €.
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(12) MAREERSMHE: uex-> AE [ SRA |-> EBEHE [ 8/\K 1> & [ EEUE ]

™ Internet Information Services ([IS) BA S =] B3

@,_, |95 > wNzooe » EEICE
BRE WAT  RED
@-idl” |18 9y TR B &7
- FEREEE EFEEEEHEE): = BTH
Eﬂj WINZ008 (WINZ2008%A4; u_ex
) ERERER ,L SEEN BRI
RS . _
o G é:: JEE Advanced Logzing
| = 2] CEL:
8 -3
C FHEITELERR 4500
C ERA R KE)E)
ST
RS [ = == [ W3E
SRET)...
HABFEM |
tm |
e |
BRBEED |
(e || #HrE |
i
wEFEE. |
TR (4):
=
[
A vl [Elomieat ] - msin
B a_:i:i
23

&7 N-Partner




(13) ¥ [ X-Forwarded-For ] * [ Win32Status(sc-win32-status) ] * [ UserName(cs-username) ] ~ [ User
Agent(cs(User-Agent)) ] * [ URI-Stem(cs-uri-stem) ] * [ URI-Querystring(cs-uri-query) ] * [ Time-Local(time-local) ] *
[ Time Taken(TimeTakenMS) ] * [ Substatus(sc-substatus) ] * [ Status(sc-status) ] * [ Site Name(s-sitename) ]

[ Server-IP(s-ip) ] ~ [ Server Port(s-port) ] * [ Server Name(s-computername) ] * [ Referer(cs(Referer)) ] - [ Protocol
Version(cs-version) ] * [ Method(cs-method) ] - [ Host(cs(Host)) ] * [ Date-Local(date-local) ] *

[ Cookie(cs(Cookie)) ] * [ Client-IP (c-ip) ] * [ Byte Sent(sc-bytes) ] - [ Bytes Received(cs-bytes) ] -> &£ [ HE ]

Ewegme B
EEiHTIEG):
RIS | mEEE | FEsERy TR
Defaunlt
H-Forwarded-For H-Forwarded-For E R Diefanlt
Win 238 tatnz Win 338 tatnz M Defavlt  s-win32-statns
[0 W3WP-FrivateBytes WProcesstw3wpiPriv...  SUHESTErER Drefanlt W AWE-PrivateE
Userlame Ul ame Ennt el Diefanlt £8-USEINANE
User & gent User-4 gent ER{E0E Default cailTser-4 pent)
URI-Stem URI-3tem i Default  cs-uri-stem
URI-Cuerrstring URI-Quernmsting FE Defanlt Tl ueny
O Time-UTC Time-TTC P Default e
Time-Local Time-Local =2 Diefanlt time-local
Time Taken Time- Taken e Default Time Takenhd?
Substatus Substatus P Default  s-substatus
Statns Status P Defavlt  sc-status
Site Name Sitelame =2 Diefanlt s-sitenarme
Server-IP Server-IP i Default  sip
Server Port ServerPort FE Default  s-port
Server Name Serverlame e Diefanlt S-COMpUEATE
O EequestsPerfecond VWISVC_WAIWP T, WIEEETErER Default EequestsPeriece
Referer Eeferer | - {E0E Defanlt P eferer)
O Froecy Tia E gy Defanlt  s-pooxy
Protocol Version ProtocolVersion | e Diefanlt ca-version
[ Protocol Protocol =2 Diefanlt c-protocal
Method Methad i Default  cs-methad
Host Host ER{E0E Drefanlt caHosh
O EndRequestUTC EndRequest-TTC ptaE| Defanlt EndRequest-TT
[ Drate-TITC Date-TTC e Default date
Diate-Lacal Diate-Lacal | i Default  date-local
O CPU-Ttilization Processor Totel\®...  SUHESTErEs Drefanlt CPTI-Ttilization
Cookie Cookie | E R 4E0E Diefanlt cs{Cookie)
O ContentPath ContentPath =2 Diefanlt s-contentpath
Client-IP Client-IP e Default -1
Ertes Sent ErtesSent 2= Drefanlt se-brdes
Bartes Feceived BatesFecetved e Default cxboves
[ BeginReguest-TTC BeginFequest-T TC FHEH Default BeginFequest-T =
dl | _*I_I
24
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(14) FBEEEAIRENL: [ Data-Local(date-local) | ~ [ Time-Local(time-local) ] - [ Site Name(s-sitename) ] * [ Server
Name(s-computername) ] ~ [ Server-IP(s-ip) ] * [ Method(cs-method) ] * [ URI-Stem(cs-uri-stem) ] * [ URI-
Querystring(cs-uri-query) ] * [ Server Port(s-port) ] ~ [ UserName(cs-username) ] ~ [ Client-1P(c-ip) ] * [ Protocol
Version(cs-version) ] * [ User Agent(cs(User-Agent)) ] * [ Cookie(cs(Cookie)) ] ~ [ Referer(cs(Referer)) ] *

[ Host(cs(Host)) ] » [ Status(sc-status) ] ~ [ Substatus(sc-substatus) ] * [ Win32Status(sc-win32-status) ] - [ Bytes

Send(sc-bytes) ] * [ Bytes Received(cs-bytes) ] * [ Time Taken(TimeTakenMS) ] * [ X-Forwarded-For]-> & [ E

A
"!Elntemet Information Services (IIS) EX 5 =] B3
@&J (65 wmzos » [ A @-
TEEF R HAH)
& ii7 8 ) mEEE
- FEAAEE EEEEEEE: |5 BTH
=95 WIN2008 (WIN2008wdy | [oex
L) ERRFEE ,L - b
(& WhE R z
o ~ eiEEt e *
[ 5 @ e
Eks =t & EHEA
& HERE(C)
|"R_3=fJ\B§ x|
[ &R TR EREn R AR (0)
O HrigedfE PR GR
IBE4DD
R LPR EENE)
|1|:|24
TR
Erudall 2] | R | &= | Tz N
Diate-Local date-local &
Time-Local time-local &
Site Wame s-sitenaime &
Server Name SCOmpUiemane &
Server-[P sip &
Method ca-method &
TTRI-5teim ca-nri-steim &
URI-Querystring CsUr-qUeny &
Server Port s-port &
TTsertlame CI-NSRITATIE T
Client-IP c-ip &
Protocol Version CI-WErHON &
ser & gent ca{llser-4 gent) &
Conkis esConkis) & -
Referer es(Referer) & MR (T)..
Host cofHost) &
Statuz se-satug &
Substatns sc-substatng & e
Win32Status sowin32-status 5 ERISRED
Eivtes Sent se-bytes & i |
Biwies Recetved ca-bytes &
Time Taken Tivne Takenbds & TFEE(W) |
X-Forwarded-For & | BIREEL)
mEmae . | BRe |
Emisk
ERE SRR (A
=y
| |
| | vl [t |- AswR
ER7E: Incalhost’ applicationHost contiz €.
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(15) #h%E [ AREERCERHER |

qEIntemet Information Services (II3) E¥ 5 =] E3

@b&'_', R

&~ @ -

EWEE WRE SN

L
Q- |78
------ O feaEE
E| aj WINZ008 (WIN20084Wdy
;" ERIEAER
Blo S

1] | 3

@ o

Qg| Advanced Logging
18 s EThEE o] Ll i e 3 (F LAYSTE S sreg MR LL(a]
HESimtOF Prim sLEmifi) + LU SR ECERsRTE -
PLiHiTIE: 3EAEH .
£ - =E: |
GCOMPUTERNAME%-Server A
n_ex [ |
(o |ThEcsaR | - ATER

$%7E: Tocalhost' applicationHost config

HIEELIRTER .

{EH Ldvanced Logging
ERRAFIRLE
ERERECARMNL ..

B=hie

HIHELIRTE

E e

(16) HERRfAARZRACER B BRAITRRRIA S

'f AR & LR B IR E):

'I%E}rstemDnve Finetpubilogstid dvanced Logs

IE wuh i SLEE HER L)

II%E}rstemDnve Fhinetpubilogstd dvanced Logs

(17) 1824 nxlog.conf

i 2% 1.3 NXLog REHE

EEXFEMIBERE A Microsoft [IS FE#k1E & K JEFEIE

define BASEDIR

26

RoEREER > BN [ BEE ]
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(18) ER’Y nxlog AR#

BB [ Windows PowerShell | -> 8 A Restart-Service nxlog EFEE) nxlog AR#EF] Get-Service nxlog BEE
nxlog BR#EAREE -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' T&#8:8 B AR S

indows PowerShell
Copyright (C> 28016 Microszoft Corporation. All r»ights reserved.

PS C:slUsers“Administrator? Restart-Service nxlog
PS C:slUsers“Administrator? Get—Service nxlog

MName DisplayName

Running nxlog

PS C:slUsers“Administrator? Get—Content *C:“Program Files <(xB6>*nxlog™data*nxlog.log’
20198887 A9:25:81 INFO nxlogce—2.18.21508 started

20172-88-8A7 A7:-25:21 WARNIHNG stopping nxlog service

20172-88-8A7 A?:-25:21 WARNING nxlog—ce received a termination request signal,. exiting...
2019-A8—A7 A?:25:22 TNHFO nxlog-—ce—2.1A.2158 started

PE CzslUzerssAdministratopr>

K 7
(19) BHE [ EMEE 1 1IS ARFE

qﬁlnternet Information Services {IIS) ¥ 5 =] 3
@ ~ | 93 wmano » | @ -

HER ER0 WA

== @y WIN00s 6 L

TR EWRRE
= Y = Illﬁﬂﬁﬂﬁl
é...ﬁg A B ~ FHED - GERERRmw) | _ %
L) EREARER 11s . i
ol W& : ~ :
v < i Iy = HABRIZAER
=24 — L oo
fdvanced  HTTP HFEE MIMEIRY Trems® (RESSSE i<~
Longging 58 F 858 NET Framework B
= = e 3 e @ =H
o= H &1 /] = EI % b

ERERE iR EEEEE = 5| SRS THEH

% d &

EJE.EHS{EE L rEE EEGR AT EE ek

=

M B E

=l

ThEEEZR  HRARE ek

1| | >

i
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(20) #52 [ C:\inetpubllogs\AdvancedLogs ] E3 IS log #&2E: u_ex*.log

l AdvancedLogs =]
HEEE ~  MAREEE - HANES - FEEAR = - [ @
- poms &9 - 52z B2 | m | #ols | |
| v_ex H20190306-091441942 log 2019868 T 05:19  =FE 51 KR
) E
B
i A
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4. Windows 2012

(1) BARX [ Internet Information Services (11S) B8 |

&

Internet Information Services (IIS) EES

(2) #3ZF [ 1S Server] -> ¥ [ Logging(FCi) |

© 7 | %) w2

BEFR mRM EEH

Q- |% 8
N3 BEEE
[ €3 winzo12 wiNz012

EREE:

G‘;! WIN2012 55

- ¥ EIQ) - GeaETne |

s

I

4

&

53]

E.'-"'

&) =

HTTP EIFEE MIME i)

Tk

ECiR EEERE

= ~\‘ o=
&3 Lal o=
Ir=EE ARSEEE =ssE
=

=5 ﬁln‘iﬂgﬁi.ﬁ

HEBS B8

EEEEH
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(3) BEMTIIEEREMEI—EIEE: [ Site(lh8) | -> FIFERR: [W3C]-> BiE:
%SystemDrive%)\inetpub\logs\LogFiles -> #mHE: [ UTF-8 ] -> sC#:S4F B AU [ Log file only((EPRECEEIE) | -> BFEE:

[ Hourly(B/)\I%) ] -> A% [ Use local time for file naming and rollover(fE Fi A&t iF B BiEZRamR) | -> & T [ Select

Fields(ZEHEVEATI) |
e Internet Information Services (IIS) BES \Lli-
S EREEE @ <) @-

BER ®‘BRV HHEH

EEN o - e
@k |17 18 Q@ == =

=6
""" gg ﬁﬁf@i winaoray| RIS SERAES LRAERON Ex :
-0 mREtEE THEESErET—EREEO) R
ra e Wﬁ S 4l
P
M)
[wsc I s=meee. ||
N n
i%SystemDrive%\inetpub\logs\LogFiles : EE(B)...
EE(E):
I|UTF-8 v||
FEsegne
SR HE \FEEanEnE -

O ERETWEHM
O EHFETETWEE"EW)

Bttt
EEHIS ARETHISENTE -

® BB
ERS v
O BEANEE (URED:

1

O FEBUFTHEN)

| smserEsamezL) |

< m 5| [ElmasisE |2 AseR
£2iE: 'localhost' applicationHost.config €.
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(4) B¥E [ BH(date) ]~ [ FRtime) ]~ [ BEI& IP futlt(c-ip)] * [ SEFA&E BT (cs-username) | - [ ARFE B TE(s-
sitename) | - [ EARZEZ M (s-computername) | - [ EREE IP fidlt(s-ip) | - [ EIARERERER(s-port) | ~ [ 73 5(cs-
method) ] * [ URI F3&(cs-uri-stem) ]~ [ URI &&b)(cs-uri-query) ] ~ [ BB EAREE (sc-status) | ~ [ BAHE FAREE
(sc-substatus) ] ~ [ Win32 #k8&(sc-win32-status) | ~ [ BT (sc-bytes) | ~ [ U MITT#H (cs-bytes) |~ [ IEERA
(time-taken) |~ [ BB EARA (cs-version) | ~ [ E#(cs-host) | ~ [ EEFAZE LI (cs(User-Agent)) ]

[ Cookie(cs(Cookie)) | * [ #EE (cs(Referer)) ] -> T [ Add Field(FTiZ 1) |

W3C 221 [2 [ x ]

EERUE):

HEE (date)

B (time )

HESEPUHE (c-ip)

FHREEE (cs-username )
IEFEEIE (s-sitename)
EIEEEE (s-computername )
fEEEEE IP Uitk (s-ip)
FIEEEZEE (s-port)

FiE [ ce-method )

URI =38 (Stem) ( cs-uri-stem )
URI Z&] [ cs-uri-query )

B EE A EE (sc-status)

B EETIREE (sc-substatus)
Win32 #5EE ( sc-win32-status )
SEEUTE (sc-bytes)
W T | cs-bytes )
TEEEE (time-taken )
EFIETEET ( cs-version )

ZEE (cs-host)

FHSHEET (cs(User-Agent) )
Cookie ( cs{Cookie) )
SEESE ( cs(Referer))

EETRU(C):

St FEFEH HE

Tl
b

BE Hs

&7 N-Partner 31



(5) # AMMIBZTE: X-Forwarded-For -> #EIZEHREFE: [ Request Header(Z3K12E8) | -> 8 AMNIR: X-Forwarded-For

> B [ BE ]

i [ 2 |

= (M)
|X-Fu:m..~.rarded-FDr |

FIEEINT):

|ExEE v
E(S):

|X-Fu:m..\:arded-FDr v|

A
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(6) F [ HEE ]

W3C soE@f

EERS):

HE ( date )

B (time )

HEEIP U (c-ip)
FEEEE (cs-username )
IEFEEIE (s-sitename)
EIEEEE (s-computername )
fEEEEE IP Uitk (s-ip)
FAEZEEEE (s-port)

F% ([ cs-method )

URI =38 (Stem) ( cs-uri-stem )
URI Z&] [ cs-uri-query )

B EE A EE (sc-status)

B BEFAREE ( sc-substatus )
Win32 #5EE ( sc-win32-status )
CFEITEE (sc-bytes)
EEMAUTE ( cs-bytes)
TEEEE (time-taken )
EFIETEET ( cs-version )
=# (cs-host)

FHSHEET (cs(User-Agent) )
Cookie ( cs{Cookie) )

SEESE ( cs(Referer))

B @ (C):

Eet==1 4 L1 RIEER RE

#-Forwarded-For EEE H-Forwarded-For
EriEmaria)... EEER SEEE

Hs

&7 N-Partner

33




(7) #F [Apply(ER) ]

M | & » win2012 »

BER ®‘BRV HHEH

§ B
KIsEoARETE IS EHEAEZE L EEETRMNET - Ex mf'ﬁ’?ﬁéﬁﬁ‘aé% :

. 2 ) =8
|ii§ﬂﬁ§ﬁiﬂ€ﬁ—ﬁ§ﬂlﬁﬁ(®- e
= W

® ==

R

BRM):

[wsc v | EERES).
BER(Y):

|%S)~'stem Drive%\inetpubtlogs\LogFiles

S=E(E):
|uTF-8

ELHEHEH
ERIS EEALHSHHIEN -

® EFIEELD
O ERETW S#:(T)
O DHEEFETWSETE(A)

Bttt
B TS ARELFIEENTE -

® HBO:
EXE v

O BEANER THE:

1

O FEBUFTHEN)

vl ERFHEEESEREEL)

R T »| Elnzes|sness

£2iE: 'localhost' applicationHost.config
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(8) &3 [ C:\inetpub\logs\LogFiles\W3SVC1] ERIZ IS log 1&E2: u_ex*.log

&7 N-Partner
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5. Windows 2016

(1) FRL [ Internet Information Services (IIS) BEE ]

Internet Information Services (IIS) SES

(2) #¥E [ IS Server]-> 4% [ Logging(;Ci#) |

'qﬂ Internet Information Services (I5) SES — O x
& & &, wiN20t6 » &« @
EBEP ‘RN J:HAH)
=t e EiiE
@1 WIN2016 BE
€ - i 5 5’ S nrs
s mmEE — —— =
Jo winzie zore | BEE - ¥ EEG) - G 2SETe B
L ERESEE IS I
= ==l o q 'E 9
- ﬂTE aty (gl o= B =t
HTTP EEE MIME B2 TEESEE FGEZEEE ExmE
E =
i = r in e 4]
g 2 o 4 3 _
) EIEERE BExs =8 BAERE @ =
3 i}
g 5
E25EE i HEEH =i
2 ® B
Shared HEEZE  HESES
Configurat...
p , | [Fmees | mees
iz Q.
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(3) BEEM NIIBEERBEMNRBI —EFRCEE: [ Site(lh5) | ->

%SystemDrive%\inetpub\logs\LogFiles -> #wf%: [ UTF-8] ->

skt [W3C ] > B

RCERSE A B RYIN: [ Log file only(f2FRECER1E) | -> HFEE:

[ Hourly(B/)\I%) ] -> ‘A% [ Use local time for file naming and rollover(fE Fi A&t iF B BiEZRamR) ] -> & T [ Select
FieldsGZEVEA) ]
&5 Internet Information Services (IS) £EE - O b
& = |9 » WIN2016 » & @ -
BER &RV HEH
B q_ e e
¢-id ) i’ A
Gy ZREE e e e
9--“_5] WIN2016 QWIN2076\ LNt BRENE IS EERARE LESERNFR
- BEREREE ETRIEESEET—FHIHE0):
8] B8 oy -
EERiE
BILM):
[wsc v m gmRas. |
O
e )
EEE):
UTF8 v I
LESrErE
ER IS EEATHEESRI B/ -
® EFETHED
O ERETW =5
O ZHEAETWEEZEW
LEEER
2R IS BRETHRISENFE -
® HEC):
iR ~
O #5700 ER U @:
O FEEUFITSHEN)
|V EmzemEsamaz |
. | [Fmaes |k nses
#3E: localhost’ applicationHost.config LER
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(4) B¥E [ BH(date) ]~ [ FRtime) ]~ [ BEI& IP futlt(c-ip)] * [ SEFA&E BT (cs-username) | - [ ARFE B TE(s-
sitename) | - [ EARZEZ M (s-computername) | - [ EREE IP fidlt(s-ip) | - [ EIARERERER(s-port) | ~ [ 73 5(cs-
method) ] * [ URI F3&(cs-uri-stem) ]~ [ URI &&b)(cs-uri-query) ] ~ [ BB EAREE (sc-status) | ~ [ BAHE FAREE
(sc-substatus) ] ~ [ Win32 #k8&(sc-win32-status) | ~ [ BT (sc-bytes) | ~ [ U MITT#H (cs-bytes) |~ [ IEERA
(time-taken) |~ [ BB EARA (cs-version) | ~ [ E#(cs-host) | ~ [ EEFAZE LI (cs(User-Agent)) ]

[ Cookie(cs(Cookie)) | * [ #EE (cs(Referer)) ] -> T [ Add Field(FTiZ 1) |

W3C EEED ? pod

EERTE):
HEE (date)
=R (time)
BHEE P (c-ip)

FREEE (cs-username )
IEFEEE (s-sitename)

@ 3EEEEE ( s-computername )
BB P 13t (s-ip)

R EEE (s-port)

i (cs-methad)

URI =28 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query )

BB TEAREE (sc-status )

B ETETAREE [ sc-substatus )
Win32 #5EE [ sc-win32-status )
CEEUITE (sc-bytes)
EEWT LR | cs-bytes )
TEEEE (time-taken)
EFEERT (cs-version)

=# (cs-host)

FEHESHEET [ cs(User-Agent) )
Cookie { cs(Cookie) )
HEESE (cs(Referer))

EETRUC):
Rl mEEL wE

1]
A

BE A

38 &7 N-Partner



(5) # AMMIBZTE: X-Forwarded-For -> #EIZEHREFE: [ Request Header(Z3K12E8) | -> 8 AMNIR: X-Forwarded-For

> B [ BE ]

= I=HIE - ? X

EI=8N):
¥-Forwarded-For

REEIM:

EEE w
FIE(S):

H-Forwarded-For w

s
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(6) F [ HEE ]

W3C EEED ? pod

EERTE):

HEE (date)

=R (time)

BHEE P (c-ip)
FREEE (cs-username )
IEFEEE (s-sitename)

@ 3EEEEE ( s-computername )
BB P 13t (s-ip)

R EEE (s-port)

7 (cs-method)

URI =28 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query )
BB TEAREE (sc-status )
EFETEFAREE (sc-substatus )
Win32 #5EE [ sc-win32-status )
CEEUITE (sc-bytes)
EEWT LR | cs-bytes )
TEEEE (time-taken)
EEFEERS (cs-version )

=# (cs-host)

FEHESHEET [ cs(User-Agent) )
Cookie { cs{Cookie) )

IBEE (cs(Referer))

BT #(C):
ECERiE U FIFiEE WE
¥-Forwarded-For EREHR #-Forwarded-For
FrEEEE ). EEREUR SEEfEE

A
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(7) #F [Apply(ER) ]

'q.ﬂ Internet Information Services (II5) EEE

& = €3 WIN2016 »

EEP ®BREV HREH
B85

@ 8 qi! ZDER
G EREE e e s g
. & o oty | STEIRRER IS SARMARE SRR

,,;? EREAEE HTFIEESENET—FELSE0):
e e

~

EERiE
BV
W3C

i ERE(S)

B&0:

96SystemDrive¥s\inetpubilogsiLogFiles

H=E(E)
UTES

Ls=rERE

ER IS EEALSSEENT -
® ERTHED

O ERETW =5

O THEFETWEEENW)

LEEER

ER IS BRETHRISENTE -
® HEC):

SihE

O #5700 ER U @:

]

O FEBIFTSEN)

ERFHEESERSEED)

< »| Evzea|inens

2E(B)...

#23E: 'localhost’ applicationHast.config
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(8) &3 [ C:\inetpub\logs\LogFiles\W3SVC1] E R IIS log 1&EZ

: u_ex*.log
W3SV — O >
- v A | Nono vl | EEWIsV. P
2§ EwHHA #E 7
i HEE -
£ u_ex19080614 xlog  2019/8/6 TH 0245 =i 3 KE
8 g
b EE
1EEE == &=
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6. Windows 2019

(1) FRL [ Internet Information Services (IIS) BEE ]

Internet Information Services (IIS) EES

(2) #¥E [ IS Server]-> 4% [ Logging(;Ci#) |

5 Internet Infarmation Services (IIS) SEE ®
e - &) wiNo19 » @-
BEP BERNM  BEH
WIN2019 58
@ Lizi8 E
6 EmEE = B -
v} 93 WIN2019 (NPART B - WEEZG) - E2BETe) o
-t ERERSE s .,;f
b E ﬂ'ﬁ% :_f_: —_._' EEE \E
€ = &% Lol o= .
HTTP EEE MIMEEZR TIT{EEEE [GSEZREE ExHE
GE] E
_____________ =1 : .! -
:% 4= ,ﬁ, .&ﬂ ‘#ﬁn
............. = | EEREE BENs HE BERRE
= i)
g .3
EHREE B HEEH LR
ZiE
2 & @
Shared MEER SESESR
Configurat...
< > | [Elmaws B Ees
A i
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(3) BEMTIIEEREMEI—EIEE: [ Site(lh8) | -> FIFERR: [W3C]-> BiE:
%SystemDrive%)\inetpub\logs\LogFiles -> #mHE: [ UTF-8 ] -> sC#:S4F B AU [ Log file only((EPRECEEIE) | -> BFEE:

[ Hourly(B/)\I%) ] -> ‘A% [ Use local time for file naming and rollover(fE Fi A&t iF B BiEZRamR) ] -> & T [ Select

Fields(EEUEA) ]

Y Internet Information Services (IIS) EEEE
& = &, wnzo19 »

BER &#&RNV) =EH)

&8 N B
@- i g Q‘i! "% :
-y EEER
W eﬂ WIN2019 (NPARTH
[ BRBREE L*:'F"HEEE_E{'EEK—EETQ(O):

=
» @ A= Iiﬁ%

Er
EMETHERLE IS s EEARESE LRSS R0 AT Bx B2

LEE
I (M):
Wac v | EmETS). |

:L%SystemDrive%\inetpub\logs\LDgFiIes I ZIE(E)...

EE(E):
UTF3 - I

LEEERE
EEm IS SEEALSEESH BRI -

® EETEED
O ERETW E#(M
O THEANETWSETEA)

EEERE
EE IS AREUFTaSAEE

®) HEE(C):
SR “

O B2ANERE (ITE)@):

O FEBUFIHEN)

|o emzrmmsezsz) |

. ,| EmEag]i: ~man

E23E: 'localhost’ applicationHast.config g3 .
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(4) B¥E [ BH(date) ]~ [ FRtime) ]~ [ BEI& IP futlt(c-ip)] * [ SEFA&E BT (cs-username) | - [ ARFE B TE(s-
sitename) | - [ EARZEZ M (s-computername) | - [ EREE IP fidlt(s-ip) | - [ EIARERERER(s-port) | ~ [ 73 5(cs-
method) ] * [ URI F3&(cs-uri-stem) ]~ [ URI &&b)(cs-uri-query) ] ~ [ BB EAREE (sc-status) | ~ [ BAHE FAREE
(sc-substatus) ] ~ [ Win32 #k8&(sc-win32-status) | ~ [ BT (sc-bytes) | ~ [ U MITT#H (cs-bytes) |~ [ IEERA
(time-taken) |~ [ BB EARA (cs-version) | ~ [ E#(cs-host) | ~ [ EEFAZE LI (cs(User-Agent)) ]

[ Cookie(cs(Cookie)) | * [ #EE (cs(Referer)) ] -> T [ Add Field(FTiZ 1) |

W3C EEEl ? .

EERIS):

HER ( date)

=B (time)

HEE P (c-ip)

FHREEE (cs-username )
IBFEEE (s-sitename)
EESEEE (s-computername )
E8EEE IP Uit (s-ip)
BEZEEZE (s-port)

5 (cs-method)

URI =38 (Stem) [ cs-uri-stem )
URI Z& ([ cs-uri-query )

B ETEAREE (scostatus)
EFEEFAREE (sc-substatus)
Win32 #£EE (sc-win32-status)
CEEUTE (sc-bytes)
EEWT AR ( cs-bytes)
TEEEE (time-taken )
EHEENRE (cs-version )

T (cs-host)

EEELEET [ cs(User-Agent) )
Cookie [ cs(Cookie) )
EEE ( cs(Referer))

EETRU(C):

D EREEE

K
il
sil

1]
A

BE A
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(5) # AMMIBZTE: X-Forwarded-For -> #EIZEHREFE: [ Request Header(Z3K12E8) | -> 8 AMNIR: X-Forwarded-For

> B [ BE ]

= I=HIE - ? X

BI=8(N):
¥-Forwarded-For

REEIM:

EEE w
FIE(S):

H-Forwarded-For w

i
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(6) F [ HEE ]

W3C EEREN

BERLES):

HE (date)
B (time)
HEE P (c-ip)

FHEEE (cs-username )
IBFEEE (s-sitename)
EESEEE (s-computername )
E8EEE IP Uit (s-ip)
BEZEEZE (s-port)

B (cs-methad)

URI =38 (Stem) [ cs-uri-stem )
URI Z& ([ cs-uri-query )

B EE A EE (sc-status)
EFEEFAREE ( sc-substatus )
Win32 #£EE (sc-win32-status)
CEEUTE (sc-bytes)
EEWT AR ( cs-bytes)
TEEEE (time-taken )
EHEENRE (cs-version )

T (cs-host)

FEESHEET (cs(User-Agent) )
Cookie [ cs(Cookie) )

EEE ( cs(Referer))

B @ (C):
S RIEEDR B
¥-Forwarded-For EXER ¥-Forwarded-For
TR IA).. EEREUR SEEEE(E

A
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(7) #F [Apply(ER) ]

Y Internet Information Services (IIS) EEEE
e > Gﬂ b WIN2019 »

— O X
@ o @e-
E=m BEV) HEEH)
Bs o
@-id & @i’ "5
N ZREE

H IsED] BT EHEEEEEFE w=EIEE -
o & vanoto (upagn | SPETBRET IS RRERE FEsEn S

ETFIEESEMR T —EITHEO):
W

L

iERE
I (M):
W3aC

v EERA(S)-- |

B&R(Y):

%eSystemDriveds\inetpubtlogsiLogFiles | ZIE(E)...
F|E(E):

UTF8

EESERM

EH IS £EALS= /BRI -
® EEZEEQD

O ERETW E#(M

O THEANETWSETEA)

EEERE

EE IS AREUFTaSAEE
® BEC:

2/\F

O B2ANERE (ITE)@):

]

O FEBUFIHEN)

ERFHEESEESEN)

<

>| [ mems | asss
E23E: 'localhost’ applicationHast.config
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