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1. NXLog

1.1 NXLog 2248

NXLog B9 plugin ZRBAFFEAHEENMABNER - BAMERASNET  RBBEXZITOHEENER
- IR ERARNEA - EENE D REIRE SRR

https://nxlog.co/documentation/nxlog-user-guide#modules-im

Input _ Processor Output
Im_xxx pm_xxx Ofm_xXxx

Input Processor Output
Im_xxx PM_Xxx o _Xxx
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1.2 NXLog Z%%

(1) & NXLog

RIF#3E https://nxlog.co/products/nxlog-community-edition/download

TEAUFRFAR nxlog-ce-x.x.xxxx.msi - #fl: nxlog-ce-2.10.2150.msi °

» Windows nxlog-ce-2.10
54

(2) Z%& NXLog

2528 [nxlog-ce-2.10.2150.msi] -> % [Install] £ [Finish]

#7 NXLog-CE Setup — ¥

Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back || Install || Cancel

(3) MHEIILEZE NXLog ZEE

THEES https://www.npartnertech.com/download/tech/nxlog Exchange.conf ->

#&% NXLog E1E Copy-ltem nxlog_Exchange.conf 'C:\Program Files (x86)\nxlog\confinxlog.conf'

BN 25EEE Windows PowerShell — O =

sers‘Administratorh vads> Copy-ltem nxlog_Exchange.conf

sers\Administrator\Downloads:
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1.3 NXLog R&EHE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.

define ROOT C:\Program Files (x86)\nxlog

define NCloud 192.168.3.51

define MailLog C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking
define 1ISLog C:\inetpub\logs\LogFiles

define CERTDIR %ROOT%\cert

define CONFDIR %ROOT%\conf

define LOGDIR  %ROOT%\data

define LOGFILE %LOGDIR%\nxlog.log

LogFile %LOGFILE%

Moduledir %ROOT%\modules

CacheDir %ROOT%\data

Pidfile %RO0OT%\data\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>
Module Xm_syslog

</Extension>

## For Exchange Message Tracking log file use the following:
<Input in_mail>
Module im_file
File '%MailLog%\MSGTRK*.LOG'
ReadFromLast TRUE
SavePos TRUE

</Input>

<Output out_mail>
Module om_udp
Host %NCloud%
Port 514

Exec $SyslogFacilityValue = 2;
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Exec $SourceName = 'Exchange’;
Exec to_syslog_bsd();

</Output>

<Route mail>
Path in_mail => out_mail

</Route>

## For Windows Event log use the following:
<Input in_eventlog>
Module im_msvistalog
ReadFromLast TRUE
SavePos TRUE
Query <QueryList>\
<Query 1d="0">\
<Select Path="Security">*[System[(EventlD=4624 or EventID=4625 or
EventlD=4648)]]</Select> \
<Select Path="Security">*[System[(EventID=4634 or EventlD=4647)]]</Select> \
</Query>\
</QueryList>

</Input>

<Output out_eventlog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 20;

Exec $Message = string($SourceName) + ": " + string($EventID) + ": " + $Message;

Exec if (JEventType == 'ERROR' or $EventType == 'AUDIT_FAILURE") { $SyslogSeverityValue = 3; } \

else if ($EventType == 'WARNING") {$SyslogSeverityValue = 4; } \
else if ($EventType =="'INFO' or $EventType =="'AUDIT_SUCCESS') {$SyslogSeverityValue =5;}
Exec to_syslog_bsd();

</Output>

<Route eventlog>

Path in_eventlog => out_eventlog
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</Route>

## For Microsoft 11IS(Internet Information Server) log file use the following:
<Input in_iis>

Module im_file

File '%I1SLog%\u_ex*.log'

ReadFromLast TRUE

Recursive TRUE

SavePos TRUE

</Input>

<Output out_jis>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $raw_event = "lIS [info]: " + $raw_event ;
Exec to_syslog_bsd();

</Output>

<Route iis>
Path in_iis => out_iis

</Route>

EBXFEMIEE A N-Reporter %4 IP address :

define NCloud 192.168.3.51

EBXFEMuBE ARG ERIRERIK

define Mail_Log  C:\Program Files\Microsoft\Exchange Server\V15\TransportRoles\Logs\MessageTracking

EeXFEMBEEA IS log BERIK

define 1IS_Log C:\inetpub\logs\LogFiles
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1.4 NXLog RYENARFS

FIRY [Windows PowerShell] -> 8 A Start-Service nxlog B{ZE) nxlog FRFEF] Get-Service nxlog & nxlog

ARFEAREE -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' &2 A FERAE

E¥ Administrator: Windows PowerShell — O >

minlstrator\Download
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2. Exchange 2007

OJ#$# [Exchange B E#ER] 5 [Exchange EEam< /T H] REH BN CER

2.1 {#M [Exchange EEIXiZEH] RE

(1) YIA#HEIEZE Administrator & A Exchange Server

(2) BEL[FE] -> [FTB#2EI(] -> [Microsoft Exchange Server 2007] -> [Exchange B2 X &

¥ msimc
4 AoeRTa

%
(" :I' Windows 8% o Windows Cataloz
“ Windows Tpdate

E‘ LEF Microsft Exchs : % Exchange Server 27 8H

e 7 wmEdLE snge 2
S}rsfagﬂgenﬁ:an

wal - L
Uﬁl Exchange TF8 = é Intesfle
o ) & Jffternet Explorer (54-bif)
!-E Exchenge BHE o ninok Bapress

....... r ﬁﬁbﬂﬂ]

WinE LE J
Interfect &lliance r
WinPrap »
Wireshark
Wotepad ++

3
2w [0] Mo
B ) & (@ | | 0 EeiaiRs
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(3) BELE [BIR=84AE] - Z£% [Exchange Server] - &AAIA"NPARTNER-012A02" - 25 [&3 Hub Transport

server role]

i Exchange EATES

(a1
BED W0 RBED HEE
¢ = |mm| 2|

B foRg s B

FIRBAE -
Gk O fERmiE BRI
= FPETE = -
= RRER = EEHEEL).
. EEEER i R
&2, WA _
é TEFE Epel

AT
E |AERERK:
ABER)

B e

(4) BEER [AE] - AE [MAEGENHE] - £ [AE]  REBHEMCCHFIEIRE - 85 C:\Program

Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking ° % [fEE] - TBCE -

N [ 4
fo: g NPARTNER-012A02 AE i} i Elﬂf
TERISERR —# | mesve | Aeronsz6e | MERONS IR | (R4 DEREEE | %ﬁfﬁl «
28 - HHENEHE g | = RO
SNPARINERD. |5 o mapremszne il >
HPHERSTEE RO EHEs
IC:\ng;aijles\I\'ﬁcmﬂ\Emhange Hanrer\ TrameportFolesiLogs' @ SHER

[ R NPARTNER-012A02

1]

ERSIER IR _>| _—J._ &3 Mailbox server role(b)

-__"__-55 MNPARTMER IC:'\P&D@&m Files"MicunsoftExchanfte Seprer TransporRolesLogs’ SERE).. i E3R Client Lecess server mle(C)
mrEEE | BRI B THEIHRBNTO).
) o .

e e e ) L Rt ()

:;‘:—'I Cllqt MPAI T IC {\Puogaan Files"MicueoftExchagige Pervedt TiansportRoles\Logs"Fio RN, EHE a0
7271 Default NPAR

e o AR 17 TE S R B O

IC \Froguan Files\hficuceoft ge Hened\ TansportFiolas\LogstFin HIERE. Client NPAR THER-012A0%
@ mBAD)
— : KRR
| @ | mx | A | #HeE |
- ABR)
E HH
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2.2 {EF [Exchange BEE&</TH] RE

(1) Y&#HEEE Administrator B A Exchange Server

(2) BRI [FAR] -> [FTEREI] -> [Microsoft Exchange Server 2007] -> [Exchange B2 < /T H]

] £ Windows &% W Windows Catalog

% Windows Tpdate

J-D:ha.nge Server SEEH

) o

gﬁyilfjgﬂgent(:un

~ BE

Ly | Brchangs IR & Int
oAl ) ﬁ. ternet Explorer (G4-hit)
I'.E Exchange BIHE 20001 Express
. EimtREN
WinR AR
Interdect Alliance

Escplorer (32-bif)

FIERESLE) | En

zaw [0 Mo
PRk & (2 | | 2 TR |
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(3) RUFERFEHE - anTHEA

Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True —MessageTrackingLogPath

<LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath

<LocalFilePath>

<Serverldentity> % Exchange Server HIEREE T - <LocalFilePath> ZEHER LRI - AR
C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking

RBIEA

Set-TransportServer NPARTNER-012A02 -MessageTrackingLogEnabled $True -MessageTrackingLogPath

"C:\Program Files\Microsoft\Exchange Server\TransportRoles\Logs\MessageTracking"

ﬁ Machine: nparmer-012a02 | Scope: npexchange local

[P3]1 C:~2>Set—TransportServer HNPARTHER-B12A82 —MessageTrackingLogEnabled $True —H!
essagel rackingLogPath “"C:“Program Files“Microsoft“Exchange ServersIranzportRoles
“~Logs“MessageTracking"

[PS] Gz

(4) BEIMHEHCHEE - m25EA

Get-TransportServer npartner-012a02 | Select-Object *Track*

@-Hach.ine: npartner-012a02 | Scope: npexchange local - | E’lﬂ

[PE] C:x>Get—TransportServer npartner—B12ad2 | Select—0Object *Track -

MessageTrackingLogEnabhled True
MessagelrackingLogMaxAge JA.AA:AA:-AR
MessageTrackingLogMaxDirectorySize 2568ME

MeszageTrackingLogMaxFileSize 18HMB

MezzageTrackingLogPath C=*“Program Filez“Microsoft“Exchange %
erver~IransportRoles“Logs“MessageTrac
king

MessagelrackingLogSubjectLoggingEnabled True
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3. Exchange 2010

oJ3#1E [Exchange Management Console] 3 [Exchange Management Shell]

3.1 Exchange Message Tracking Log

&4 nxlog.conf

2% 13NXLog HEH

EBXFENBEABFEIEER K

define Mail_Log

3.1.1 Exchange Management Console

(1) UUIAR#HEIEZE Administrator & A Exchange Server

(2) BELE [F18] -> [FTBT*E] -> [Microsoft Exchange Server 2010] -> [Exchange Management Console]

& Internet Explorer (64 7T
& Internet Explorer
B Windows Update
Microsnft Exc

anagement Lo

o

Exchange Management Shall Administator
i) Exchange Server Help ik
Notepad++
RimEiETH
hit A REFHTZ 2 2l
EiEh

i

BEdlE
EEFOENEAE
RinEIETH
HEAE
AT ...

Windows S84

=

& N-Partner

13

AR E BRIF B BERCER ©




©)
MAIL - 8 [AR] °

Exchange EREEE

HEE  BRITA) R HAW

JBERZCEL [Microsoft Exchange AIEREREE] -> [EARZZAHRE] -> [E4REH )] B G Eh Exchange Server - &K%

I [=] 3

@-e&lﬁl

1 |

EeiR g, ASREE,
| |
- MAIL 2 fEit
B |
BE - [k |
P2 Client MAIL B
22 Default MAIL E&A

il

I

&8 | G & ® g

.:(};.
x
V]

FEHEE..
iR
Xk
e

EREEAE
EEAFRTIEAD
ERPEEIRAT..
Bl .
BRISEOEER.

k=]

Client MAIL

el
£

k=

B ==

MAIL
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A

(4) BEER [RCIHERE] - WE [RUAEBHENIRE] - WA MIBEMKEERL] - 8RS C:\Program

Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking ° % [fEE] - T BcE -

MAIL @R
—§% | FiianE | SER ONS 26T | MSF DNS 2268 | RS
R e e

v BRI EIFHEREECIRTE(E)
R ERESERRIETE (M)

IE:'\F'n:ngrarn FileshMicrozaftsE schange Serveryy 145 TransportR oleshLogshhe:
AHERELIRE

v ERFEEREERN)
B ERERTEIETE(C)

IE:'\F‘ngram Filez\MicrozofthE schange Server145TranzportR olesiLogzsCor
IR SLER
TH A SRR EETE D)
IE:'\F’rogram FileshMicrozoft\E scllange Server'1 45T ranzportR oleziLogshProtoc

BRI R T L ERETE ).
IE:\F‘ragram Filezs\Microzofth\Egehange ServerW 14\ TransportRolesiLogs \Frotoo

HL:H =15 B
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3.1.2 Exchange Management Shell

(1) UA#HEEZE Administrator F A Exchange Server -

(2) BELE (W] -> [FTBET*E] -> [Microsoft Exchange Server 2010] -> [Exchange Management Shell]

&8 Tnternet Explorer (64 i 7T) ————
&8 Tnternet Explorer [ "
T Windows Update [ e
|| Micmaoft Exchange Server 2010}
B M ment Conzole i
E Exchenge Management Shell TSR
@) Exchange Server Help i
| Notepad++
HEENTH
B =l
BrEh
Gy
E=Hls
EEFNENFEE
TR 3
SHEARFIE
BhIT...
Windows ZEEHE

(3) RYAREMHIEHE - v BIEA -
Set-TransportServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath

<LocalFilePath>

Set-MailboxServer <Serverldentity> -MessageTrackingLogEnabled $True -MessageTrackingLogPath

<LocalFilePath>

<Serverldentity>%5 Exchange Server FIE &7 - <LocalFilePath>% E ¢ BHtiL##AVES K - F8E& % C:\Program
Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking

RBIEA
Set-TransportServer MAIL -MessageTrackingLogEnabled $True -MessageTrackingLogPath "C:\Program

Files\Microsoft\Exchange Server\V14\TransportRoles\Logs\MessageTracking"

r EE - mail . exchange nparinertech com H=] E3

ps~system32>8et-TransportServer MAIL —MessageTrackingLogEnabled $True —MessagelrackingLogPath “C:“Program F!
iles“Microsoft“Exchange Server-Ui4sIransportRoles-Logs“-MessageTracking [

16 ]
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(4) BEHERGCIHEE - mI5EA -

Get-TransportServer MAIL | Select-Object *Track*

xchange nparimertech com
[PFE]1 C:“Windows™systemd2>get—transportserver MAIL | select—obhject *track

MessageTrackingLogEnabled True

MessageTrackingLogMaxAge 30.00:00: 88

MessageTrackingLogMaxDirectorySize 1888 MB {1.848.576.8008 bytes)

MeszageTrackingLogMaxFileSize 1@ MB <18.485.768 bytes)

MessageTrackingLogPath C:“Program Files“Microsoft:Exchange ServerUl4-TransportRoles“Logs“Messagelra
cking

MessagelrackingLogSubjectLoggingEnabled True

17
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3.211S log

(1) Z%= 1S Advanced Logging
IIS Advanced Logging RRHEEE - BN ERESHBIRFECERINEE - S EM HTTP ZK/[EIERIE - IS ElR=R
BERMAFmEN - DUBMERES BB -

https://www.microsoft.com/zh-tw/download/details.aspx?id=7211

252 [AdvancedlLogging_amd64_zh-TW.msi] -> A& [RBESENEESH] > & [Z2F] 3 [BR]

jiZ IIS Advanced Logging 1.0 %¥ SIS E3 |
Microsoft =M 11S Advanced Logging 1.0 B#ESE

Internet
I I S Information
Services

MICROSOFT #xRe8s b A Bei bk

115 ADVAMNCED LOGGING 1.0 Zx MICROSOFT
WINDOWS OPERATING SYSTEMS

Microsoft 44 7] (EFERMEERE - 3 SHPRE
ERIMENE) EE FRPEHFEEES -

% B PR Microsoft Windows Operating
Systermns BrEE GRS EIER 28 ( [8X

§ | ) Z SR R EFEEES . B

H PSS EEEE# » AR E A3 EEE

= - B HBPEETEMREEEEIEEE . 15 Ll

[v FEZEREREEw |

i) | ) I T HniH

(2) BB [Internet Information Services (1IS) EIEE]
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(3) 12 [IIS Server] -> 2 [Logging(FCER)]

"-E Internet Information Services (IIS) E® & Mi=] &3
&[S e @ < 5 1@ -
BFEF R0 HeAH
N WINIO0S & we
@ |7 8 < EX R
k= FE
EH’- WINZ008 IIWII'IEDDB\P. Eﬁﬁ%& - ?g:%(G) - %igﬁgﬁfﬂ) l <] EEHEE
- £ | IS = EEERRYED
(6] WE _ . : 3 b EiED
iﬁlg = T €ty A il
Advanced  HTTP EIRES® MIME 18R TiEHRiE  (ARSES AR RR
Logging 2 7 Rk
= .,%EI 8588 NET Framework bR
o= |ﬂ- @E" _ Eﬁgﬁ
=g ww @ :
£p F3HEH
- 2
ﬁﬁ.ﬂ%&ﬁﬂ&% e B2 BE BT e
=N
h B B
ThEEZETR HAEE  SELRERIE
4l | SR =
Bhik €.
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(4) BHE [FH)

"'-!E Internet Information Services (IIS) R & M=l B3
@Gf | €5 » winaooa » & e -
EWEE R HEH
CHETET) @ == ) =5
ol EEHEE :_ %3
o a0 (WG| MRS 1S (B LS - k TUF
-l ERERER 1t FHITE B A E iy — B iR (O
CEER 35 =] WIREEE.
it O
HET (M) o
[wsc = s |
BERT):
I%SystemDrive%\imtpuh'\logs\LogFﬂes BEE).. |
ERIE(E):
|UTF-8 =l
B !
EHr IS A S s tEm it -
% HHEC):
B x|
0 fEE A ERR (AR NE):
O TR
IV {3 A M R A s a4 ()
4| | vl [ EshiteaR | 2 RaEsieaR
E: Tocalhost' applicationHost config eﬂ:i
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(5) R EFEA

"'-!E Internet Information Services (IIS) R & M=l B3
@;, | € » wmzoe » | < @ -
EEE R HEH
MR oy s W
- iHl” 18 ) =& ) T
ol RS 2. BUH
EG; Tﬁﬁ:ﬁgﬁg (WINZ008\Ad HThEETT AR 1R 1A E{EAREE L SRR - k Fn
) BRIEZRER & FFIE B ARy —EEE0) B
CEER 35 =] WIREEE.
HEF): T
EES = s |
Bt
I%SystemDrive%\imtpuh'\logs\LogFﬂes HEE.. |
ERES(E):
JuTF-8 =l
ShiRiEEA
BEHT 13 AR B iRaEnTaE -
% HHEC):
B =l
O RER PR (TTED
O TR
¥ {5 A Hhe R AR A ()
4| | vl [ EshiteaR | 2 RaEsieaR
E: Tocalhost' applicationHost config eﬂ:i
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(6) 4% [Advanced Logging]

'!E Internet Information Services (IIS) E® &5 =] B3
@;‘, |65 w0 » & - e -
HFEF R HEAH)
ST Ogl WIN2008 & H =
g L°E ﬂkﬁﬁi i =
Eﬁg WIN2008 (WINEDDSI\P Eﬁig%% - ?gzzt(G) - %igﬁgm(ﬁ) lﬁﬁﬁfﬁi& a EEHEE
L) ERERER 1Is ¢ =B
- a] #hE _ : - b EiEh
= = Py . | Ek
HTTF BRE{E  MIME #8580  T{EER1E  (GAREREE wRERiZRER
o8 = e
tiRsh S
= = = 88 NET Framework R
T ERE i EEERE ALY H#HEH =
-3 i Finen
¢ W g B R
mﬁ%ﬁﬂ.@ﬁ faiRiAE i HIE Hi L E
=N
h E B
The e EREE  EEiRiEeE
a I b = ThetsR | - AEEE
i %

22
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(7) T [#mEECERRNL]

e -

@

™ Internet Information Services (IIS) B® S [_ O] =]
@;, |95 wmzoos »
HFEF R HEAH)
m Q‘il Advanced Logging
il = | 3 z
N febEAE "
& 4 Wonaoos e | EEEEIETTLE SRR EIER (LSRR RO
3 VN (WINIOE | SR - DR R
Wle & T T 5
A - | BEH |
GCOMPUTERNAME%-S.. CErH
a (| [omwE] s

3 Tocalhost' applicationHost config

‘@ Ldvanced Logzing THREES ‘

|E.

HHEEERTESE

E2F Adwanced Logging
E R A RImEas

EEHE S BT

WRRR IR Fi
WA
@ %
i 5

gﬂ:i
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(8) &N [N

SRR HE|

BesH{TRiE (0 Ifﬁﬁﬁ}ﬁﬁ j
RRIEE | FEELE | s ri | 28R | #EEEE T -
Wi tatg Win 325 etz A= Defanlt ao-wein S E-statns
W3 WP-PrivateBates Processiw3wp)\Priv...  SUEESTEEE Defanlt W AWP-PrivateF
TTseMame Userlame E-{E0g Defanlt 3 TSR TTIAITLE
et & gent User-A gent E-{E0g Defanlt call -4 genf)
TTRI-Stem URI-Stem FE Defanlt - Tri-stermn
URI-Querysting TTRI-Omernystring P Defanlt  couri-query
Time-TTTC Timne-TTTC i Default Hme
Time-Local Time-Local Mz Default time-local
Time Taken Time- Taken FE Default Time Takenhds
Substatus Substatos FE Default  sc-substatus
Statns Status P Default  sc-status
Bite Name SiteMame Mz Defanlt s-stename
Berver-IP Server-IP FEE Drefanlt ip
Sel,wer Port ServerPort FiEE Drefanlt sport | _ILI
4 3
SRR (A).. A R) | w=mee. |
wr | EE |

(9) B AN BIAS: X-Forwarded-For -> #1Z4$85!: [Default] -> 2KJR$EE!: [Request Header(Z3K1288)] -> A RKIER

Z%E: X-Forwarded-For -> 2T [f&XE]

SRS HE|

A et B [TE )

IK-FDnvaIded-FDr

$BRIC):

IDefault j

—REE
HRABRUT):
BB =
R R

!K-Fu:-nvarded-Fu:uI
= d ':.T.-' -

e 7]

= iy

HTiH
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(10) 243 [BXA Advanced Logging] 1 [BXA B ElnzciE]

'!E Internet Information Services (IIS) E® &5 M= E
@.,;’ EDTE IFERAE
HFEF R HEAH)
Q-7 & 03' Advanced LDgng ‘@ %ﬂvam:ed Lozging TGS ‘
-y EAAEEE " 2
Elﬁj WINZ008 (WINZOOS: fEFﬁiniElﬁJﬁtTliﬁ_ujtﬁﬂLﬂﬁﬁﬁ (A LMSEE L rmiLL (A AR SR mF O A _
U AR UmELERRIL) ¢ LU sr E R LR
i £ t
B-(a] W& MRS EESH - HIELIRES. .
EH - | BEH | ERFR Advanced Lozeing
HCOMPUTERNAME®-3... EEzFA s ) =
ERERILIRREE..
i@ e
&g e
4| | vl [ElmhaEtesR | AERil
sk : localhost' applicationHost config gﬂ:i
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(11) #E#E [%COMPUTERNAME%-Server] -> ##E [

Rz ERE

™k [nternet Information Services (IIS) B 5 | _ [0
& oo [ wmane @ @
EWEER wHEE A
Q- |7 |8 le Advanced Logging —
ol B - o
é___ﬁg‘ %fﬁuﬁg oo | (EBSEMET IR TS (RS R R AR SR WRE AR
FI)E.EH#E_;_&EE !Hﬁkﬂiﬂ'ﬁf—h) LAR sn E R oI nE x JEfEpiRTESE
GRS NS BAAM - [EEZEES|
; TERELIRESR
{8 Advenced Logging
AR FRLiE
ERERELIRIBNL .
SRERSCIR R
I@I Eﬁﬁ
e
( [ e mowR
£57E: Tocalhost' applicationHast contig €.
(1) RHE [FMIBRRER
™k [nternet Information Services (IIS) B 5 | _ [0
@\‘r:’ &5y Wiz » & e -
EWEER wHEE A
* G Advanced Logaing —
ol B ) o
i %fﬁuﬁg INIEAdy | (EFE AT LR RS S (A LR A AR ST O S WRE AR
f—' 2 JEFH? e imeLERtAND) » LLE SRR SRR E - K HlmsEs
3
0 el S BHEfE: EAAM - BFARiEER
EE -~ | B | HRTIRER
BLOMPUTERNAME %-Server e (SF Ldvancedles
AR FRLiE
ERERELIRIBNL .
SRERSCIR R
CEL:
e
( [ e mowR
£57E: Tocalhost' applicationHast contig €.
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(12) MAREEERE: u_ex-> BE [CRMA] > BEHE [8/)K]-> & B

™ Internet Information Services ([IS) BA S =] B3

@,_, |95 > wNzooe » EEICE
BRE WAT  RED
@-idl” |18 9y TR B &7
- FEREEE EFEEEEHEE): = BTH
Eﬂj WINZ008 (WINZ2008%A4; u_ex
) ERERER ,L SEEN BRI
RS . _
o G é:: JEE Advanced Logzing
| = 2] CEL:
8 -3
C FHEITELERR 4500
C ERA R KE)E)
ST
RS [ = == [ W3E
SRET)...
HABFEM |
tm |
e |
BRBEED |
(e || #HrE |
i
wEFEE. |
TR (4):
=
[
A vl [Elomieat ] - msin
B a_:i:i
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(13) ¥ [X-Forwarded-For] * [Win32Status(sc-win32-status)] * [UserName(cs-username)] - [User Agent(cs(User-
Agent))] * [URI-Stem(cs-uri-stem)] * [URI-Querystring(cs-uri-query)] * [Time-Local(time-local)] * [Time
Taken(TimeTakenMS)] * [Substatus(sc-substatus)] * [Status(sc-status)] * [Site Name(s-sitename)] - [Server-IP(s-
ip)] * [Server Port(s-port)] * [Server Name(s-computername)] * [Referer(cs(Referer))]  [Protocol Version(cs-
version)] * [Method(cs-method)] * [Host(cs(Host))] * [Date-Local(date-local)] * [Cookie(cs(Cookie))] * [Client-IP (c-

ip)] * [Byte Sent(sc-bytes)] - [Bytes Received(cs-bytes)] -> &~ [fEE]

Ewegme B
EEiHTIEG):
RIS | mEEE | FEsERy TR
Defaunlt
H-Forwarded-For H-Forwarded-For E R Diefanlt
Win 238 tatnz Win 338 tatnz M Defavlt  s-win32-statns
[0 W3WP-FrivateBytes WProcesstw3wpiPriv...  SUHESTErER Drefanlt W AWE-PrivateE
Userlame Ul ame Ennt el Diefanlt £8-USEINANE
User & gent User-4 gent ER{E0E Default cailTser-4 pent)
URI-Stem URI-3tem i Default  cs-uri-stem
URI-Cuerrstring URI-Quernmsting FE Defanlt Tl ueny
O Time-UTC Time-TTC P Default e
Time-Local Time-Local =2 Diefanlt time-local
Time Taken Time- Taken e Default Time Takenhd?
Substatus Substatus P Default  s-substatus
Statns Status P Defavlt  sc-status
Site Name Sitelame =2 Diefanlt s-sitenarme
Server-IP Server-IP i Default  sip
Server Port ServerPort FE Default  s-port
Server Name Serverlame e Diefanlt S-COMpUEATE
O EequestsPerfecond VWISVC_WAIWP T, WIEEETErER Default EequestsPeriece
Referer Eeferer | - {E0E Defanlt P eferer)
O Froecy Tia E gy Defanlt  s-pooxy
Protocol Version ProtocolVersion | e Diefanlt ca-version
[ Protocol Protocol =2 Diefanlt c-protocal
Method Methad i Default  cs-methad
Host Host ER{E0E Drefanlt caHosh
O EndRequestUTC EndRequest-TTC ptaE| Defanlt EndRequest-TT
[ Drate-TITC Date-TTC e Default date
Diate-Lacal Diate-Lacal | i Default  date-local
O CPU-Ttilization Processor Totel\®...  SUHESTErEs Drefanlt CPTI-Ttilization
Cookie Cookie | E R 4E0E Diefanlt cs{Cookie)
O ContentPath ContentPath =2 Diefanlt s-contentpath
Client-IP Client-IP e Default -1
Ertes Sent ErtesSent 2= Drefanlt se-brdes
Bartes Feceived BatesFecetved e Default cxboves
[ BeginReguest-TTC BeginFequest-T TC FHEH Default BeginFequest-T =
dl | _*I_I
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(14) FBEEEAIENL: [Data-Local(date-local)] ~ [Time-Local(time-local)] - [Site Name(s-sitename)] * [Server

Name(s-computername)] - [Server-IP(s-ip)] * [Method(cs-method)] * [URI-Stem(cs-uri-stem)] ~ [URI-Querystring(cs-

uri-query)] ~ [Server Port(s-port)] - [UserName(cs-username)] * [Client-IP(c-ip)] * [Protocol Version(cs-version)] *

[User Agent(cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [Referer(cs(Referer))] * [Host(cs(Host))] * [Status(sc-

status)] * [Substatus(sc-substatus)] * [Win32Status(sc-win32-status)] * [Bytes Send(sc-bytes)] * [Bytes Received(cs-

bytes)] * [Time Taken(TimeTakenMS)] * [X-Forwarded-For] -> #% [LE#] = [F#] > & F [EMA]

"!Elntemet Information Services (IIS) EX 5 =] B3
@&_4 (65 wmzos » &~ @ -
HBEF &ET  HEAH
Q- il” 8 ) ZEEs
- FEAAEE EEEEEEE: |5 BTH
=95 WIN2008 (WIN2008wdy | [oex
) ERRRER ||7 EEYE M) AR
F-[&] #hE \ z
i TR ) o
¥ =20 L2
SERTEE 2 L3
& HHEZD
[E1e =l

[T BT B R R (0)
O $HERRE LR G

IBE4DD
R LPR EENE)
|1|:|24
TR
Erudall 2] | R == | Tz N
Diate-Local date-local &
Time-Local time-local &
Site Wame s-sitenaime &
Server Name SCOmpUiemane &
Server-[P sip &
Method ca-method &
TTRI-5teim ca-nri-steim &
URI-Querystring CsUr-qUeny &
Server Port s-port &
TTsertlame CI-NSRITATIE T
Client-IP c-ip &
Protocol Version CI-WErHON &
ser & gent ca{llser-4 gent) &
Conkis esConkis) & -
Referer es(Referer) & MR (T)..
Host cofHost) &
Btatus s-status &
Substatns sc-substatng & e
Win32Status sowin32-status 5 ERISRED
Eivtes Sent se-bytes & i |
Biwies Recetved ca-bytes &
Time Taken Tivne Takenbds & TFEE(W) |
X-Forwarded-For & | BIREEL)
mEmae . | BRe |
Emisk
ERE SRR (A
=y
| |

< |

$57E: Tocalhost' applicatinnHost config

-

[Ewmwa] rswn
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(15) BhEE [#REERCERH 8%

qEIntemet Information Services (II3) E¥ 5 =] E3

@b&'_', R

&~ @ -

EWEE WRE SN

@ o

_ﬁ, H 128 Q“gl Advanced Logging
...... o ;
iy a;‘ e onmzooss | ERSEE L e (e s
A R EE AR RROFR PRt * LR e R e areh -
Bel A S EAH .
£ - | EEA |
SCOMPUTERENAME%-3erver BE{SH
2 B
‘| | vl |2 shictsiR || - AEsieiR

$%7E: Tocalhost' applicationHost config

HIEELIRTER .

{EH Ldvanced Logging
ERRAFIRLE
ERERECARMNL ..

B=hie

HIHELIRTE

E e

(16) MR EARERACER HEEMIBRIGAREE R > BT [EE]

'ﬂﬁﬁ%ﬁ‘ﬂiﬁ HigE:
'I%E}rstemDnve Finetpubilogstid dvanced Logs

IE wih 5 ELiR EERL):
II%E}rstemDnve Fhinetpubilogstd dvanced Logs

(17) 1824 nxlog.conf
i 2% 1.3 NXLog REHE

EEXFEMIBERE A Microsoft [IS FE#k1E & K JEFEIE

define BASEDIR

30

&7 N-Partner




(18) ER’Y nxlog AR#

BB [Windows PowerShell] -> #i A Restart-Service nxlog E#1EE) nxlog ARFEF] Get-Service nxlog & nxlog
BRFEAREE -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' &R A BRAE

indows PowerShell
Copyright (C> 28016 Microszoft Corporation. All r»ights reserved.

PS C:slUsers“Administrator? Restart-Service nxlog
PS C:slUsers“Administrator? Get—Service nxlog

MName DisplayName

Running nxlog

PS C:slUsers“Administrator? Get—Content *C:“Program Files <(xB6>*nxlog™data*nxlog.log’
20198887 A9:25:81 INFO nxlogce—2.18.21508 started

20172-88-8A7 A7:-25:21 WARNIHNG stopping nxlog service

20172-88-8A7 A?:-25:21 WARNING nxlog—ce received a termination request signal,. exiting...
2019-A8—A7 A?:25:22 TNHFO nxlog-—ce—2.1A.2158 started

PE CzslUzerssAdministratopr>

K 7
(19) BHE [EFREN IS R

qﬁlnternet Information Services {IIS) ¥ 5 =] 3
@ ~ | 93 wmano » | @ -

HER ER0 WA

== @y WIN00s 6 L

TR EWRRE
= Y = Illﬁﬂﬁﬂﬁl
é...ﬁg A B ~ FHED - GERERRmw) | _ %
L) EREARER 11s . i
ol W& : ~ :
v < i Iy = HABRIZAER
=24 — L oo
fdvanced  HTTP HFEE MIMEIRY Trems® (RESSSE i<~
Longging 58 F 858 NET Framework B
= = e 3 e @ =H
o= H &1 /] = EI % b

ERERE iR EEEEE = 5| SRS THEH

EEGR

LM
ﬁﬁ]&%}ﬁ%ﬁ IR Bpig
g
=

ThEEEZR  HRARE ek

1| | >

i
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(20) #&2 [C:\inetpub\logs\AdvancedlLogs] ERIZ 1IS log 1&2&: u_ex*.log

l AdvancedLogs H=]
( ;“,\_) e tpubtloeshd dyw ; j @II }EE de"-"ﬂ.‘l‘.l.I:E-'dLI:IgS n
HEEE ~ MAREHEE » HEAHE -~  fREEREEE = - [0 @
P &9 - 52z B2 | m | #ols | |
L v_ex HZ0190806-091441942 log 2019868 T 05:19  =FE S1 KB
) EIBE
. FjE
i
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3.3 Event log

3.3.1 #H#EEEiI(Organizational Unit)

(1) BARY [Active Directory {5 F3& F1EK]

(2) # [Doman Name] #BEAR > BE [Fig] > FHE [EEEN

B Active Directory (- ZEHEES H[=] E3
WEE BITA) WA RHEAH)
e 2@ 0E = HE &8 57a%
[ Active Directory {EFI-SF0ER (W | 238 [EEET | ek
= ~| Builtin builtinDiomain
== | Computers Ha Diefanlt contadne:
: ZREHIE). . ntr.. HEHE{L Defanlt containe:
: . S . B Defanlt containe:
2| Domain C ST T ey, B Diefanlt comtadne:
ST RE =HR Diefanlt comntaine:
REHEThIER (L) ..
MR IEM)..
ERIE () e
FTR LTER) FTOEERA
il
wR g InetOrgPerson
EERRHE T mzlmaging-FEPs
FELHE ). MO 51|84
AER) f
SHEHH) EHE
HHAEH
1 I3 | KN | ]
o i |
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(3) B AMMENRTE: Servers > T [HEE]

Sttt - SIMEL ]|

._r:‘.- Herr: nparterlocal!

8
|sewers—
v {reEan. o Lt 7 IR ()

(4) % [Computers] #HMENI -> 7 [Exchange Server(Win2008)] EiZBEGH# -> FhE [BE)

B Active Directory fEFl ZHHEE M=l B3
EEF  BiTE) WR SHEHH)
| -IEDIWD_JIEII BETIR
An::twe Directory {EF-&F0EE M [W i
T E
= jj npartner local
31 | Bniltin
| Computers
o Domein Lontrolle s
| ForeignSecurityPrincipals
| Managed Service Accounts R TR .
| Users
o Servers B (T)
PRI (T
AER)
£HBEH)
1| | il | na

5 EE AR R BEENT S —EEH R iy - |
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(5) E4#E [Servers] AHMENI -> = F [OK]

i
A rEnE|EEE )

E =

npartner

B

- | Compiters

H
H
-2 | Dornsdn Controllers
H
H
H

. S g B ey B e B o B e |

B

- | ForeignSecuritPrincipals
| Mapaced Service Aecownts

(6) Bhi#E [Servers] #HMENI - #E2 Exchange Server(Win2008) @fkss 22 E)

B Active Directory H EHIEE M= E3

Bl 8| REc=HE| & 57 a%

EEF BiT4) WwEAN) HEAH)
&=
[ Astive Directory {EFIZF0ZENE [W
| ETFER
= 33 npartner local
~| Builtin
| Computers
2 | Domadn Comtrollers
| ForedgniecurityPrincipals
| Managed Bervice Accounts
=
4| | i

u e '\.m
(A WINZ005 & .'
4| | i
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3.3.2 ###H/EBI(Group Policy Management)

(1) BARR [BHHERAIEE]

(2) £ [Servers] LI BEAHR > RE [EEEMEEPEIL GPO I:ELZ]

S OEEE STW WAV ASW  HeE PT-TES
&= o ol
o FHERER i3 = R
= A 8% npartner Jocal Az |
= & fEe
= 33 npartnerlocal £ -
o7/ Default Domain Policy A 8 npartner local
2| Diopadn Contrallers

FEiEfEERE thaEay OPO FEEL R
: g SR T GF0

- BE ARG e
SR
wF BHBAEA  FHERRRAEERG)..
- PHHFRES R RRESHIREE{ N
TEAE HERHRRERIRES (W)

FlFes: (T
EHan A (M)
EHERE

AEE]
SHEAH) ]

EEERS PR IO TR T |
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(3) w ABFABRRIERTE: N-Partner Policy -> &£ T [EZE]
i GPO

E=E I
||H-Pamer Policy

FEEA P GPOE):
| ) =]

ETiH

(4) £ [N-Partner Policy] EIZBEG#HE -> HE [4RiE)

E BuEnen - [O]x]
S OEEE BTW REY RS RA® | =181 x|
&= | @ BIXRE o |HE
I Eﬁﬁfﬁﬁﬂ%ﬂ Servers
= L R el AR EEA | smmaies | <]
=l 5 nperter.local megles ~ [ oro
5| Default Domain Policy 1 i/ H-Partner Policy
2 | Dommsdn Controllers
E —'_. e
Sl 11 -Partner Policy
= BRI T ERER(E) .
5 WMI EmEan Al
B @ ARG v BAEEL)
s '
« BHERRSF TS RRSRTET TS (W)
RS (0
B M)
EER (F)
HEEH)

KN I ja
FEEw GPO EREEES |
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(5) #E#E [Computer Configuration(&E 5% E)] -> [Policies(IR )] -> [Windows Settings(Windows & E)] -> [Security

Settings(Z £ 45& 7€ )] -> [Local Policies(ZA&## R 81)] -> [Audit Policy(f&1Z/R l)] -> 4% [Audit account logon
events(T&1Z 1R B & A B #))], [Audit account management(&1#Z 1k 5 & )], [Audit logon events(E% & AEH)] 1EH -
> ZJ# [Define these policy settings(TE & E L/RRIFEE)]: & [Success(A1I)] & [Failure(K )] -> & T [OK (T ZE))

BFEEF BT WAV HEH

&= |77 XE = HE

[ W-Partner Policy [WINZ003 NPARTNEE LC | [FR] =~ |EE'JE‘EE |
R T
= BRI Eiia e o et
Bl X T kT
B Windows 3% fEiEE Rl TR
| SRR AR TR EETESR

|FEERREL BN RKTh, B

e BRI R RETH, 281
= - 10 E
EEE ] I fE e s AT, 8
7 fEiEEa !
EREEEr | XTI 2]
W g e
3 gfﬁﬁ EEEFAURE |mm |
o SFREH :
3 gﬁﬁﬂﬁ _:jg' BT Bt
o RS — —
7o) HEREER (EEE 802.3) v EFHRLERERERED)
j EERETT S A Wi B,
| A aE s Ea
T 9IRS (IEEE 80211 M RENE)
| AR mER v 2RI
| ETHEFRSUE R
W TR
| EREFEAIEE
B rEeRER uE:
| PR AR
i SR AT Qo3
T BAEIEA D AEER
| BT
B ot ERERE
| FRI
O BT
mE | =Ew
| | |
| | |
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(6) £ Exchange Server falfR=s x4 /RAl

PS C:\> gpupdate /force

B Administrator: Windows PowerShell M=l
Windows PowerShell

Copyright <C» 2816 Microsoft Corporation. All rights reserved.

PS ﬂ:\l._lsers\ﬂdministratur} gpupdate Aforce
[E1EEFhFEL. ..

PSS C:slsers™Administrator> _

(7) £ AD #BIEfEIAR2S - =4 Exchange Server fEIARzEFFAHRRIIF - 281 -Computer MELRESWER S - -
Path fEEHE G ENES -

PS C:\> Get-GPResultantSetofPolicy -Computer WIN2008 -Path C:\tmp\Win2008.html -ReportType html

& Administrator: Windows PowerShell M=
Windows PouwerShell

Copyright <C> 20816 Microsoft Corporation. All rights reserved.

PSS C::lsers™Administrator?> Get—GPResultantSetofPolicy —Computer WINZAAB —Path C:“tmp“WinZ2B@8.html —ReportType html

RzopMode : Logging
Namespace : S\\HWIN2888“Root“Rsop“NS6BEB43F8_AFF4_427E_AS535%_A7YCEAACA31DE
LoggingComputer : WINZBOB
LogginglUser : MPARTHER“administrator
: Computer

PS C:™\sers“Administrator? _
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(8) FARX [C:\tmp\Win2012.html] 3% - & EM N-Partner Policy ###H/R Al

E_'.;'HPLRTHER\WIHEDI]E - Windows Internet Explorer
e | Coitmp\Win2008 Jtml =] #2|| x| |2 Bing L~
o HAIRE @ NPARTNER\WINZO0S | |
PraH Fianet s =
NPARTNER\WINZOOS
FEINEE: 201%H17 T 01:43:42 o o
nE SAT
EEST =554
R E&
Wirdows H5E i=E
=eHEE B
¥ REN A SET
HE S BN S R AT
¥E 5 FBN/Eerberos KIEY AT
:"ii&.n]ﬁs‘ﬁg‘u """""""""""""""" B |
L 7 &% GPO !
: EHEIREE A B AT ¢ ZkBY N Pastie Folioy :
i ] AT ¢ B N-Paumer Felicy I
e S e B
FREEE 2 EE AT
AMSARNESEERSLE - ADIADTE AT
AMS AR SRRk AT
AMS AR OB ES ST AT
EHESE =5+
15 5] FRRAEDHS =
ol e E e B iR BRe Vo v [®amm -
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4. Exchange 2013

OJ#$#E [Exchange RAEIEF (] 5 [Exchange EIEm< T HE] MERRAEHFENCEE -

4.1 Exchange Message Tracking Log

4.1.1 Exchange &#AEE D INEAC)

(1) BARIL [BIZE28] -> URL B A htips:/ExchangelP/ecp -> BA I ZEIRIERZHE > 2T [BA]

[F Exchange 2HZES 0 x

NEIEY
1 ok Lt

Exchange :#t

EENEREEE:

npartner\administrator

A
et

=

f@ [ /B\

&7 N-Partner
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https://exchangeip/ecp

(2) BHE [fAARZR] -> [[DARER] -> EiFE [Mailbox EIAR=R] -> RAEE [#REE]

NEIEY
1 ok Lt

Administrator + P =

) &\ Office 365

Exchange % ETE G

tE GiRE | EklE ExEUREidE ERER BS
o

EREESE P e
ZB | ERESEE EE

Hig
WINZ012 5, AFEEN Version 15.0 (Build 1473.3) WINZ2012
g

B, AFRER
HHEE Version 15.0 (Build 1473.3)
EESFAR
— Bl
£1) BAESTH

EER1E E1E

| https://192.168.1.183/ecp/Servers/Servers slab?showhelp=false#
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(3) RHE [BEECiiE] > WX [RABMEREHFIE] MEBHEICERERE: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking] -> &~ [#7F]

WINZ2012

—
ERENMERET AN
=2

POP3

IMAP4

BEoEN

DNS EFE

B RH

» BaneE |
Outlook Anywhere

| BirEl e

| ¥ maEsennss

B e EEE:

‘C:\.Program Files\Microsoft\Exchange Server\V15\Transportf :
]

=EwaE
BHERaEE
EFEaERE
‘C:\.Program Files\Microsoft\Exchange Server\V15\Transportf

ERRTESE
BEENBETHEER
|C:\.Program Files\Microsoft\Exchange ServeriV1 5‘\Tran5pc:rtRcrIe|
BUEHEECHEER
|C:‘-.Program Files\Microsoft\Exchange ServeriVl 5"..Trﬁl15p0l‘tRD|E|

==

HOiE

https://192.168.1.183/ecp/Servers/EditServer.aspx? pwmcid =3 &ReturnObject Type=18id=454958ba-d6f1-431a-| #100% ~

A&/ N-Partner
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4.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

&

Exchange
Management
Shell

(2) T [RUFBEMAHERE L ERIE] FNEB4F B BE SCBRAE RS 1S: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking]

[PS] C:\> Get-TransportService win2012 | Select-Object *Track*

=] #3232 Win2012.npartner.local

ErilfEH Exchange &=

Cndlet (5H: Get-Command
Exchange Cndlet: Get—ExConmand

: {command?> ! Format-List

T QuickRef

e

Format—-Table Hame . =SMTP=

sagelrackingLogEnahled : True

ageTrackingLogMaxfige : 39.8P9:A0:880
ageTrackingLogMaxDirectorySize : 1888 MB (1,848 _576.808 hytes)
agelrackingLogMaxFileSize : 18 MB <18,485.768 hytes?

i Select—Object =*Track=

ageTrackingLogPath : G:\Program Files\Microsoft~Exchange Server-U15-\TransportRoles\Logs-MessageTracking

ageTrackinglogSubjectLoggingEnabled : True

[PS] C:~ProgramDPata“Microsoft“Windows~Start Menu“Programs“-Microsoft Exchange Server 2813

44
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4.2 1IS log

(1) FRX [Internet Information Services (11S) EIE&]

Internet Information Services (IIS) EEE

(2) ¥ [IIS Server] -> 25 [Logging(FCiR)]

| €3 » WIN2012 »

820 BAYV) BEH)

G;! WIN2012 28

T WIN2012 (NPARTNERadm]] P& - ¥ EEG) - G2BETW |BEcE
e £ ASP.NET

e 9 /5 & @ H

NET 23 NETEEE NETHEEL NETHS NETEZE SMIPEF
& £l B B

&,} Lfabl | 5& m s = o ﬁ:éﬁmﬁ Tane

THERSE SEgTE SfE SE2e : @ ==
EE 4

o &g

HTTP EIEE HTTP E%E ISAPI & CGI ISAPI g5 MIME X THEZEE
o) [zl =

X Legh @
suExs EEEER Exss |sme=s  muxs
AR SIS CESARS ERETAE |

=t

!ﬂ&‘uéﬂiﬁ £BER & HEEH

=35
[ e
& 8 B S
IS SEEE ISEESE  MaEER ZEARTE RTRERE  ZEEE
BE [

[Emenz & nsws
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(3) BEMRTIIEE REAREI—EIFE: [Site(I58)] -> ECERERT: W3C] > Bif:
[%SystemDrive%\inetpub\logs\LogFiles] -> #&#: [UTF-8] -> sC#:SS 14+ EHRIM: [Log file only(fEFRECERTE)] -> HFEE:

[Hourly(B/)\EF)] -> A% [Use local time for file naming and rollover(fE A I B iEERamR)] -> & T [Select

Fields(HEVE )]

& Internet Information Services (IIS) BES \;li-
S EREEE @ <) @-

BER ®‘BRV HHEH

QH|z e § <= =
S EEER eI RS RS AR LRSS - =

[ ERESEE T3 = —EsE(0): L
S N o

R

FEIL(M):
[wsc I s=meee. ||

i%SystemDrive%\inetpu bylogsiLogFiles : BE(E)...
HEEE)
I|UTF-8 v

ELHEHEH
ERIS EEA LSS -

O ERETWEHM
O EHFETETWEE"EW)

Bttt
EEHIS ARETHISENTE -

® BB
ERS v
O BEANEE (URED:

1

O FEBUFTHEN)

| smserEsamezL) |

< [ > [El s | mses

£2iE: 'localhost' applicationHost.config €.
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(4) B¥E [HH¥(date)] ~ [FFE(time)] ~ [AFEIH IP ik (c-ip)] * [EAE BT (cs-username)]  [ARFE & T (s-sitename)] *

B AR 28 & (s-computername)] ~ [fAIARZS IP {uilk(s-ip)] * [BARES EFIE (s-port)] ~ [/5/%E(cs-method)] * [URI FEE&(cs-

uri-stem)] ~ [URI &3f(cs-uri-query)] ~ [F@&H 1% EARER(sc-status)] - [T 7 E F ik 85 (sc-substatus)] ~ [Win32 ARE&(sc-

win32-status)] * [ 704 (sc-bytes)] ~ [EUW 7o (cs-bytes)] ~ [TEE 5@ (time-taken)] ~ [BF 177 E AR A (cs-

version)] ~ [E#(cs-host)] ~ [EFZE L2 (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> %K

[Add Field(Fr &/ 1)]

EERUE):

W3C soE@f

HEE (date )

B (time)

HESEPUHE (c-ip)

FHREEE (cs-username )
IEFEEIE (s-sitename)
EIEEEE (s-computername )
fEEEEE IP Uitk (s-ip)
FAEZEEEE (s-port)

FiE [ ce-method )

URI =38 (Stem) ( cs-uri-stem )
URI Z&] [ cs-uri-query )

B EE A EE (sc-status)

B EETIREE (sc-substatus)
Win32 #5EE ( sc-win32-status )
SEEUTE (sc-bytes)
EEMAUTE ( cs-bytes)
TEEEE (time-taken )
EFIETEET ( cs-version )

ZEE (cs-host)

FHSHEET (cs(User-Agent) )
Cookie ( cs{Cookie) )
SEESE ( cs(Referer))

EETRU(C):

[ > |

St =EE

Tl
b

BE

Hs

&7 N-Partner

47



(5) # ABMIETE: X-Forwarded-For -> ZEIZEHRHHE: [Request Header(Z3K1E88)] -> # ARIER: X-Forwarded-For -

> BN [EE]

i [ 2 |

= (M)
|X-Fu:m..~.rarded-FDr |

FIEEINT):

|ExEE v
E(S):

|X-Fu:m..\:arded-FDr v|

A
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(6) T [HEZE]

W3C soE@f

EERS):

HE ( date )

B (time )

HEEIP U (c-ip)
FEEEE (cs-username )
IEFEEIE (s-sitename)
EIEEEE (s-computername )
fEEEEE IP Uitk (s-ip)
FAEZEEEE (s-port)

F% ([ cs-method )

URI =38 (Stem) ( cs-uri-stem )
URI Z&] [ cs-uri-query )

B EE A EE (sc-status)

B BEFAREE ( sc-substatus )
Win32 #5EE ( sc-win32-status )
CFEITEE (sc-bytes)
EEMAUTE ( cs-bytes)
TEEEE (time-taken )
EFIETEET ( cs-version )
=# (cs-host)

FHSHEET (cs(User-Agent) )
Cookie ( cs{Cookie) )

SEESE ( cs(Referer))

B @ (C):

Eet==1 4 L1 RIEER RE

#-Forwarded-For EEE H-Forwarded-For
EriEmaria)... EEER SEEE

Hs

&7 N-Partner
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(7) #F [Apply(ER)]

M | & » win2012 »

BER ®‘BRV HHEH

§ B
KIsEoARETE IS EHEAEZE L EEETRMNET - Ex mf'ﬁ’?ﬁéﬁﬁ‘aé% :

. 2 ) =8
|ii§ﬂﬁ§ﬁiﬂ€ﬁ—ﬁ§ﬂlﬁﬁ(®- e
= W

® ==

R

BRM):

[wsc v | EERES).
BER(Y):

|%S)~'stem Drive%\inetpubtlogs\LogFiles

S=E(E):
|uTF-8

ELHEHEH
ERIS EEALHSHHIEN -

® EFIEELD
O ERETW S#:(T)
O DHEEFETWSETE(A)

Bttt
B TS ARELFIEENTE -

® HBO:
EXE v

O BEANER THE:

1

O FEBUFTHEN)

vl ERFHEEESEREEL)

R T »| Elnzes|sness

£2iE: 'localhost' applicationHost.config
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(8) &2 [C:\inetpub\logs\LogFiles\W3SVC1] &Rl IS log 1&Z: u_ex*.log

W3SVC1

ubhlogshLogFiles\W3ASVCT

] u_ex13080611_xlog

=l

2019/8/6 £ 11

&7 N-Partner
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4.3 Event log
4.3.1 #A#EE(I(Organizational Unit)

(1) BARY [Active Directory {5 F3& F1EK]

o

-

td

Active Directory
ERENER

(2) 7€ [Doman Name] I BEAH -> BIE [HiE] > W8 [AGBL)

= Active Directory R EFERE u_-' -
EEFR #ER  BEV) B8

e rE o Bz HE 2aETES

] Active Directory EHEF ISR || == b= i=E I
e LI BEEEH | Builtin builtinDiomain
[:I 3 npartner.local ! “| Comnuters EE Default container for u...
2R E)... HREEL Default container for d...
EH0)... ipals ZEE Default container fors...
BEERD). rcou. BE Default container for ...
BEESEH(0).. Sec.. EREL
E=EEE=En) = Default container for u...
EEZEM)...
=) * L
FELEK * BEN
®EV) > BiE
SgraE(p InetOrgPerson
ExEE msExchDynamicDistributionList
e mslmaging-P5Ps
A= MSMQ £ 51512
ot EEEY
Bl=i
ERE
HHERE
£ m >
EU—EF oS
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(3) B AMMENRTE: Servers > T [HEE]

SR - AEELT |

et

j BEUE: npartnerlocal/

EEA):

FEZELHLEEEARERP

BT i EEA
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(4) Bh¥E [Computers] #HMEEM -> 7 [Exchange Server(Win2012)] EiZBE A -> FhE [BE))

BEFR =HEA) BRNV)  =HEH
e HE 8 XD BHE 2T E%
] Active Directory EREFIER || 22
p [ BEES [ winzo12
4 34 npartnerlocal IlA B (G)...
B[] Builtin ERES®S)
— Cemera ERESEW

I =) Domain Controllers

I+ [ | ForeignSecurityPrincip BEN(V)...

b | Managed Service Acce EHEM)

B 2] Microsoft Exchange Se
i ? FETIER
2] Servers ETR(T)

RIE=(D)
AE(R)
EHEAH)

< m > | <]

ZHANEREERHIE—EESE -

(5) 4% [Servers] HMEMN > F T [OK]

EHERIEEM):

Eﬁj npartner

]j Builtin

f_c] Computers

#-/2] Domain Controllers
1__=| FareignSecurityPrincipals

]j Managed Service Accounts

Microsoft Exchange Security Groups
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4.3.2 E#ERI(Group Policy Management)

(1) BARR [BHHERAIEE]

g

HARRIEE

(2) £ [Servers] LI BEAHR > RE [EEEMEEPEIL GPO I:ELZ]

=2 =aEesE [=[ol x|

3 OEEFR HEW ®BENV /W) JEBEMH) - |5' =
o« 2 8 XE G
5 BERREE Servers
a g Eé‘f%r;;artner-lncal EiEsRBEHERY |l E R | SR |
A (g HEE
4 F3 npartnerlocal EREE GPO
wi Default Domain Policy
2] Domain Controllers
B (2] Microsoft Exchange Security Groups
EERERDET GPO WESTIC)...
b Ly WML B R A r PO
b (5 APIGR “J}:ﬁfﬁ’ . .
b O B s
Y BEEEm EFFEERI)...
Qo wHEFRlRS BHEFEEHEEG).
HESEESETN)
BEEN r
tEEREHREEW)
RIE=(D)
EFHSE(M)
EFEER
AER)
EREA(H)
| <0 m »

EEFEEETEIGPO TEEEEIEE=E
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(3) BMABARRMHEZTE: N-Partner Policy -> £~ [fERE]

SE(N):
ﬂN-F"artner Palicy

AEAPI GPO(S):
E3

(4) £ [N-Partner Policy] E#ZBEAR > FE [4RiE]

= OEEE #ErR BREV) REW  BEH)
M YEEEEEEE
5 =ERAEE Servers
a A g%;gﬂrtner-'ml EiEEe BRI |2l E RS | ER |
|
4 3 npartnerlocal ERER GPO

i/ Default Domain Palicy 2 1 @i/ N-Partner Policy
B (2] Domain Controllers
t- 21 Microsoft Exchange Security Groups

4 3] Servers
= M-Partner Policy
[

SR S
b L@ S EHEZD

o mEEEEn BERE(S).

fe HaERES pEEEsEEEW)

RIE=(D)
EfmEM)
EH=E(F)

A
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(5) #IF [EBINRTE] -> [[RAI] -> [Windows FRIE] -> [ZE MR E] -> EMRETEZRIRRIRE] -> [[EZ/RA] -> [IREEA] -

> FE [BERRERE] > 28 [RE NIEZSH] R A K] -> &2 [EE]

£ HE[FRIEERERE -
B:A) HiER) BBV BEH)
' EAEE
=[ N-Partner Policy [WIN2012-AD.MPARTMERLC ~ ||| _Z2EE| EE=w
4 EREEE B mEEane BMEEy
ald =8l [ TS Kerberos Be Rt e
p L] BEEET | 5842 Kerberos BESRE MEETE
4 [ Windows 527E [ BEEhEE B ASY i FEE

b
R EERE - s

FEl | #=

dl = 4 ERIERE
b (R SR _8
b L& RERE
b e B
b (g BERE V] ST FIREE S (C):
T ELSEEE (EEE802.3) BEl | =
b o BEEE VFEl |= B

b [ EEEEZSEN Windows [
T EEEEEESRE 2B

b Saf B (EEE 802.11) FE

O SBE=REE

b EEEIREIEE

- O BEEREE

b ERESESEE

p 8, [P F2EEE (IS Active Dil

a [ EEEEERIRE
4 N EBEEE

b5 EdEE

b H DS E®

b BAER
b5 HIHER
b5 FEIBE

b G5 BREREE

b H EEATEREE v

i
4
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(6) #IZF [EINRTE] -> [[RAI] -> [Windows FRIE] -> [ZE R E] -> ERETERIRRIRE] -> [[EZ/RA] -> [REEHE] -

> R [EREMIRFEESY) (BREABRFEE] > W& [RE MIERSM4] [N 1 K¥] > &1 [EE]

HARAEEEESR =[] x
E=F mﬁw ®EV)  REH)
s #7E =2
_=J' B Partner PD|IC}-’ [WIN2012-AD.NPARTMER.LC ~ || FEEEI BEEH
=T MFERT
MFET
BT
REEH |
B
|mﬁﬁﬁmaﬁﬁ§@ AHIRAR |

EREEEECEE - AS |
IEEI

b Cg R5R0EHE
b L B
b L EE&E
b ool EEHERE (EEE 802.3) FE
b [ EEEETZEM Windows |
Y EpEEsEEEE PE FRIFER RSSO
b Gl BRI (EEE 802.11) FAl |= FETH)
| aExeEE
° sEmsER v] <BLE)
| ERERERE
% EEEnEHEE
P EZEEEE| ({UE: Active Di
4[| EEZERIET
A "% %ﬁ?x]

j e ARRERE

VT T

b O BRISE
b O BEEREE
b o R
b G EENsTREE
b ol SUEE S ERH QoS
L REEEHE CitTEERNEER BT A
p | EHFRTE v
£ [[] >

st
fH
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(7) #EEZE [EBIRE] -> [[RA] -> [Windows FTE] -> [£E M E] -> EREZIRARTE] -> [EZRA] > [BEA/EL] -
> FHE [FERIRPHETE), [BZEW], BZEA] > AE [RE MBS H:] [RIN] M K-> 2T [MEE]
EEEETERES =|O] x
BER #EQ BEV BEH
= #HE =
E[ M-Partner Policy [WINZ2012-AD.MPARTMER.LOCE| | FE5| EEEE
4 A BREE i EEESETE BE TN By |
g | o EEERE/AEEE MRRE
L | SEST ] B4 Psec EHE HRERE
4 B Windows 2E (] 7 Psec TEE BREE
b EEEEEE 158 5595 Psec BiFE BEST
L EEIT B EMEEH
0 WA EInEEy
' ] = BmemrE
‘;% x%z;g [ [y, DR
~ ikl B EEEREA MRDE
[ g el
> B3 #eH BEEA RS =
g B
b (g BERE =zl
b Cof FEEEEE (IEEE 802.3) EEI
[ EEEEZZEA Windows Bk
- EzE=zEsEs g EEEA
b Gaf EHERE (EEE 802.11) EEI
b O AE2HER
b 5] SREEEIERE
£ 5 :
. O FErnES S TR )
b [0 BEESEEE V] RETALE)
oo P E2EFEE ([UE: Active Dired
2+ EEmGEIEE Ll
4 W EEEE
b o BEEA
b 5 REEE
8 _ﬂ ﬁ".ﬁh
3 j EMEH&
» 5 EREE
b BEEEES
b GE RE
b EEMEEREE
b ol LUEEISHEN QoS
b [ RFESEST S TRERNREES
b [ EiFDE
4l E-@EFJE%E
O E&l
= | BT b ==l
< [[] >
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(8) £ Exchange Server falfR=s ExEF4H/R Al

PS C:\> gpupdate /force

HE |

(> ] =G EES: Windows PowerShell

Jindows PowerShell

%f'ﬁ'fg C(C>» 2016 Microsoft Corporation. %f'ﬁ%ﬁﬁﬁ 1 j]:{f—f! E.‘;—f ETﬂJ o

= \lJ seprssadminizstrator. NPARTHNER> gpupdate Aforce
EEhIEEL. . .

S C:slserssadministrator. HNPARTHER> _

(9) £ AD #BiEifElAR2s - =4 Exchange Server fElARzEFFAH/RAIIF - 281 -Computer MELRESWER M - -
Path fEEHE G ENES -

PS C:\> Get-GPResultantSetofPolicy -Path C:\tmp\Win2012.html -ReportType html -Computer WIN2012

= [= |

> H=HEIES: Windows PowerShell

Hindows PowerShell

: Logging
| Hamespace = SAHINZ2B12MRoot “\Rsop“MNS2CBDCES?_182B_4F45_81A7_SE?E42854CB1
| LoggingComputer = WIN2812
| Logginglser = NPARTMER“administrator
| [LoggingMode : Computer

PS C:vlsersAdministratord
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(10) FARX [C:\tmp\Win2012.html] #EF2EIA [N-Partner Policy]

==

@' £ CAtmp\Win2012html O ~ & || @ NPARTNER\WIN2012 X H A 1t
HHERASR
NPARTNER\WIN2012
EHME: 16/8/2019 10:04:28 T
EE:D T
S I EE
—fi= BT
TLHHRE T
e EE
windows §7E EE
=E EE
EFRR/EERR o hin
EFER/EFEERR T
FRER/ZEHEER T
AE£ERR/SERERFE - SREMHEE BT
ABSRER/MEEE LG =
| gEEESE | E=
I EREA | EE
I & 2 &% GPO i
: EEIEER BETD . kBT M-Partner Palicy :
| gFEm i EE
: ERY & B PO :
| mEEEpEssESs B 8 N-Partner Policy |
: EETHEEREE o == M-Partner Policy :
| =aEs | EE
| ERE 3 B2 GPO i
I wEssEE S N-Partner Policy |
1 BEEL RLET o BT M-Fartner Policy 1
: BEEA BLET o BT M-Partner Policy :
mEgRE T BE

Default Domain Policy [{31B2F340-0160-1102-945F-00C04FB954F9Y]

MN-Partner Policy [{C3C6D0D6-97C1-42A0-BE1E-BC6AT10BF205)]

WINT BSHESE
EREFAEH 3

o
E

|
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5. Exchange 2016

OJ#E$#E [Exchange BIEX#A] 3L [Exchange EIEM <M H] REFHHERCEE -
5.1 Exchange Message Tracking Log

5.1.1 Exchange %#EEPIL(EAC)

(1) BARIL [BIZE28] -> URL B A htips:/ExchangelP/ecp -> BA I ZEIRIERZHE > 2T [BA]

V)

& https://192.168.1.183/ow O ~ © EREE O @ exchange 2HEETH x

Exchange %4t &E3E /0

RENEREEE:

npartner\administrator ‘
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https://exchangeip/ecp

(2) BHE [fAARZR] -> [[DARER] -> EiFE [Mailbox EIAR=R] -> RAE [#REE]

e & hitps/192.16.. O ~ @ B2 C | & @S - Microsoft Exchan... *

] &34 Office 365

Exchange Z & EIE

W 2= fEiEsE ZErlE BrlEoA4EE EEBE BE
1R
amneE sl e
554 zg=) » GEBEES REE
EXCH2016 =] Version 15.1 (Build ..
P
BaE
e

EER1E.-EE

Administrator v P -

EXCH2016

B

Version 15.1 (Build 1713.5)
RELRRE

#H

BAERZR
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(3) B4 [EEECIRIE] > B [RUAEMAE R ECERE] FEL4HE I o #R1E B8 1E: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking] -> Z T [{#7F]
2 Exchange EEE - Internet Explorer — | x

|@ https://192.168.1.183/ecp/Servers/EditServer.aspx?pwmeid =3 &ReturnObjectType=18id=2297e724-Taad-425b- @ Eﬂﬁﬁ‘

EXCH2016
—H ————_E——%T ————————————————————— L]
Er— — 1E5 S I
ﬁ*JEﬁﬁ*JEE_[EHﬁ :. ﬂ.{.EH;-FFLm&EE&E :
=i : B ERTHREEE [
POP3 | |C'\Program Files\Microsoft\Exchange Ser'.rer‘\‘l.-"'|5‘\TransportF|
IMAP4 b s
S bt
DNS =5 BAESTHE
= BELHRRE

EamRsH ——

I T I |C:‘-Program Files\Microsoft\Exchange Server’\V 15\ Transportf

b F G0 &

Outlook Anywhere Eqmee

BEEN EELNHERE
| ChProgram Files\Microsoft\Exchange Server\V13\TransportRo |E|

UGS GE R ER R
| C:\Program Files\Microsoft\Exchange Server\\/1 5".,TransportRolf|

T HuGR

https://192.168.1.183/ecp/Servers/EditServer aspx?pwmcid =3&ReturnObject Type=18d=2297e724-Taad-425b- #100% ~
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5.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

Exchange
Management
Shell

(2) T [RUFBEMAHERE L ERIE] FNEB4F B BE SCERAE B8 1S: [C:\Program Files\Microsoft\Exchange
Server\V15\TransportRoles\Logs\MessageTracking]
[PS] C:\> Get-TransportService EXCH2016 | Select-Object *Track*®

Eap #E: Exch2016.npartner.local — O b

FIEAE. 1D

ml"

e rail Liiel



5.2 1S log

(1) BRI [Internet Information Services (1IS) EIEE]

Internet Information Services (IIS) S

(2) ¥ [IIS Server] -> 25 [Logging(FC87)]

—
A,
¥ =

'q‘ﬂ Internet Infarmation Services (IIS) SEE — O x
& & 9 WIN2016 » @ = @ -
ExFR BEN  SHHH)
g5 . EifE
@1 wWIN2016 BE
B )
G5 EEE = — _
\"' Gﬂ WIN2016 M|N2016\} ﬁﬁg - @:LG) hd % iﬁﬁm(h) .
T EEE=T=E IS -
g2 A q = ’
=" . &y ), o= ® s
HTTPEEE MIME R THEESEE FEEEE FExmE
i =3
u#' > it - ;"'\_I (4]
-1 e &1 P o
) EIEETE BExs =8 BEHEE @ ==
B 2
4 2
i

ZHEE= BE

Shared MEEEn  HTEEES
Configurat...
7 4|
66
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(3) BEEKX MNIIEEBEME—ECERE: [Site(I58)] -> FLEREMRET: [W3C]-> Bk

%SystemDrive%)\inetpub\logs\LogFiles -> #mHE: [UTF-8] -> so#xS# BRI [Log file only({EPRECEEE)] -> HFEZ:

[Hourly(8/)\¥)] -> A% [Use local time for file naming and rollover(fif F 2 i & %18

Fields(HEVE )]

#)] > & [Select

"@ﬂ Internet Information Services (II5) EEE

fe = |93, wiN2016 »

EEP ®BREV HREH

9 .
Q@ |z 8 qi! =%

- s e e e
o & vt inaoey | IETERET IS SERAES FEsERas=

.;? EREREE ETFIEESENET—(HRHE0):
8] e oy

~

PiE
I (M):
[wsc v m EREN(S). |

96SystemDrive¥s\inetpubilogsiLogFiles :

EHseramit

ER IS EEATHEESRI B/ -
O EmETWEEMm

O BHEAETWESETER

LEERE
ER IS BRETSTSENAE -

® HEEO):
=iE ~

O EEADERE (UTE@):

O FEBUFIHEN)

|V EmzemEsamaz |

< N EEEE =)
#23E: 'localhost’ applicationHast.config

efl:i
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(4) B¥E [HH¥(date)] ~ [FFE(time)] ~ [AFEIH IP ik (c-ip)] * [EAE BT (cs-username)]  [ARFE & T (s-sitename)] *
[fE1AR 28 & 18 (s-computername)] * [EARE: IP fiIilk(s-ip)] * [EIAREREEE IR (s-port)] ~ [/77%(cs-method)] * [URI FEE(cs-
uri-stem)] ~ [URI &3(cs-uri-query)] ~ [F@&H 15 EARE&(sc-status)] - [T 17 E F ik 85 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [ 704 (sc-bytes)] ~ [EUW 7o (cs-bytes)] ~ [TEE 5@ (time-taken)] ~ [BF 177 E AR A (cs-
version)] ~ [E#(cs-host)] ~ [EFZE L2 (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> %K

[Add Field(Fr&#1)]

W3C EEED ? pod

EERTE):
HEE (date)
=R (time)
BHEE P (c-ip)

FREEE (cs-username )
IEFEEE (s-sitename)

@ 3EEEEE ( s-computername )
BB P 13t (s-ip)

R EEE (s-port)

i (cs-methad)

URI =28 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query )

BB TEAREE (sc-status )

B ETETAREE [ sc-substatus )
Win32 #5EE [ sc-win32-status )
CEEUITE (sc-bytes)
EEWT LR | cs-bytes )
TEEEE (time-taken)
EFEERT (cs-version)

=# (cs-host)

FEHESHEET [ cs(User-Agent) )
Cookie { cs(Cookie) )
HEESE (cs(Referer))

EETRUC):
Rl mEEL wE

1]
A

BE A
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(5) # ABMIETE: X-Forwarded-For -> ZEIZEHRHHE: [Request Header(Z3K1E88)] -> # ARIER: X-Forwarded-For -

> BN [EE]

= I=HIE - ? X

EI=8N):
¥-Forwarded-For

REEIM:

EEE w
FIE(S):

H-Forwarded-For w

s
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(6) T [HEZE]

W3C EEED ? pod

EERTE):

HEE (date)

=R (time)

BHEE P (c-ip)
FREEE (cs-username )
IEFEEE (s-sitename)

@ 3EEEEE ( s-computername )
BB P 13t (s-ip)

R EEE (s-port)

7 (cs-method)

URI =28 (Stem) ( cs-uri-stem )
URI E ( cs-uri-query )
BB TEAREE (sc-status )
EFETEFAREE (sc-substatus )
Win32 #5EE [ sc-win32-status )
CEEUITE (sc-bytes)
EEWT LR | cs-bytes )
TEEEE (time-taken)
EEFEERS (cs-version )

=# (cs-host)

FEHESHEET [ cs(User-Agent) )
Cookie { cs{Cookie) )

IBEE (cs(Referer))

BT #(C):
ECERiE U FIFiEE WE
¥-Forwarded-For EREHR #-Forwarded-For
FrEEEE ). EEREUR SEEfEE

A
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(7) #F [Apply(ER)]

'q'ﬂ Internet Information Services (II5) EEE

e =

EEP ®BREV HREH

€3 » WIN2016 »

v 82 WIN2016 (WIN2016Y
LD ERESSE

®

€

>

@ o @ -
pot =
@- L 8 qé! ELEF
O mmAE

LNt BRAE IS EERARE LEEEFENFR -
ETIEESENET—EDHE0):

U= -
EERiE

BV

W3C

ERE(S)

Bsv):

96SystemDrive¥s\inetpubilogsiLogFiles

H=E(E)
UTES

TSx=rEnk

ER IS SEATSSHHET -
® EETHEQD

O ERETWESEM

O THEEFMETWEETENR)

LEERE
ER IS BRETSTSENAE -

BERE(C):
=iE

O EEADERE (UTE@):

O FEBUFIHEN)

ERFHEESERSEED)

EREEE e

#23E: 'localhost’ applicationHast.config

(8) #&&2 [C:\inetpub\logs\LogFiles\W3SVC1] &E#l% 1IS log #Z: u_ex*.log

W3SVCT
« | gFiles\W3SVC1
2§ Eed=ht #E
* EETh B
E u_ex19080614 xlog  2019/8/6 TS 0245 XF
O =g
b Ex
1 E#EE
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5.3 Event log
5.3.1 #H#EEEiI(Organizational Unit)

(1) BARY [Active Directory {5 F3& F1EK]

&

Active Di rectory
ERENER

(2) £ [Doman Name] #ZBE AR > BIE [#8] > #E [EE=E1

| Active Directory EREF =K — O ¥
BER =:EA) BRN EEH)

e | nE BBz B PaETE%

Active Directory EHEFAER | Z3 gt
oA ry 2% HE Bt
—I EZEE [ Builtin builtinDiomain
Iv = rlpaBrtr?lv.:r.Icucal I - R hmme SRS Default container for u...
jl Cunlmmuters =R EF(E).- E{y Default container for d...
' :j DDmZin e SH()... Default container fors...
. 7] ForeignSec HEFED) Default container for ..
| .-_=| Managed BEEE 0. Default container far u__.
| Users ESEENESHN).
EIEZEM)...
RN » Efs
FETIEN H} HEM
BEW) | =
InetOrgPerson
EFEEE) msDS-ShadowPrincipal Container
ELEEL- mslmaging-PSPs
HE(R) MSKMQ {5 El=
SREEH) el
IE
EHE
e > THEHRRE

BEU—{E&Har..
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(3) B AMMENRTE: Servers > T [HEE]
s - HEED s

"';:’ B npartner.local/

EEA)

Servers

FRESZLEEEESREREP)

b ERER
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(4) Bh¥E [Computers] #HMEEM -> £ [Exchange Server(Exch2016)] LIZBEGHE > HhE [BE)

| Active Directory EHREHEH - o X
BEFR =:EW RN EEH)
e 71E J/BIXEE2 HE P RETE%
] Active Directory EHEFER || == =il it
? j;" ﬁﬁfﬁl | EXCH2016  EH
* Wi T
= C;puters FHIERS)
2] Domain Controllers EZESA)
» [ | ForeignSecurityPrincipz HEN(V)..
[ 7] Managed Service Acco =B
v [ Users
[Z] Servers BEIEK L
=T
RIER(D)
AER)
ERAER(H)
< >
SHANEREERHI S —EESEL -
(5) BHEE [Servers] AMENM -> & T [OK]
gl o
LHEEEEEM):
E---fj npartner
- | Builtin
- | Computers
-2 Domain Contrallers
- | ForeignSecurityPrincipals
.| Managed Service Accounts
k] Faf Scrvers
- | Users
BE HiE
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5.3.2 B4H/F8I(Group Policy Management)

(1) BARR [BHHERAIEE]

E

o3P

(o]
HAFAIEE

(2) # [Servers] LiZBERAR > #E [EEEENTET GPO WiEERIEHE)

EEEEHTET GPO UBEESERIERESE

G EEEFIIEE — O >
B BER EHER BENM S FW) HBEH) -9 X
€= |F G
3 BEFRIEE BEEH S HI ST
v i\ Bi%: npartner.local Az
v (5L B
v 3 npartner.local =t
mi Default Domail| | & #i%: npartnerlocal
2 | Domain Contre
= | Servers
L=t SEFR EEEEETET GPO WEEZ(C)...
FWMIEE @z GPO(L)..
= 22 T miez®
Y BEEEER EEEEREL)...
fy #ERRlES HETHSRESG).
FEEEEMUN)
EEREEHEEW)
RIE=(D)
EHmsEM)
EFm=ER
FZE(R)
EREA(H)
[= >
< > I
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(3) w ABFABRRIERTE: N-Partner Policy -> &£ T [EZE]

g GPO it
EE(M):
| I-Partner Policy I
#iE AP GPO(S):
() -
A
(4) £ [N-Partner Policy] FiZ/BEAR -> BIE [4RiE]
H FERREE - O X
3 B=EFR HER) BwENV |EW) FHEH) -8 %
&= 5 g
Z BERRIEE Bl [ HI ST
v A\ Bi%: npartnerlocal Pk
v (5 fE
v F3 npartner.local EE

mi| Default Domain Policy|| | & #i%: npartner.local
2] Domain Controllers

w (2 Servers
o] N-F"artnerF"::uIicyI

L5 =sRERRIwAe SEE(E)..
WM SES =0
= GPO
& ﬂ'ﬁm AR v mmEEs
2 mEEsED EEEES).
fy wHEERES wEEEEmEEW)
BIED)
)
ExmEp
SSEA(H)
< >
£ >
=g GPo SEm
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(5) #IF [EBINRTE] -> [[RAI] -> [Windows FRIE] -> [ZE MR E] -> EMRETEZRIRRIRE] -> [[EZ/RA] -> [IREEA] -
> FE [ERRREERRE] > BE [RE MIREZREBMH] [MIN] #1 K] -> &N [FEE]

5 - o x
BEFR =EL BRNV) HEH
ol AR | HEY

N-Partner Policy [VIN2016AD.NPARTNER. || Zz=3) —
el SEE=E R mamass mnaEn |
- .- o] 753 Kerberos BB R EFRERIE
& j Wmim %3 | 753 Kerberos BESEER HFERE
e BEEMESFAES HREE
LTI

j et R E

o EEE

B RHEER

4 25 R TS C)
A BERE e

fuf E#HERE (IEEE 802.3) A BRTHiE)

T EEEETZEH Window sy

U EREEESES i

i B (IEEE 202.11) BE
- ~REREER
| EREEFRAIEE
~| EREAERIEE
o [P EZEREE (U Active
v [ EREREERRE
v N BEEE
G BEEA
o 5 BPEE
_ﬂ EFap=E
5 ps=m
A BA/BR
5 naER
5 EnsE
5 EEERER
EES

=B wE G =AW
H emneEREE

ke 131 IS Bl %= i B AR Mo
< >
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(6) #IZF [EINRTE] -> [[RAI] -> [Windows FRIE] -> [ZE R E] -> ERETERIRRIRE] -> [[EZ/RA] -> [REEHE] -
> B [EREMIRFEESH) (BREABRFEE] > W& [RE FIEZSM4] [MIN] 1 K¥] > &1 [EE]

s J = & — D x
BEFR JFEA) ®\ERV F#EEH)

e |25 = HE

M-Partner Policy [WIN2018AD.MPARTNER. ~ || Zz55| mHE=s
il SRR BTt Ee s CES 2
v [ FE

(BT

ST W mEEREsE e
3 VWindovs kit St BEET
Wind s
L jln@;;?%l i BEEHMESEESS . |
B %%E-&éj@;lﬁ% B e
Sasmasn B esEEsEsDE shEsn |

BEERERFEE - M X

= s ]

A SN !
‘g REEE j FEth{E 2R e
o EE -
4 BEERHR
Tu ELEEEE (IEEE 202.3) FE
T EFEETZEN Window SHAE FFFEREE )
_| EEEESEERE I
Call E|EEEEE (EEE B02.11) FE
| EEEREE EHE
| EREBMERIEE
—| ERERERIER
8 P E2EED (IS Active
v [ EEREERETE
v I BHEE
. o S EEEA

i EIBE

G rHERER

G &&

A 2EnsEREE
ulii HREISEEL Qos

-F%fa = _'-'-'-"- i L b= ]
> ; %—-‘; g4 CitFHER |HEEv BE ik EH(A)

i
< >
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(7) BIE [EINERTE] -> [[RAI] -> [Windows FRIE] -> [ZE MK E] -> EREZIRAERE] -> [BZ/RE] -> [BEA/EZEH] -
> FHE [ERIRPHETE), [BZEW], BZEA] > AE [RE MBS H:] [RIN] M K-> &2 [MEE]
S mEEnTEsES O x
BER 2EW BEV  BEH)
o HE 2|
=] M-Partner Policy [WIN2016AD.NPARTNER LOY | Z 55| EEEe
v EEEE i mEERET anEEm )
- jh%%i I REERE/EEES EEEE
T Window BE B mEREN SRS MERE
_| @Eﬁ%‘:? J -l"% %Fﬁ |Psec ﬁ:_E"ﬁi’ﬁf'[. uj*%i
= ?% E ﬂfﬁ%} -!:'3!:' %%IPSECEE@?: uj*%i
Eﬁggﬂﬁﬂ%ﬁ o] FEHF |Psec RiEET EREE
o RED ENES!
= = HmaEA RIMESE
j THEEE T R RE R R SE=53
g =eEss | BEEMENZEES SRR E
B BEE S REEREA MERE
:i igﬁ BEEA - RS X
a =
4 B EETR
Cuf B (IEEE 802.3) FE|
T EEEETZERN Windows [
| EmEs=ESEE g EEEA
Zaf EHHEIE (IEEE 802.11) FE
5 AEAEE
—| EnEEMRRIEE
- i SR TIREEAC)
& [P E=EEE (UXF: Active Dir ] BT
v | ElEEBERIRE
v N BEE ABE)
.:_ FE
5 nreE
FEL
=5 DS =E
ud ﬁ)uﬁm
ﬁ s5m=
5 mREEES
S
B cEnsTREg
Jdn LUEEIS RS Qos
T REEESE CHFSERAREN
o EFaE
v R EES%E
= FEI
o Eg8E
% || =AW
£ >
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(8) £ Exchange Server falfR=s ExEF4H/R Al

PS C:\> gpupdate /force

(9) £ AD #BIEfElAR2s - =4 Exchange Server fElARzEFFAH/RAIEF - 281 -Computer MELRESWER S - -
Path fEEH S HREENMES -

PS C:\> Get-GPResultantSetofPolicy -Path C:\tmp\Exch2016.html -ReportType html -Computer EXCH2016

2016 Microsoft Corporation. A1l rights reserved.
PS C:ihUsersiAdministrator> Get-GPResultantSetofPolicy C:\tmpExch2016. html htm1 EXCHZ016
RsopMode e
Namespace 3 2016% Root? WN5124DE3F4_18C5_48F4_A9F4_030DED3IA4496

RTNER' Administrator
omputer

Logging
LoggingMode

H
C

PS5 C:h\Users\Administrator> _
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(10) FERY [C:MmpP\EXCH2016.html] #F3RIFE [N-Partner Policy]

- O X
2] C\tmp\Exch2016html 0O ~ & || @ NPARTNER\EXCH2016 o e 8 @
Ev
EE | A
Windows 327E
EE
ER2ERE
EE
EFER/=ERR
BT
EFERES TR
BT
FHER/EEHEE
E
AESBEA/SSRERSE - nHEMaE e
T
AESEEA/NERE RS
[ e - ) T
| mmess i
: 1 g
| | EFPEBA I
1 : EE
- o s% &% GPO :
| sEEEsE A N-partnerpolicy |
1
|| emEE I
: 1 [EE
: L] o B% GPO -
: SEESHEESEEs BiTh %8 N-Partner Policy :
1 EHEREERgE HEzh . BT M-Partner Policy :
1
1| mams i
: 1 [EE
: Ci = B2 GPO i
: EEESEE RS N-Partner Policy 4
| BN BTh o« BT M-Partner Policy :
i_ BEEA mi3 S N-Partner Policy | o
——————————————————————————————————————————————— r |
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6. Exchange 2019

OJ#E$#E [Exchange :#MEIEF 0] 5L [Exchange BEIRm< M H] EREAEHFEBERCHE -
6.1 Exchange Message Tracking Log
6.1.1 Exchange %#EEPIL(EAC)

(1) BARL [BIE28] -> URL B A htips:/ExchangelP/ecp -> A ZEIRIEFRZHE > 2T [BA]

S
=

e I|m https://192.168.1.183/owa/auth/logon.aspx?replaceCurrent=18url=https363a%219%2{192.168.1.183 vI 9 BRER °| | == o~
[ Exchange 2AEETL ]

»x [

Exchange %4t &3E /0

EEMEREEE
| npartner\administrator |

e |
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https://exchangeip/ecp

(2) BHE [fAARZR] -> [[DARER] -> EiFE [Mailbox EIAR=R] -> RAE [#REE]

e |_$ https://192.168.1.183/ecp/default aspx > B EBREER G| | =2E.

ik 38 - Microsoft Exchan.. % ||

[] i{ZEPE  Office 365

Exchange :£TEIE 0

W= fAiR=E] ErlE ZErlEoA4EE EEEH B8
IR
anneEE [F» =
g BE A | AEEEE hEE
EXCH2019 =] Version 15.2 (Build —
R
B
T8

CERIE H18

Administrator + P -

EXCH2019

=

Version 15.2 (Build 330.5)
EXEA RN

A

mAERES
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(3) B4 [EEECIRIE] > B [RUAEMAE R ECEEE] FELME R o #R1E B8 1E: [C:\Program Files\Microsoft\Exchange

Server\V15\TransportRoles\Logs\MessageTracking] -> Z T [{#7F]
& Exchange @2 - Internet Explorer - O >

|_$ https://192.168.1.183/ecp/Servers/EditServer.aspx? pwmcid=38ReturnObject Type=18id=95c12aa-c374-4%ca-b @ Eﬂﬁﬁﬂ

EXCHZ019
—fE e e -
=i g =i g HErEH O 1
izﬁﬁﬁmﬁﬁm |V sEssennse !
- : B el EEEE :
POP3 1 |C'\Program Files\Microsoft\Exchange ServerW15\Transportf I
(. T T T T T T T T LTI T I I L LT T T T 11
IMAP4
SiEaN EETH
NS S SR
EELHEREE
EERH —
- |C:1Prog ram Files\Microsoft\Exchange Server\WV 15\ TransportF
b sszer |
Cutlook Anywhere B ErS
BEERETELSEERE

|C:\Prcgram Files\Microsoft\Exchange Server\V1 5"-.TransportRcule|

BUGEM R SR
|C:\F‘rogram Files\Microsoft\Exchange Server\V1 5‘\,TransportR~:u|E|

== HGA

https://192 168.1.183/ecp/Servers/EditServer aspx? pwrncid=3&ReturnObjectType=1&id=95fc1 2aa-c374-4%¢ca-b # 100% -
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6.1.2 Exchange Management Shell

(1) BARY [Exchange Management Shell]

&

Exchange
Management
Shell

(2) T [RUFBEMAHIERE L ERE] AR B BE SCBRAE B8 1S: [C:\Program Files\Microsoft\Exchange
Server\V15\TransportRoles\Logs\MessageTracking]

[PS] C:\> Get-TransportService EXCH2019 | Select-Object *Track*

[5 #25: Exch201%npartnerlocal — O b'Y

M7 N-Partner 8




6.2 1IS log

(1) BRI [Internet Information Services (1IS) EIEE]

Internet Information Services (IIS) S

(2) ¥ [IIS Server] -> 25 [Logging(FC87)]

'qﬂ Internet Information Services (II5) SIESE — O *
e |93, wiNz019 » “ @ -
BRE BEV  SHBEH
25 & . EfE
WIN2019 58
&‘v lt[ & é =E_=F:_E§
- FEREE o I e
[€3 Winzo19 (NPART EREE: - ¥ BEG - GEEETW o
L] BRERSE IS A ‘;’
> -[@] a3 = - = =t o
& k@ 9 8 |
HTTPEEE MIMEEE T#HEEE AEEEE FHHE
| =3
............. - ) ] e =
H & o M @
............. B | BERTEE BEXS ®E  @LBmE © ==
Z i
g b
ERER it HEB= £
EiE A
2 B B
Shared MeeER STESESR
Configurat...
< s | [EmasssE |0 AEeR
#E Q.

86
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(3) EEM NIIEBEREBEARI—ECHE: [Site(J58)] -> HEERK: [W3C] > Hik:
%SystemDrive%)\inetpub\logs\LogFiles -> #mHE: [UTF-8] -> so#xS 4 BRI [Log file only({EPRECEEE)] -> HFEZ:

[Hourly(B/)\EF)] -> A% [Use local time for file naming and rollover(fE i A I B iEERamR)] -> & T [Select

v eﬂ WIN2019 (NPARTH
() ERETEE ﬁmugazg_gmgﬁ—ﬁgﬁﬁtom

=
» @ A= Iiﬁ%

Fields(ZEEUE )]

Y Internet Information Services (IIS) EEEE — O >
e & &, winzo19 » & @ -
BEFR @#BEN SRR

=i - BiE
o 5 Q‘il iy —

,'_1-—1 & ka 5y =8

- S5 EERR SHSTERET IS SRS ARE L PSS - Ex A

iERE
I (M):
wac Al s=mewe. |
EEM
:|%SystemDrive%\inetpub\lDgs\LDgFiIes 1 ZIE(E)...
EE(E):
UTFs vI

EEEHERE

Em s SEASSSSHNE/NE -
@ EREEHEL

O EFRETW E&(T)

(O PR ETW SHETSA)

EEERE
EE IS AREUFTaSAEE

®) HEE(C):
SR “

O B2ANERE (ITE)@):

O FEBUFIHEN)

|o emzrmmsezsz) |

< >| [Emecwss | =S
E7E: 'localhost' applicationHost.canfig 9.
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(4) @¥E [HH(date)] ~ [FFE(time)] ~ [AFPIH IP ik (c-ip)] * [FEAE BT (cs-username)]  [ARFE & & (s-sitename)] *
[fE1AR 28 & 18 (s-computername)] * [EARE: IP fiIilk(s-ip)] * [EIAREREEE IR (s-port)] ~ [/77%(cs-method)] * [URI FEE(cs-
uri-stem)] ~ [URI &3f(cs-uri-query)] ~ [F@&H 15 EARE&(sc-status)] - [ 7 E F ik 85 (sc-substatus)] ~ [Win32 ARE&(sc-
win32-status)] * [ 704 (sc-bytes)] ~ [#EW 7oA (cs-bytes)] ~ [TEE 5@ (time-taken)] ~ [BF 177 E AR A (cs-
version)] ~ [E#(cs-host)] ~ [EFZE L2 (cs(User-Agent))] * [Cookie(cs(Cookie))] ~ [#EZE (cs(Referer))] -> %K

[Add Field(Fr&#1)]

W3C EEEl ? .

EERIS):

HER ( date)

=B (time)

HEE P (c-ip)

FHREEE (cs-username )
IBFEEE (s-sitename)
EESEEE (s-computername )
E8EEE IP Uit (s-ip)
BEZEEZE (s-port)

5 (cs-method)

URI =38 (Stem) [ cs-uri-stem )
URI Z& ([ cs-uri-query )

B ETEAREE (scostatus)
EFEEFAREE (sc-substatus)
Win32 #£EE (sc-win32-status)
CEEUTE (sc-bytes)
EEWT AR ( cs-bytes)
TEEEE (time-taken )
EHEENRE (cs-version )

T (cs-host)

EEELEET [ cs(User-Agent) )
Cookie [ cs(Cookie) )
EEE ( cs(Referer))

EETRU(C):

D EREEE

K
il
sil

1]
A

BE A
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(5) # ABMIETE: X-Forwarded-For -> ZEIZEHRHHE: [Request Header(Z3K1E88)] -> # ARIER: X-Forwarded-For -

> BN [EE]

= I=HIE - ? X

BI=8(N):
¥-Forwarded-For

REEIM:

EEE w
FIE(S):

H-Forwarded-For w

i
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(6) T [HEZE]

W3C EEEl ? .

EERIS):
HE (date)
B (time)
HEE P (c-ip)

FHEEE (cs-username )
IBFEEE (s-sitename)
EESEEE (s-computername )
E8EEE IP Uit (s-ip)
BEZEEZE (s-port)

B (cs-methad)

URI =38 (Stem) [ cs-uri-stem )
URI Z& ([ cs-uri-query )

B EE A EE (sc-status)
EFEEFAREE ( sc-substatus )
Win32 #£EE (sc-win32-status)
CEEUTE (sc-bytes)
EEWT AR ( cs-bytes)
TEEEE (time-taken )
EHEENRE (cs-version )

T (cs-host)

FEESHEET (cs(User-Agent) )
Cookie [ cs(Cookie) )

EEE ( cs(Referer))

B @ (C):
S RIEEDR B
¥-Forwarded-For EXER ¥-Forwarded-For
TR IA).. EEREUR SEEEE(E

A

o0 & N-Partner



<

(7) #F [Apply(ER)]

Y Internet Information Services (IIS) EEEE

~ 83 WIN2019 (NPARTH

EHEEC AR IS EREEARELEEERNFR -
ETFEESENET—ELSE0):

U= ~
iERE

I (M):

W3aC

i EmE(S).-

B&R(Y):

%eSystemDriveds\inetpubtlogsiLogFiles

F|E(E):
UTF3

LEEERE
EEm IS SEEALSEESH BRI -
® EREZsEEL

O ERETW E#(M

O THEANETWSETEA)

EEERE
EE IS AREUFTaSAEE
® BEC:

2/\F

O B2ANERE (ITE)@):

]

O FEBUFIHEN)

ERFHEESEESEN)

>| [ mems | asss

2E(B)...

— O >
fe = €3 » WIN2019 » G <@
BEP ©RNM  FHEH)
-] -
@- - & Q;! "L
-y EREE

E23E: 'localhost’ applicationHast.config
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(8) &3 [C:\ inetpub\logs\LogFiles\W3SVC1] &l IIS log #&Z: u_ex*.log

WWISWVCT B H *
« > ~ 4 gFiles\W35VC1 v | EEWisVC P
- ECE 2
# BRETE _ .
=] u_ex19080614 xlog 2019/8/6 MF 0258 HFXH 7 e
=
o B
1EHEE =

92
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6.3 Event log
6.3.1 #H#EEEII(Organizational Unit)

(1) BARY [Active Directory {5 F3& F1EK]

&

Active Directory
ERENER

(2) £ [Doman Name] #BEGHR -> BEF [#i8] > FE [HEEN

] Active Directory EHEF=0H - .
BEPR =EW wEN SSEA
e 2 F BBz HR 2R ETE%R
] Active Directory EHEFER Win2019/|| == il st
ll ﬁg%ﬁ — 1 Builtin builtinDamain
‘I S rlpaBrtr?:.r. oce I 5 T C i org = Drefault container for u...
H_ C”D'W:”umr‘ EREFHE)... o.. HEEE Default container for d...
:j DDm:in C; 230... ... E Default container fors...
“ ForeignSet BEEE(D). 5. BE Default container for ..
“ Managed B i A (C). = Default container for u...
| Users ESHEEMaEE8A). -
EEEEM).
(N ¥ Ehg
FETER H =EA
BEW [
InetOrgPerson
E#EEE) msDS-ShadowPrincipal Container
EZEEQL.- mslmaging-P5Ps
FZ=(R) MSMQ (FFIEI=
B (H) i
HiZ
FEHEE
SHEMR
£ >
Euv—{EEaes..
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(3) B AMMENRTE: Servers > T [HEE]
s - HEED s

"';:’ B npartner.local/

EEA):
Servers|

FRESZLEEEESHRERD
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(4) Bh¥E [Computers] #HMEEM -> £ [Exchange Server(Exch2019)] L#

| Active Directory EEHEF =k
BER =R BRN  FEfEH)
e nH /8IXEE= HE aETa%

] Active Directory SRS FIER Win2019|| == &ZE Hl
O #=7ES PYEXCH2019 =M%
v 4 npartnerlocal —
= Builtin MAFHEF(G)...
~| Computers FRRFEE)
2 Domain Controllers EESA)
| ForeignSecurityPrincipals ZEI)..
~| Managed Service Accounts =
~| Users B
o] Servers EEIIER
=T
flER(D)
MER)
EREA(H)
< >
SHENEREEEHEE—EESEN -
(5) Bh¥E [Servers] #HMENM > BT [OK]
gl
LHEEEEEM):
=G npartner
- | Builtin
- | Computers
-2 Domain Contrallers
- | ForeignSecurityPrincipals
- | Managed Service Accounts
k] B
-1
BE HiE
95
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6.3.2 B¥#H/FBI(Group Policy Management)

(1) BARR [BHHERAIEE]

- 53p
’

HERRIEE

(2) # [Servers] LiZBERAHE > #E [EEEENTET GPO WiEERIEE)

5 BEFREE - O ®
EH OBER HiEW BRNV FBEW)  EREH) - 5 X
e | 2@ 8 XE G| H@
2 BHERRIEE SeIvers
v A\ Bi%: npartnerlocal BB BN B EDeEE =R
v [ &#H -
v 3 npartner.local EEIRE GPO
wi Default Domain Policy
3 | Domain Controllers
EEEEBETEL GPO TBEEEEREE0)..
A EEIRERN GPO)...
L2 2 r2ZE)
i= | R
Y BaAERER EFEFEERI)..
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(3) w ABFABRRIERTE: N-Partner Policy -> &£ T [EZE]

#1E GPO

ZEN):

| I-Partner Policy |

X

FEAF GPO(S):
=

i~

(4) T [N-Partner Policy] EiZBERE -> BhE [4RiE]

& BEREIEE - O X
B BER EER BRENM S FEW) HBEH) - 8 %
o= | 7@ 8 XE G| Hm
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v i\ Bi%: npartner.local EHEERBEHERY SEEREsE =
v & #s .
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(5) #IF [EBINRTE] -> [[RAI] -> [Windows FRIE] -> [ZE MR E] -> EMRETEZRIRRIRE] -> [[EZ/RA] -> [IREEA] -

> FE [BERRERE] > 28 [RE NIEZSH] R A K] -> &2 [EE]

AEEISEEES R
BEF =EW BRV) HEH)
o525 =
N-Partner Policy [WIN2019AD.NPARTNER. » || Zz5) T —

v wae B Enmans SmEEE |
s '"??";Hﬂ% - T 2% Kerberos BREE Bxz=
~ j ‘m-wsﬂ'-‘iﬂ it B Kerberos BREERIEE BT
] i BEEnESEASE sxmE
£ ESE - (HW/ED wEEanE A= X
i EETIrS

= EPIEE

g FHE A iR ERE
£ St =
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B B SE TR RS C)
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S SEEEEE
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O EREREEER
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v N BEEE
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5 FREE
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& zEnezRES v L Sl
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(6) #EZFE [EBHIRE] -> [[RA] -> [Windows

> FhE [fet

RIE] -> [ZEMRRE] -> [E

HEREEZRARRE] -> [B%RA] > [RFEE] -
1’MFJ5’EEE$1¢] [ExERBIRFERE] > W& [RE NIERZSE] ] A K] -> &2 [EE]
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(7) BiE [EIERE] -> [[REN] -> [Windows &E] -> [Z 2 MR E] -> EMRAZRIRE] -> [RZRE] > [BA/E L] -
> BB [FERIRE ] (B, [RBEA] > W8 REFIRKEE] [HI] 7 K8 > BT [RE]
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(8) £ Exchange Server falfR=s ExEF4H/R Al

PS C:\> gpupdate /force

EN =5E=EE: Windows PowerShell — O bt

(9) £ AD #BIEfElAR2s - =4 Exchange Server fElARzEFFAH/RAIEF - 281 -Computer MELRESWER S - -
Path fEEH S HREENMES -

PS C:\> Get-GPResultantSetofPolicy -Path C:\tmp\Exch2019.html -ReportType html -Computer EXCH2019

EN ZZmETES: Windows PowerShell — | X

C:\tmpiExch2019. html html

54_9EF2_44F0_9F17
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(10) FERY [C:MmMpP\EXCH2019.html] #F3RIFE [N-Partner Policy]
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7. N-Reporter

7.1 Exchange Message Tracking log

(1) ¥ Exchange Server

EiE [RESHE] > [REGRE] > ZT [

Bl Admin (Globa) - B HEREE
& EEERE samy Gl
o
- @ Global (0) : : REE S ARER S Model 3 WE AE BE BuGE s HE
L (7] SREIEE (0) No data!
[ediE=E il
25 |v B0 HF v} FET03|0, 054
Copyright © 2002 N-Partner. All rights reserved. © 2019-08-16 10:15:00
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(2) 87 Exchange message tracking =R ERIEREIUA Facility

WARE SHE M P -> AERBIELE: [Syslog] -> EEERMET: [Exchange] A Facility: [(2) mail system] ->

& Icon: [icon-host] -> BHEREURES: [BIA] > BT [MEE]

i ISR R
L]

FREARRUE

AT

Exchange_Mail-192.168.1.183

IP

192.168.1.183

S taiEd
syslog Flow SNMP

Syslog fERIZHE

HEHE

Exchange 2013

Facility

{2) mail system

RELA

UTF-38

e

i icon HE

icon-host

Login Account

Login Password

Bk g
(®) Bl e
PE AR
Eft H syslog/Flow il &E
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7.2 Exchange Event log

(1) #71& Exchange Event %1
EiE [RAEEE] > [RERRE] > 2T [FE]

Bl Admin (Globah - 2] R E
& EEERE stsy €l
ot
@ Global (0) (REENS  AEHER S Model & Wi M BE BuWmE s A
- Lo SRR (0) No data!
25 |v B0 #0E <] ET020 240524
Copyright © 2009 N-Partner. All rights reserved. @ 2019-08- 00
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(2) &E Exchange event REHEREINF Facility

WARRE S M IP-> AERFBER: [Syslog] -> EEFEERMEIN: Windows] #1 Facility: [(20) local use 4 (local4)] -

> BEIZRRE Icon: [icon-host] -> BHEFULARES: [RUFE] > BT [HEE]

i HitER
~

AR ARRE

#i8

Exchange Event-192.168.1.183

182.168.1.183

B fies]
Syslog Flow SNMP

Syslog fHESE
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Windows

Facility

{20) local use 4 (locald)

T

LUTF-8

SN

#iacon R

icon-host

Login Account

Login Password

BikE
Ok B
YEENEE

Bt Syslog/Flow B gL

[~ I
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7.3 Exchange IIS log

(1) #7118 Exchange IS 15

EiE [RESHE] > [REGRE] > ZT [

Bl Admin (Globah - 2] R E
& SEERT gasy Gl
fiks
@ Global (0) BEEE:  FRRA S Model: RE A WE BUME s S
e (5] SEHER (O) No datal
2 [v B0 H0E [¢] BT 0310, £ 05288,
Copyright © 2002 N-Partner. All rights reserved. © 2019-08-16
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(2) B*E Exchange IIS REBEMNEREINA Facility
WAGRE S M P -> AEREER: [Syslog] -> EFEERMEI: [11IS] A Facility: [(22) local use 6 (local6)] -> #
4B Icon: [icon-host] -> BHEEIEUIREE: [BLFE] > & [FEE]

i SR

SRR R "

#HiE

Exchange_|15-192.168.1.183

192.168.1.183

SiftEE
Syslog Flow SNMP

Facility

(22) local use 6 (locals) ~

BEG A

UTF-32 ~

Az (RIEPEREE

it icon BN

jcon-host e

Login Account

Login Password

Efcik ke
(®) BzA Eh
e

BitH syslog/Flow B il &%
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