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ANl E A N-Reporter #UZ Apache syslog
HAEAIE1% %5 Red Hat / CentOS / Debian / Ubuntu / SUSE / Solaris #1 Windows Z#t Apache E#

e
it

LogFormat Options: https://httpd.apache.org/docs/current/mod/mod _log_config.html

ErrorLogFormat Options: hiitps://httpd.apache.org/docs/current/mod/core.html
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1. Red Hat 7

1.1 #%E8 Apache ERIEHE

(1) #"¥E Apache REHE

# vi letc/httpd/conf/httpd.conf
[root@rhel7 ~]; / /httpd/conf/httpd. conf

(2) #1Z log B&E

ErrorLogFormat "[%{u}t] [%0-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %Il %u %t \"%r\" %>s %0 %l %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "logs/access-NReporter_log" nreporter

/irtualHos

for use with

id
LogFormat ' "" combined

LogFormat "

ErrorLogFormat "

file (Common Logfil
ithin a
Contrariw
transac

Bl R GE

#CustomLog "logs/ Tog" common

ou prefer a 1 ile with access
ombined Logfile Format) you can us

ombi

e 3
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(3) ERY Apache RR#EFNMESY Apache ARFEAKER

# systemctl restart httpd && systemctl status httpd
emct] status httpd

Loaded:. loaded ( ' \ d, httpd.se ; € d; vendor preset: disabled)
Acti (runnin o 2019-03-04 5 ; ago
Do

Pro

Pro
Main PID
atus

ttpd -DFO

‘httpd -DFOREGR
ttpd -DFO
‘httpd -DFOR

Mar 04 11: 4 rhe npartner.local s Jiils arting The Apache HTTP Se
Mar 04 11:5 5 7. .local systemd : Started The Apache HTTP
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1.2 %% Rsyslog #2§ Apache log

(1) #"EE rsyslog R IEE

# vi letc/rsyslog.conf

[rootC [ ~1# vi / ‘rsyslog. conf

$ModLoad imfile  # provides support for file logging

Load imuxsock ’ des p C : g (e YaF 0 command)

ModLoad im
dLoad jml-:

(2) EEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

Facility= Ruleset=

Tag= iTity=" Ruleset=
Target= )}

A BEXFEMIFEEA N-Reporter %45 IP address
Target="192.168.2.69"

ABXFHEEA Apache HitBEESR
File="/var/log/httpd/access-NReporter_log"

File="/var/log/httpd/error_log"

7 N-Partner 5



(3) =R Rsyslog ARFEAIME] Rsyslog ARFEIES

# systemctl restart rsyslog && systemctl status rsyslog

Partner
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2. CentOS
2.1 CentOS 6
2.1.1 #W# Apache EXEfE

(1) & Apache hRA
# httpd -v

[rootl@centosb ~]# htt[n:l__

version: Apache/2.4.34 (Red Hat)
built: Nov 16 2018 12:58:22

(2) #"% Apache RRETE

# vi lopt/rh/httpd24/root/etc/httpd/conf/httpd.conf

[root@centosb ~]# vi Jopt/rh/httpd24/root

& N-Partner !

Jetc/httpd/

conf/httpd. conf




(3) ¥ log B/

ErrorLogFormat "[%{u}t] [%0-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %l %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "logs/access-NReporter_log" nreporter

rLog: The Tocation of the error Tlog file.

o not specify an ErrorLog directi ithin a irtualHost>
cnnta1ne| error me relating to that virtual t will be
Togged hele If you efine an error logfile for a rtualHost
container, that host = rs will be Togged there and here.

EEELEE LT

"rorLog "logs/error_log”

Control the number of messages logged to the error_log.
i alues include: debug, info, notice, warn, error, crit,
# a]elt emerg.

1 warn
<IfModule log_config_module>

ir
# The following directi define some forn icknames for use with
# a CustomLog directive A

i

LogFormat ™ : g \ teferer}i\" \"%{User-Agent}i’ combined
LogFormat "

ErrorLogFormat "[%{u}t] [

o_module>

to enable mo
combinedio
"" nreporter

C n Logfile Format)
vithin a tua1
i cnnta1ne ; w111 b 1 ;;e = ntrariwis i
t define pe tua]H: 5S 5 transactions u111
# logged therein and *
i‘F
#CustomLog "Togs/access_log" common

4
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directiv
u
CustomLog _log" combinec
) nLog " ss-NReporter_log" nreporter
T™Modu le

(4) ERX Apache RR¥ZFNMER Apache RRFEARER

# service httpd restart && service httpd status

[root@centosb ~]# service httpd restart &% service httpd
Stopping httpd:

starting httpd:
httpd (pid b98) 1is running. ..

W rail Liiel



2.1.2 E# Rsyslog hR7A

# yum shell
[root@centos6b ~]# yum shell

Loaded plugins: fastestmirror

Setting up Yum S

> install rsyslog7

> remove rsyslog

install rsys
setting up Ins Process
Loading mirror eds from cached hostfile
* base: du. tw
epel:
extras: ttp.
updates: ftp.ks
rema
Process

i1l be i
i11 be installed

naconda-Cent0s

Tled:
0:0.11-13.e16

Insta

e 9
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# rsyslogd -version

[root@centos6 ~]# rsyslogd -version
rsyslogd 7.4.10;, compiled with:
FEATURE_REGEXP:
FEATURE_LARGEFILE:
GSSAPI Kerberos 5 support:
FEATURE_DEBUG (debug build, slow code):

(] |'t;-

Rl

32bit Atomic operations supported:
64bit Atomic operations supported:
Runtime Instrumentation (slow code):
uuid support:

See http://www.rsyslog.com for more information.

10 & N-Partner



2.1.3 %®E Rsyslog #&% Apache log

Ay

(1) #wE8 rsyslog R IEIE

# vi letc/rsyslog.conf

$ModLoad imfile  # provides support for file logging

ModLoad im
Load 1
dLoad ke
odLoad imfile

7 N-Partner
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(2) s E# 3 Apache log

# Apache access log

$InputFileName /var/log/httpd24/access-NReporter_log
$InputFileTag apache

$InputFileStateFile access-NReporter_log
$InputFileSeverity info

$InputFileFacility local6
$InputRunFileMonitor

# Apache error log

$InputFileName /var/log/httpd24/error_log
$InputFileTag apache

$InputFileStateFile error_log
$InputFileSeverity warning
$InputFileFacility local6
$InputRunFileMonitor

# Send Apache log to N-Reporter

if $programname == 'apache’ then action (type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")

# Apache access

$InputFileN /

$InputFileTag af

$InputFil ateFile acc
$InputFil rity inf
$InputFileFacility localb
$InputRunFileMonitor

# Apache error 1

$InputFileName

$InputFi

$InputFi

$InputFi rity warn
$InputFil 1ity local6
$InputRunFileMonitor

# Send Apache Tog to N-Reporter
if $programname == 'apache' then action (type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")

A EXFEMIFE A N-Reporter %% IP address
Target="192.168.2.69"

A BEXFHEEA Apache HibEEER

i

$InputFileName /var/log/httpd24/access-NReporter _log

$InputFileName /var/log/httpd24/error_log

12 M7 N-Partner



(3) =R Rsyslog ARFEAIME] Rsyslog ARFEIES

# service rsyslog restart && service rsyslog status

[root@centosb - service rsyslog restart && vice rsyslog status
Shutting dow /stem logger: L ]
- - [ :l

starting sys 1 :
rsys ggd {p1q sb/ ) 15 running. ..
dAcentosb ~]|#

&7 N-Partner 13



2.2 CentOS 7

2.2.1 #RE8 Apache REE

(1) #"¥E Apache FREHE

# vi letc/httpd/conf/httpd.conf

[root@lcentos? ~]# vi /etc/httpd/conf/httpd. cor

(2) #1Z log B&E

ErrorLogFormat "[%{u}t] [%0-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "logs/access-NReporter_log" nreporter

ErrorLog: The location of the error log file.
if not specify an ErrorLog directive within
ontaine "or me es relating to that
ged h . If u efine an error
container, that host's e rs will

ETSETE

EEE L L

rrorLog "logs/error_log"

Control the number of messages logged to the error_log.
Tues include: debug, info, notice, warn, error, crit,

L

warn
<IfModule Tlog_config_module>

il

# The following directi defi e format nicknames for use with

# a CustomLog directi y

u

LogFormat \ \ Referer}i\" \ User-Agent ' combined
LogFormat 7 \ SAN common

ErrorLogFormat ™ 1 N pid | T]
dule 1

# You need d se %I and

LoaFormat 4 3 fer
ygFormat

ItModu le>

il

# The location and format of the access Tlogfile (C n Logfile Format).
# If you do not define any access logfiles within a rtualH

# container, they will be Togged here. Contrariwise, if you *do

# define per access logfiles, transactions will

# logged therein and in this file.

il

#CustomLog "Tlo access_log" common

# If you prefer a logfile with access, agent, and referer information

# (Combined Logfile Format) you can use the following directi

Custom oa "loa ccess _loa"” combined
CustomLog "lo access-NReporter_log" nreporter
ITModuTe=

14 i
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(3) ERY Apache RR#EFNMESY Apache ARFEAKER

# systemctl restart httpd && systemctl status httpd

[rootlice httpd && systemct] status httpd

tpd ; vendor preset: disabled)
-04 {

-DFO ROUND
-DFOREGROUND

Mar 04 13:57:19 cento \ me : Sto The apache HTTP
Mar 04 13 : = 1[1]: g The Apache HTTP
Mar 04 13:57:19 cento me : Started The Apache HTTP

A 15
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2.2.2 %% rsyslog #E3§ Apache log

(1) #"EE rsyslog R IEE

# vi letc/rsyslog.conf

tl@centos? ~]#

# The imjournal module bellow 1is g d _
tModLoad imu rovide nor or : S = ng (e.g. wi: ogger command)

ad in
d imf

(2) EEE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

# he log to K ter

A BEXFEMIFEEA N-Reporter %45 IP address

Target="192.168.2.69"
AENFEHA Apache HIFREER
File="/var/log/httpd/access-NReporter_log"

File="/var/log/httpd/error_log"

16 &7 N-Partner



(3) ERI Rsyslog ARF¥EATER Rsyslog ARFZIES
# systemctl restart rsyslog && systemctl status rsyslog

htt|
Main PID:

start

&7 N-Partner 17



3. Debian 9

3.1 #®¥E Apache FRTEHE

(1) #m%8 Apache2

RIENE

# vi letc/apache2/apache2.conf

root@debian9:~

(2) #11Z log

Bt

X AE

LogFormat "%h %l %u %t \"%r\" %>s %0 %! %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %$M% ,\ referer\ %{Referer}i"

S S SHE HE H R R R

The following directi
a CustomLog directiv

These deviate from the Common Log Format definition
g actual byt sent including hea instea

ted file), because the latter ma it imp
requests.

Note that the use of
Use mod_remoteip ir

-Forwarded-Forl}i

4

LogFormat

LogFormat
LogFormat
LogFormat
LogFormat
LogFormat

ErrorLogFormat ™

(3) #m&E 000-default

RRIETE

# vi /etc/apache?2/sites-enabled/000-default.conf

root@debian9:~# vi /etc/apache?/

define some format nicknames for

instead of

use with

in that they us

(the size of tt
to detect partial

is not recommended.

nabled/000-default. conf

(4) #i& CustomLog

B

X AE

CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter

ErrorLog ${APACHE_LOG_DIR}/
CustomLog ${APACHE_LOG_DIR

CustomLog ${APACHE_LOG_DIR

. log
log combined
s—-NReporter. log nreporter

18
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(5) ERY Apache RR#EFNMESY Apache ARFEAKER

# systemctl restart apache2 && systemctl status apache2

root@debian9
® apache2.se
Loa loade T4 d/ m/apac service; ( : enabled)
Act : (r 1ng) ince Mon ) : i
Process: Ke ) ‘ fapachect]
Proc 330 ExecReloac sr/shin/apachect] g =
Process = in/apachect] start (c
Main PID: 5¢ )

Mar 04 01:10:56 debian! stemd[1]: Starting The Apache HTTP
Mar 04 01: debi Started The Apache HTTP

=7 N-Partner 19



3.2 &7 Rsyslog 3% Apache log

alh

(1) #R¥E rsyslog RREME

# vi letc/rsyslog.conf

root@debian9:~# vi /etc/rsyslog.conf

module(load="imfile")  # provides support for file logging

modu nad=

Te(l yport for local system logging
module (load=
ule
(

-nel logging supg
IARK-- message capability
support for file logging

e
e

#module (Toad="1immark")
modu le

e He S

IGELE

(2) E#EE Apache log

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

input i e a Severity= Facility= Ruleset=

input( /| ile > "ty Facility= Ruleset=
ruleset(name= )Y{action(type= Target= > Protocol= )}

A BEXFEMIFEEA N-Reporter %45 IP address
Target="192.168.2.69"
ABXFHEEA Apache HitBEES
File="/var/log/httpd/access-NReporter_log"

File="/var/log/httpd/error_log"

20 M7 N-Partner



(3) ERI Rsyslog ARF¥EATER Rsyslog ARFZIES
# systemctl restart rsyslog && systemctl status rsyslog

et: enabled)

om"] start

Partner 21



4. Ubuntu 18

4.1 #m¥E Apache FREE

(1) #m¥E Apache2 REHE

# vi letc/apache2/apache2.conf

root@ubuntul8: -~

(2) #1Z log B&E
LogFormat "%h %l %u %t \"%r\" %>s %0 %! %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %$M% ,\ referer\ %{Referer}i"

# The following directives define some format nicknames for use with
# a CustomLog directi

om the Common Log Fo
ent including he = C
ause the Tlatter it i d ct partial

Note that the use of -Forwarded-For}i instead of %h is not recommended.
Use mod_remoteip ins

i

i

i

LogFormat vhost_combined
combined

common

agent
LogFormat nreporter

ErrorLogFormat

(3) #R¥E 000-default FREHE

# vi /etc/apache?2/sites-enabled/000-default.conf

root@ubuntul8:~# vi /etc/apachel/sq nabled/000-default. conf

(4) ¥ CustomLog FRIE
CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter

ErrorLog ${APACHE_LOG_DIR}/e .log
CustomLog ${APACHE_LOG_DIR}/ ss. log combined

CustomLog ${APACHE_LOG_DIR}/ s-NReporter. log nreporter

22 ¥ 3
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(5) ERY Apache RR#EFNMESY Apache ARFEAKER

# systemctl restart apache2 && systemctl status apache2

root@ubuntu . ) && systen status apache?

® apache?’. J
Load ' y d/ D ).service; enabled; vendor preset: enabled)
Drop-In: ) vi

Acti i uNNin nce Mon 2019-03-04 06:25 C; 15ms ag
Proc oy pachect] stop (code ' statu

Proc : 9179 E> 0 sr/s /apachect] graceful ited, s
Proc b S apachect] start (code=exited, status
Main PID

apache?
in/apa start

Mar 04 06 =32 systemd[1]: Starting The Apache HTTP Ser

=7 N-Partner 23



4.2 %%E Rsyslog 2 Apache log

alh

(1) #R¥E rsyslog RREME

# vi letc/rsyslog.conf

root@ubuntul8: ~#

# provides support for file logging

module(load="imfile")

provides ocal system logging

module(load= ) A
provid ARK capability

#module (load="1mmark")

"
ir

"
ir

# provides UDP syslog reception

#module(load="1mudp") )
#input(type="1imudp"” port="514")

# provides

#module(load="1
#input(type="

# provides kernel logging support and enable non-kernel klog messag

module(load= permitnonkernelfacility= J

# provides support for file logging
module(load= )

(2) #4788 50-default 8 7ERE

# vi /etc/rsyslog.d/50-default.conf

/etc/rsyslog.d/50-default.conf

root@ubuntul8: ~4

24 ]
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¥

(3) s EE 3 Apache log

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6"

Ruleset="nreporter")
input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

Severity= Facility= Ruleset=

F s ! - e
input(type Tag erity: Facility= Ruleset=
ruleset(name= Target= "t Protocol= )}

A BXFEIFE# A N-Reporter %45 IP address
Target="192.168.2.69"

ABEXFFEEMA Apache HitEEEIESR
File="/var/log/httpd/access-NReporter_log"

File="/var/log/httpd/error_log"

(4) ERI Rsyslog ARFEAER Rsyslog ARFEIES
# systemctl restart rsyslog && systemctl status rsyslog

et: enabled)

temd/journal,

d's groupid changed

ubuntul8 r 9525]: or . ! i0 32.0" x-pid

% N-Partner 25

2.0]

og.com"] start



5. SUSE
5.2 SUSE 10
5.2.1 #wi8 Apache :REHE

=)

(1) #R¥E mod_log_config &EIE

# vim /etc/apache2/mod_log_config.conf

):~ # wvim fetc/apache?/mod_log_config.conf

(2) g log RRE
LogFormat "%h %l %u %t \"%r\" %>s %0 \

\%| %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter

Agent}i\

combinedio

nreporter

(3) #¥E loadmodule FXEME

# vim /etc/apache2/sysconfig.d/loadmodule.conf

/etc/apache?/sysconfig.d/loadmodule. conf

26
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a1
X AE

(4) #1& logio_module

LoadModule logio_module lusr/lib64/apache2-prefork/mod_logio.so

Tisted in APACHE_MODULES

actions_module
alias_module
auth_basic_module
authn_file_module
authz_host_module

roupfile_module

efault_module

user_module

authn_dbm_module
autoindex_module
cgi_module
dir_module
env_module
expires_module
include_module
LoadModule Tog_conf module
LoadModule mime_module
LoadModule negoti

LoadModul
LoadModul

odul
LoadModu
LoadModul
LoadModu
LoadModu
LoadModul
LoadModu
LoadModu
LoadModul
LoadModu
LoadModu
LoadModul

LoadModule

LoadModule c_module
lLoadModule userdir _module
LoadModule Togio_module

i

(5) #wm¥E apache2 FREME
# vim /etc/sysconfig/apache?2

vim /etc/sysconfig/apache?’

(6) i logio &4

actions
alias.so

roup
efau

1Dg_coﬂf
mime.so

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core

authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir

regtimeout logio"

ver certificate is
_START_TIMEOUT (see abo

: e e H

#

modules Tlisted here will be ignored if they are not installed

= s e

#

EXAMPLES:

= e

#

fairly minimal ) )
APACHE_MODULES="authz_host alias auth dir log_config mime setenvif"

= s e

#

apache's default installation

mime negotiation sete F status userdir”
rour _settinas

ACHE_MODUL

= E

>
)

if ss1 suexec userdir php5 logio”

i 27
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APACHE_MODULES="authz_host actions alias asis auth autoindex cgi dir imap include log_confi

"actions alias auth_basic authn_file authz_host authz_groupfile authz_default
authz_user authn_dbm autoindex cgi dir env expires include log_config mime negotiation setenv




(7) #REE httpd HREE

# vim /etc/apache2/httpd.conf

2/httpd. conf

(8) F&XE CostomLog #1 ErrorLog
ErrorLog /var/log/apache2/error_log
ErrorLog "|/bin/logger -t apache -p local6.error"

CustomLog /var/log/apache2/access-NReporter_log nreporter

CustomLog "|/bin/logger -t apache -p local6.info" nreporter

ErrorLog: The location of the error log file.
If you do not specify an ErrorLog directive within a <VirtualHost
container, error messages relating to that virtual host will be
logged here. If you *do* define an error logfile for a <VirtualHost
# container, that host's errors will be logged there and not here
ErrorLog ~/ ‘apachel/error_log
ErrorLog /bin/logger -t apache -p localb.error”

NMReporter 'I::q nreporter

CustomLog | _,.-"aparht-__.. access-—
ache -p localb.info” nreporter

CustomLog /bin, gg -t apa

(9) =R Apache MR¥ZFNHER Apache RRFEAAER

# service apache?2 restart && service apache?2 status

¢ service apachel restart &R service apachel status

utt1nq down httpd2 (waiting for all children to terminate)

startina httpd?. (prefork)
lht-chnq for httpd?2:
susell:~ #
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5.2.2 &% syslog-ng 3% Apache log

(1) #R¥E syslog-ng FREHE

# vim /etc/syslog-ng/syslog-ng.conf

/s log-ng. conf

filter f_local6 { facility(local6); };

Filter definitions

and match{"ouT=""

ilter f_iptables facility(kern) and match("IN="

ilter f_console { Tevel(warn) and facility(kern) and not filter(f_iptables)

Tevel (err)

(notice)

f_newsnotice _
(cr1tj

f_nev
T_nev
f_news

by by b et

f_mailinfo
f_mailwarn
f_mailerr
f_mail

info)
arn)

b b et ety

==

f_cron

f_localé

(o]

and not facility(authpriv);

and facility(news)
and facility(new
and facility(news);
1t;(newr1,

[ TR T

and facility(mail);
and facility(mail);
(err, crit) and facility(mail);
f;ci11tf{mai1j;

facility(cron);

facility(localb);

f_Tlocal facility(locall,
locald,

f_acpid
f_netmgm

et by

ity ety by

Tevel(alert):

Ll rail Liiel

match ( [acpid\]:
match ( tworkMana

not facility(news, mail) and not filter(f_iptables);

Tevel (warn, err, crit) and not filter(f_iptables);



(2) s E# 3 Apache log

#

# Send Apache log to N-Reporter:

#

destination nreporter { udp('192.168.2.69" port(514)); };

log { source(src); filter(f_local6); destination(nreporter); };

in one file: e
to provide logrotation config)

Cron- H]E""_'__
(don't fo

l._

#destination cron ' : iy /log/cron”); 1};
#log { source(src); r(f_cron); de:t1nat1nn(r|nnj, };

send Apache log to N-Reporter:

ination nreporter { udp("192.168.2.69" port(514)); };

source(src); filter(f_localb); destination(nreporter); };

Some boot scripts use/require local[l-7]:

nation localm _ ' '/var/log/localm
source(src); ] ); destination(lo

B FEIFE# A N-Reporter %45 IP address

udp("192.168.2.69" port(514)

(3) ERI Syslog-ng BR#FEFNMEED Syslog-ng ARFIZIES
# service syslog restart && service syslog status

vice syslog status
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¥

5.1 SUSE 15
5.1.1 #%#§ Apache REE

(1) #%¥E8 mod_log_config

# vi letc/apache2/mod_log_config.conf

(2) #1Z log B&E

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

Format string: Nickname:

ormat mon
vhos t_common

agent
JFormat

e L

combined
ormat
vhost_combined

# To us
<IfModule
JFormat
combinedio

Format nreporter
Modu | e

(3) #R¥E loadmodule F&EIE

# vi /etc/apache2/loadmodule.conf

vi fetc/apachel/loadmodule. con
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(4) #1& logio_module &E

LoadModule logio_module lusr/lib64/apache2-prefork/mod_logio.so

Loac ’ =

Loac I Jus D = rrefork,/mod_

Load auth_| ba=1r _module Jus sl Dac =fork/mod_auth_basic
Load authn_file_module ) F ‘ F 4
Load 7_host_module , D =2 -prefork,/mod_authz

Load 7 oupfile_module , i bt pac - “k/mod_auth

Load a , F ' a
Load od , D rrefork,/mod_ autm' ndex
Loac als , s] pac = </mod_ rq‘l

1_module
module

cach
userda i
reqtim out_ l /us pac =fork/n _reth
authn_ /us D =fo -" _authn_
i ‘mod_authz core
TDg1D_deu1e /us D =2-prefork/mod_logio.so

T dals

(5) #m¥E apache2 FRIEHE

# vi letc/sysconfig/apache2

(6) i logio &4

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core
authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir
regtimeout logio"

aparhe': default installation
actions alias asis auth autoindex cgi dir imap include log_co
2 "

mime negotiation s =g status userdir
settin

(7) #REE httpd RREHE

# vi letc/apache2/httpd.conf

vi fetc/apachel/httpd.conf
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(8) &7 CostomLog
CustomLog /var/log/apache2/access-NReporter_log nreporter

ErrorLog: The location of the error log file.
If C specify an ErrorLog directi ithin : irtualHost>
container, error relating to that i host will be
# logged here. F ‘do* define an error logf i irtualHe
# container, at hos rrors will be Tlogg there and not here.
ErrorLog oqg/apache?/error_log
CustomLog |, / log/ap Jacc -NReporter_log nreporter

(9) ERL Apache FR7EFNIER Apache ARFEAEE

# systemctl restart httpd && systemctl status httpd

httpd
dor pr {isabled)

ND -k graceful-stop (

Mar 0
Mar 04 1.

33
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5.1.2 %% Rsyslog #3% Apache log

(1) #"EE rsyslog R IEE

# vi letc/rsyslog.conf

# provides support for file logging
$ModLoad imfile

since rsyslog load input module
It you do not load inputs, nothing hap;e

provides --MARK-- - capability (every 1 hour)
$ModLoad immark.so I
fHalkHeEEagePE|1md 3600
# provides support for local system logging (e.g. via logger command)
$ModLoad 1mu*_DCF 50

reduce dupplicate log me
atedMsgReduction on

rnel logging (may be also provided by /sbin/klogd)
E also http: ww. rsys log.com/doc-imklog.html.
odLoad imklog
t lTog le (same as in /etc/sysconfig/syslog).
ogConsolelLoglLevel 1

+ provides support for file logging
$ModLoad imfile
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(2) s E# 3 Apache log

# Send Apache log to N-Reporter

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6"
Ruleset="nreporter")

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6"
Ruleset="nreporter")

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")}

\-Reporter
Severity= Facility= Ruleset=
Tag= S ity= Facility= Ruleset=

F s
input (type 3
ruleset (nhame= Y{action(type= Target= = Protocol= 1}

A BXFEIFE# A N-Reporter %45 IP address
Target="192.168.2.69"

ABEXFFEEMA Apache HitEEEIESR
File="/var/log/httpd/access-NReporter_log"

File="/var/log/httpd/error_log"

(3) ERI Rsyslog ARFEAER Rsyslog ARFZIES
# systemctl restart rsyslog && systemctl status rsyslog

eset: enabled)

s not set [al] 7=/ /1 3 try http://www.rsyslog.com/e/2442 ]
ocket '/ stemd/journal/syslog’ d 3) fro emd. v8.33.1]

j.com"] start
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6. Solaris 11

6.1 #R¥§ Apache FRTEHE

(1) #REE httpd HBEE

# vim /etc/apache?2/2.4/httpd.conf

(2) #1Z logio_module &

LoadModule logio_module libexec/mod_logio.so

#LoadModule
#LoadVModule
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(3) R CostomLog F ErrorLog

#ErrorLog "/var/apache2/2.4/logs/error_log"

ErrorLog "|/usr/bin/logger -t apache -p local6.error"

ErrorLogFormat "[%{u}t] [%0-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"
<IfModule logio_module>

LogFormat "%h %l %u %t \"%r\" %>s %0 %l %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter

ST

t The following dir i define some format nicknames for use with
a CustomLog directi ee b

JFormat combined
ormat common

ErrorLogFormat

<IfModule >
# You need to enable mod_logio.c to us

combinedio
LogFor nreporter
TModu le>

1 Logfile Format).

Common
nreporter

agent, and referer
sou can use the following direct

#CustomLog ", “/apache Ny - Tog" combined
</IfModule>
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(4) BIF3 Apache BRFZFFIZERI Apache BRFEFIFERR Apache ARFFAKEE
# svcadm -v enable http:apache24
# svcadm -v restart http:apache24

# svcs -a | grep apache
( 11: /etc/apach 2 svcadm -v enable http:apachel4
/http:apache24 enabled.
olar 1: /etc/apache? /2. 4# sv v restart http:apachel4
rest et for svec:/netwo 1ttp:apachels.
olarisll: /etc/apach ; s —a | grep apache
18:1/7:13 : n/apache-stats-24:default

énfine 19:04:15 sv
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¥

6.2 EXE Rsyslog #3§ Apache log

(1) #"EE rsyslog R IEE

# vim /etc/rsyslog.conf

rootl@solarisll: / # vim / /rsyslog.conf

(2) EREE 3 Apache log
# Send Apache log to N-Reporter

local6.* @192.168.2.69:514

Apache log to N-Reporter

A BEXFEMFEEA N-Reporter %45 IP address

@192.168.2.69:514

(3) f=F3 system-log:default FEYF system-log:rsyslog FERL system-log:rsyslog F1#&:2 system-log #kEE
# svcadm -v disable system-log:default
# svcadm -v enable system-log:rsyslog
# svcadm -v restart system-log:rsyslog
# svcs -a | grep system-log
cadm -v disable system-log:default
g:default disab

vcadm -v enable :J:.tern—h::g: rsys log
1:_:q rs /s log enabled.

00 :~# swvcac 3 rstem-log: |‘-. ys log
Ja.rt 1 /system/ tem-log:rsyslog.

1_]1 :-.alﬂ t-_"l_] 8 158 sv sten .tem-log:default
online 3:44:18 svc:/system/system-log: rsyslog
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7. Windows 2016
7.1 NXLog

7.1.1 NXLog Z:#8
NXLog # plugin ZRiEnsFEERMNMAENER - BAMERI SN  ARBEREIEMERNAE - T
LERERRENRA - RS EARTESH0TE -

https://nxlog.co/documentation/nxlog-user-guide#modules-im

Input _ . Processar Output
Im_xxx pm_xxx om_xxx

Input Processor Cutput
Im_xxx PM_Xxx o _Xxx
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7.1.2 NXLog %3t

(1) & NXLog
BUfE4RHL https://nxlog.co/products/nxlog-community-edition/download

TEBUFRFAR nxlog-ce-x.x.xxxx.msi - #4l: nxlog-ce-2.10.2150.msi

LY T aTa Fair1L:
VT S

[
£y

(2) Z%& NXLog
262 [nxlog-ce-2.10.2150.msi] -> ##Z [Install] % [Finish]

#7 NXLog-CE Setup
Ready to install NXLog-CE

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

(3) FTHIIEZ NXLog RIEE
TEE4 https://www.npartnertech.com/download/tech/nxlog WinApache.conf ->
& Copy-Iltem nxlog_WinApache.conf 'C:\Program Files (x86)\nxlog\confinxlog.conf'

ZEZ NXLog BE

BN Administrator: Windows PowerShell

Copy-Item nxlog_WinApache. conf

sers\Administrator\Downloads
sershAdministrator\Downloads

41
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7.1.3NXLog R&7EE

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start.
define NCloud 192.168.2.69

define BASEDIR C:\Apache24\logs

define ROOT C:\Program Files (x86)\nxlog

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data

LogFile  %ROOT%\data\nxlog.log

Moduledir %ROOT%\modules
CacheDir %ROOT%\data

Pidfle  %ROOT%\data\nxlog.pid
SpoolDir %ROOT%\data

## Load the modules needed by the outputs
<Extension syslog>

Module xm_syslog
</Extension>

## For Apache access log file use the following:
<Input in_accesslog>

Module im_file

File '‘%BASEDIR%\access-NReporter.log’

Exec $SyslogSeverityValue = 6;
SavePos True
ReadFromLast True

</Input>

## For Apache error log file use the following:
<Input in_errorlog>
Module im_file
File '‘%BASEDIR%\error.log'
Exec $SyslogSeverityValue = 3;
SavePos True
ReadFromLast True
</Input>

<Output out_apachelog>
Module om_udp
Host %NCloud%
Port 514
Exec $SyslogFacilityValue = 22;
Exec $SourceName = 'apache’;
Exec to_syslog_hsd();
</Output>

<Route apachelog>

Path in_accesslog, in_errorlog => out_apachelog
</Route>

I al Lyl




EBXFEIFE# A N-Reporter %% IP address

define NCloud

EBNFEMIFEE A Apache log FCH#FIEE R AR FELL

define BASEDIR

EEXFE Iz A Apache access rCERiE A TE

'%BASEDIR%\

i}
o)

EeNFEMIBEEA Apache error FLixiE R

'%BASEDIR%\

i}
)
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7.1.4 NXLog EYENBRFS

FRL [Windows PowerShell] -> #i A Start-Service nxlog B{&) nxlog ARFEH Get-Service nxlog & nxlog ARFEA

#& -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' &2 B HRAL

EN Administrator: Windows PowerShell — O *

osoft Corporation. All rights reserwved.

Get-Content

33:1‘}% INFO og-ce-2.10. 2150 started
ministrator

a4 &7 N-Partner



7.2 Apache

7.2.1 #RE8 Apache REE
(1) #"EE httpd EREIE
#mE8 C:\Apache24\conf\httpd.conf F1#&i2 Apache E Rl

' httpd.conf - Notepad
File Edit Feormat Wiew Help

ServerRoot: The top of the directory tree under which the server's
configuration, error, and log files are kept.

Do not add a slash at the end of the directory path. If you point
ServerRoot at a non-local disk, be sure to specify a local disk on the
Mutex directive, if file-based mutexes are used. If you wish to share the
same ServerRoot for multiple httpd daemons, you will need to change at
least PidFile.

H o fE 4 B Kk HE B 4 3

Define SRVROOT "c:/Apache24”

ServerRoot "${SRVROOT}™

(2) BXA logio_module &
Logio_module logio_module modules/mod_logio.so

' httpd.conf - Notepad
File Edit Feormat Wiew Help
#loadModule lbmethod heartbeat module modules/mod lbmethod heartbeat.so

#loadModule ldap module modules/mod ldap.so
LoadModule logio module modules/mod logio.so

LoadModule log config module modules/mod log config.so
#LoadModule log debug module modules/mod log debug.so
#lLoadModule log forensic_module modules/mod log forensic.so
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3) #7118 log 2B7E
ErrorLogFormat "[%{u}t] [%0-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i"

<IfModule logio_module>

LogFormat "%h %I %u %t \"%n\" %>s %0 %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter
</IfModule>

CustomLog "logs/access-NReporter.log” nreporter

.' httpd.conf - Notepad
File Edit Format View Help

#
# ErrorLog: The location of the error log file.

# If you do not specify an Errorlog directive within a <VirtualHost>

# container, error messages relating to that wirtual host will be

# logged here. If you *do* define an error logfile for a <VirtualHost>
# container, that host's errors will be logged there and not here.

#
E

rrorLog "logs/error.log”

#

# Loglevel: Control the number of messages logged to the error_log.
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg.

#

LoglLevel warn

<IfModule log_config_module>
#
# The following directives define some format nicknames for use with
# a Customlog directive (see below).
#
LogFormat "%h %1 %u %t \"%r\" %¥»>s ¥b \"%{Referer}i\" \"¥{User-Agent}i\"" combined
LogFormat "¥h %1 Xu ¥t \"%r\" ¥>s ¥b" common

ErrorLogFormat “[%{u}t] [%-m:%1] [pid %P:tid ¥T] ¥7F: ¥E: [client\ %a] #M¥ ,\ referer\ %{Referer}i”

<IfModule logio module>
# You need to enable mod_logio.c to use %I and %0
LogFormat "%h %1 %u %t \"%r\" %>s ¥b \"%{Referer}i\” \"%{User-Agent}i\" %I %0" combinedio
LogFormat “%h ¥1 %u %t \"Xr\" %>s ¥0 ¥I ¥T %b \"%{Referer}i\" \"¥{User-Agent}i\"" nreporter
</IfModule>

The location and format of the access logfile (Common Logfile Format).
If you do not define any access logfiles within a <VirtwalHost»
container, they will be logged here. Contrariwise, if you *do*
define per-<VWirtualHost> access logfiles, transactions will be

logged therein and *not* in this file.

#
#
#
#
#
#

Customlog "lops/access.log” common
CustomLog "logs/access-NReporter.log” nreported

#
# If you prefer a logfile with access, agent, and referer information
# (Combined Logfile Format) you can use the following directive.
#
#CustomLog "logs/access.log” combined
</IfModule>

<]
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B

7.2.2 ERY Apache BRFS

BB [Windows PowerShell] -> #i A Restart-Service -Name "Apache2.4" ERI nxlog BR#FF Get-Service -Name

"Apache2.4" &%& nxlog ARIZINER

EN Administrator: Windows PowerShell — O

Windows Powershe i _ i ]
Copyright (C) 2016 Microsoft Corporation. All rights reserwved.

Name

Running Apache2.4 Apache?. 4

PS5 C:yUsershAdministrator> _
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8. N-Reporter
(1) #¥i& Apache R

EHEE] > RHEIKE) > B2 (5
4/ i-Reporter &
Bl ~dmin Global) - El St

i HERTRE

w3 a | z B

...... @ Global (4)
L (5] SRETEE (0)

NEFIE

TR
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PRREAGE

(2) RE Apache REMERHIEINF Facility

521 Icon: [icon-host] -> BAEEREWGRES: [BUAH] -> T [METE]

i PiiE iR

il

‘ Apache-192.168.2.211

‘ 192.168.2.211

i tEE

Syslog Flow

Syslog fHRHREE

SNMP

HREEA

Apache

Facility

(22) local use 6 (localg)

=T Y

UTF-8

R R R E

ICMP &R

i icon R

icon-host

Login Account

Login Password

IR
(®) BA =8

YEEHEE

Rt A Syslog/Flow EaEEHET

HREERE

L]
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