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前言 

本文件描述如何使用 N-Reporter 接收 Apache syslog 

測試環境為 Red Hat / CentOS / Debian / Ubuntu / SUSE / Solaris 和 Windows 安裝 Apache 套件 

LogFormat Options: https://httpd.apache.org/docs/current/mod/mod_log_config.html 

ErrorLogFormat Options: https://httpd.apache.org/docs/current/mod/core.html 
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1. Red Hat 7 

1.1 編輯 Apache 設定檔 

(1) 編輯 Apache 設定檔 

# vi /etc/httpd/conf/httpd.conf 

 

 

(2) 新增 log 設定 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

CustomLog "logs/access-NReporter_log" nreporter 
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(3) 重啟 Apache 服務和確認 Apache 服務狀態 

# systemctl restart httpd && systemctl status httpd 
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1.2 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

$ModLoad imfile   # provides support for file logging 

 

 

(2) 設定轉發 Apache log  

# Send Apache log to N-Reporter 

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6" 

Ruleset="nreporter") 

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6" 

Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")} 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

File="/var/log/httpd/access-NReporter_log" 

File="/var/log/httpd/error_log" 
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(3) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# systemctl restart rsyslog && systemctl status rsyslog 

 

  



 

                    7 
 

2. CentOS 

2.1 CentOS 6 

2.1.1 編輯 Apache 設定檔 

(1) 查看 Apache 版本 

# httpd -v 

 

 

(2) 編輯 Apache 設定檔 

# vi /opt/rh/httpd24/root/etc/httpd/conf/httpd.conf 
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(3) 新增 log 設定 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

CustomLog "logs/access-NReporter_log" nreporter 

 

 

(4) 重啟 Apache 服務和確認 Apache 服務狀態 

# service httpd restart && service httpd status 
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2.1.2 更新 Rsyslog 版本 

# yum shell 

 

 

> install rsyslog7 

> remove rsyslog 

 

 

> run -> y 

 

 

> quit 
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# rsyslogd -version 
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2.1.3 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

$ModLoad imfile   # provides support for file logging 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

                     12 
 

(2) 設定轉發 Apache log  

# Apache access log 

$InputFileName /var/log/httpd24/access-NReporter_log 

$InputFileTag apache 

$InputFileStateFile access-NReporter_log 

$InputFileSeverity info 

$InputFileFacility local6 

$InputRunFileMonitor 

# Apache error log 

$InputFileName /var/log/httpd24/error_log 

$InputFileTag apache 

$InputFileStateFile error_log 

$InputFileSeverity warning 

$InputFileFacility local6 

$InputRunFileMonitor 

# Send Apache log to N-Reporter 

if $programname == 'apache' then action (type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp") 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

$InputFileName /var/log/httpd24/access-NReporter_log 

$InputFileName /var/log/httpd24/error_log 
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(3) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# service rsyslog restart && service rsyslog status 
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2.2 CentOS 7 

2.2.1 編輯 Apache 設定檔 

(1) 編輯 Apache 設定檔 

# vi /etc/httpd/conf/httpd.conf 

 

 

(2) 新增 log 設定 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

CustomLog "logs/access-NReporter_log" nreporter 

 

 

 



 

                    15 
 

(3) 重啟 Apache 服務和確認 Apache 服務狀態 

# systemctl restart httpd && systemctl status httpd 
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2.2.2 設定 rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

$ModLoad imfile   # provides support for file logging 

 

 

(2) 設定轉發 Apache log  

# Send Apache log to N-Reporter 

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6" 

Ruleset="nreporter") 

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6" 

Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")} 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

File="/var/log/httpd/access-NReporter_log" 

File="/var/log/httpd/error_log" 
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(3) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# systemctl restart rsyslog && systemctl status rsyslog 
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3. Debian 9 

3.1 編輯 Apache 設定檔 

(1) 編輯 Apache2 設定檔 

# vi /etc/apache2/apache2.conf 

 

 

(2) 新增 log 設定 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

 

 

(3) 編輯 000-default 設定檔 

# vi /etc/apache2/sites-enabled/000-default.conf 

 

 

(4) 新增 CustomLog 設定 

CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter 
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(5) 重啟 Apache 服務和確認 Apache 服務狀態 

# systemctl restart apache2 && systemctl status apache2 
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3.2 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

module(load="imfile")   # provides support for file logging 

 

 

(2) 設定轉發 Apache log  

# Send Apache log to N-Reporter 

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6" 

Ruleset="nreporter") 

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6" 

Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")} 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

File="/var/log/httpd/access-NReporter_log" 

File="/var/log/httpd/error_log" 
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(3) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# systemctl restart rsyslog && systemctl status rsyslog 
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4. Ubuntu 18 

4.1 編輯 Apache 設定檔 

(1) 編輯 Apache2 設定檔 

# vi /etc/apache2/apache2.conf 

 

 

(2) 新增 log 設定 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

 

 

(3) 編輯 000-default 設定檔 

# vi /etc/apache2/sites-enabled/000-default.conf 

 

 

(4) 新增 CustomLog 設定 

CustomLog ${APACHE_LOG_DIR}/access-NReporter.log nreporter 
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(5) 重啟 Apache 服務和確認 Apache 服務狀態 

# systemctl restart apache2 && systemctl status apache2 
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4.2 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

# provides support for file logging 

module(load="imfile") 

 

 

(2) 編輯 50-default 設定檔 

# vi /etc/rsyslog.d/50-default.conf 
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(3) 設定轉發 Apache log  

# Send Apache log to N-Reporter 

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6" 

Ruleset="nreporter") 

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6" 

Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")} 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

File="/var/log/httpd/access-NReporter_log" 

File="/var/log/httpd/error_log" 

 

(4) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# systemctl restart rsyslog && systemctl status rsyslog 
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5. SUSE 

5.2 SUSE 10 

5.2.1 編輯 Apache 設定檔 

(1) 編輯 mod_log_config 設定檔 

# vim /etc/apache2/mod_log_config.conf 

 

 

(2) 新增 log 設定 

LogFormat "%h %l %u %t \"%r\" %>s %O \ 

\%I %T %b \"%{Referer}i\" \"%{User-Agent}i\""           nreporter 

 

 

(3) 編輯 loadmodule 設定檔 

# vim /etc/apache2/sysconfig.d/loadmodule.conf 
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(4) 新增 logio_module 設定 

LoadModule logio_module                   /usr/lib64/apache2-prefork/mod_logio.so 

 

 

(5) 編輯 apache2 設定檔  

# vim /etc/sysconfig/apache2 

 

 

(6) 新增 logio 模組 

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core 

authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir 

reqtimeout logio" 
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(7) 編輯 httpd 設定檔 

# vim /etc/apache2/httpd.conf 

 

 

(8) 設定 CostomLog 和 ErrorLog  

ErrorLog /var/log/apache2/error_log 

ErrorLog "|/bin/logger -t apache -p local6.error" 

CustomLog /var/log/apache2/access-NReporter_log nreporter 

CustomLog "|/bin/logger -t apache -p local6.info" nreporter 

 

 

(9) 重啟 Apache 服務和確認 Apache 服務狀態 

# service apache2 restart && service apache2 status 
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5.2.2 設定 syslog-ng 轉發 Apache log 

(1) 編輯 syslog-ng 設定檔 

# vim /etc/syslog-ng/syslog-ng.conf 

 

 

filter f_local6     { facility(local6); }; 
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(2) 設定轉發 Apache log  

# 

# Send Apache log to N-Reporter: 

# 

destination nreporter { udp("192.168.2.69" port(514)); }; 

log { source(src); filter(f_local6); destination(nreporter); }; 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

udp("192.168.2.69" port(514) 

 

(3) 重啟 Syslog-ng 服務和確認 Syslog-ng 服務正常 

# service syslog restart && service syslog status 
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5.1 SUSE 15 

5.1.1 編輯 Apache 設定檔 

(1) 編輯 mod_log_config 設定檔 

# vi /etc/apache2/mod_log_config.conf 

 

 

(2) 新增 log 設定 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

 

 

(3) 編輯 loadmodule 設定檔 

# vi /etc/apache2/loadmodule.conf 
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(4) 新增 logio_module 設定 

LoadModule logio_module                   /usr/lib64/apache2-prefork/mod_logio.so 

 

 

(5) 編輯 apache2 設定檔 

# vi /etc/sysconfig/apache2 

 

 

(6) 新增 logio 模組 

APACHE_MODULES="actions alias auth_basic authn_core authn_file authz_host authz_groupfile authz_core 

authz_user autoindex cgi dir env expires include log_config mime negotiation setenvif ssl socache_shmcb userdir 

reqtimeout logio" 

 

 

(7) 編輯 httpd 設定檔 

# vi /etc/apache2/httpd.conf 
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(8) 設定 CostomLog 

CustomLog /var/log/apache2/access-NReporter_log nreporter 

 

 

(9) 重啟 Apache 服務和確認 Apache 服務狀態 

# systemctl restart httpd && systemctl status httpd 
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5.1.2 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vi /etc/rsyslog.conf 

 

 

# provides support for file logging 

$ModLoad imfile 
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(2) 設定轉發 Apache log 

# Send Apache log to N-Reporter 

input(type="imfile" File="/var/log/httpd/access-NReporter_log" Tag="apache" Severity="info" Facility="local6" 

Ruleset="nreporter") 

input(type="imfile" File="/var/log/httpd/error_log" Tag="apache" Severity="warning" Facility="local6" 

Ruleset="nreporter") 

ruleset(name="nreporter"){action(type="omfwd" Target="192.168.2.69" Port="514" Protocol="udp")} 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

Target="192.168.2.69" 

紅色文字請輸入 Apache 日誌路徑檔案 

File="/var/log/httpd/access-NReporter_log" 

File="/var/log/httpd/error_log" 

 

 

(3) 重啟 Rsyslog 服務和確認 Rsyslog 服務正常 

# systemctl restart rsyslog && systemctl status rsyslog 
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6. Solaris 11 

6.1 編輯 Apache 設定檔 

(1) 編輯 httpd 設定檔 

# vim /etc/apache2/2.4/httpd.conf 

 

 

(2) 新增 logio_module 設定 

LoadModule logio_module libexec/mod_logio.so 
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(3) 設定 CostomLog 和 ErrorLog 

#ErrorLog "/var/apache2/2.4/logs/error_log" 

ErrorLog "|/usr/bin/logger -t apache -p local6.error" 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

CustomLog "|/usr/bin/logger -t apache -p local6.info" nreporter 
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(4) 啟用 Apache 服務和重啟 Apache 服務和確認 Apache 服務狀態 

# svcadm -v enable http:apache24 

# svcadm -v restart http:apache24 

# svcs -a | grep apache 
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6.2 設定 Rsyslog 轉發 Apache log 

(1) 編輯 rsyslog 設定檔 

# vim /etc/rsyslog.conf 

 

 

(2) 設定轉發 Apache log 

# Send Apache log to N-Reporter 

local6.*                                        @192.168.2.69:514 

 

 

紅色文字部位請輸入 N-Reporter 系統 IP address 

@192.168.2.69:514 

 

(3) 停用 system-log:default 和啟用 system-log:rsyslog 和重啟 system-log:rsyslog 和確認 system-log 狀態 

# svcadm -v disable system-log:default 

# svcadm -v enable system-log:rsyslog 

# svcadm -v restart system-log:rsyslog 

# svcs -a | grep system-log 
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7. Windows 2016 

7.1 NXLog 

7.1.1 NXLog 架構 

NXLog 的 plugin 架構允許任何類型的輸入讀取資料，解析和轉換訊息的格式，然後將其發送到任何類型的輸出。可

以同時使用不同的輸入，處理和輸出模組來滿足事件記錄。 

https://nxlog.co/documentation/nxlog-user-guide#modules-im 
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7.1.2 NXLog 安裝 

(1) 下載 NXLog 

前往網址 https://nxlog.co/products/nxlog-community-edition/download 

下載網址最新版 nxlog-ce-x.x.xxxx.msi，範例: nxlog-ce-2.10.2150.msi 

 

 

(2) 安裝 NXLog 

點擊 [nxlog-ce-2.10.2150.msi] -> 按 [Install] 到 [Finish] 

 

 

(3) 下載並覆蓋 NXLog 設定檔 

下載連結 https://www.npartnertech.com/download/tech/nxlog_WinApache.conf -> 

覆蓋 NXLog 設定檔 Copy-Item nxlog_WinApache.conf 'C:\Program Files (x86)\nxlog\conf\nxlog.conf' 
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7.1.3 NXLog 設定檔 

## Please set the ROOT to the folder your nxlog was installed into, otherwise it will not start. 

define NCloud   192.168.2.69 

define BASEDIR  C:\Apache24\logs 

define ROOT     C:\Program Files (x86)\nxlog 

 

Moduledir %ROOT%\modules 

CacheDir  %ROOT%\data 

Pidfile   %ROOT%\data\nxlog.pid 

SpoolDir  %ROOT%\data 

LogFile   %ROOT%\data\nxlog.log 

 

Moduledir %ROOT%\modules 

CacheDir  %ROOT%\data 

Pidfile   %ROOT%\data\nxlog.pid 

SpoolDir  %ROOT%\data 

 

## Load the modules needed by the outputs 

<Extension syslog> 

  Module    xm_syslog 

</Extension> 

 

## For Apache access log file use the following: 

<Input in_accesslog> 

   Module       im_file 

   File         '%BASEDIR%\access-NReporter.log' 

   Exec         $SyslogSeverityValue = 6; 

   SavePos      True 

   ReadFromLast True 

</Input> 

 

## For Apache error log file use the following: 

<Input in_errorlog> 

   Module       im_file 

   File         '%BASEDIR%\error.log' 

   Exec         $SyslogSeverityValue = 3; 

   SavePos      True 

   ReadFromLast True 

</Input> 

 

<Output out_apachelog> 

    Module  om_udp 

    Host    %NCloud% 

    Port    514 

    Exec    $SyslogFacilityValue = 22; 

    Exec    $SourceName = 'apache'; 

    Exec    to_syslog_bsd(); 

</Output> 

 

<Route apachelog> 

    Path    in_accesslog, in_errorlog => out_apachelog 

</Route> 
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藍色文字部位請輸入 N-Reporter 系統 IP address 

define NCloud   192.168.2.69  

 

藍色文字部位請輸入 Apache log 記錄檔資料夾路徑 

define BASEDIR  C:\Apache24\logs 

 

藍色文字部位請輸入 Apache access 記錄檔名稱 

File         '%BASEDIR%\access-NReporter.log' 

 

藍色文字部位請輸入 Apache error 記錄檔名稱 

File         '%BASEDIR%\error.log' 
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7.1.4 NXLog 啟動服務 

開啟 [Windows PowerShell] -> 輸入 Start-Service nxlog 啟動 nxlog 服務和 Get-Service nxlog 查看 nxlog 服務狀

態 -> Get-Content 'C:\Program Files (x86)\nxlog\data\nxlog.log' 確認沒有錯誤訊息。 

 

 

  



 

                    45 
 

7.2 Apache 

7.2.1 編輯 Apache 設定檔 

(1) 編輯 httpd 設定檔 

編輯 C:\Apache24\conf\httpd.conf 和確認 Apache 資料夾 

 

 

(2) 啟用 logio_module 設定 

Logio_module logio_module modules/mod_logio.so 
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(3) 新增 log 設定 

ErrorLogFormat "[%{u}t] [%-m:%l] [pid %P:tid %T] %7F: %E: [client\ %a] %M% ,\ referer\ %{Referer}i" 

<IfModule logio_module> 

LogFormat "%h %l %u %t \"%r\" %>s %O %I %T %b \"%{Referer}i\" \"%{User-Agent}i\"" nreporter 

</IfModule> 

CustomLog "logs/access-NReporter.log" nreporter 
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7.2.2 重啟 Apache 服務 

開啟 [Windows PowerShell] -> 輸入 Restart-Service -Name "Apache2.4" 重啟 nxlog 服務和 Get-Service -Name 

"Apache2.4" 查看 nxlog 服務狀態 
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8. N-Reporter 

(1) 新增 Apache 設備 

[設備管理] -> [設備樹狀圖] -> 點選 [新增] 
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(2) 設定 Apache 設備的資料格式和 Facility 

輸入 名稱 和 IP -> 勾選設備種類: [Syslog] -> 選擇資料格式: [Apache] 和 Facility: [(22) local use 6 (local6)] -> 選

擇設備 Icon: [icon-host] -> 點選接收狀態: [啟用] -> 按下 [確定] 
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連 絡 資 訊 

TEL: +886-4-23752865 

FAX: +886-4-23757458 

技 術 問 題 請 洽： 

Email: support@npartnertech.com 

Skype: support@npartnertech.com 

業 務 相 關 請 洽： 

Email: sales@npartnertech.com 
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